TCP/IP PROTOCOL SUITE

Intreduction

In distributed processing and
computer neiworking entities in
different systems needl 10 communicate,
An entity is apything capable of sending
and recaiving information and a system
5 @ physical hject Uhat contains one or
more entities, User application
programs. filc transfer packages
databnse managemcnt  systems.
clectronic niail faciiiiles are the
examples of gntities, and terminals and

mputers are examples of physical
systems

The TCP/IP protocol suite gives
equai importance on connectionless
and connection oriented services, A
connectionless service. such as
datagram service, is one in which data
are transferred {rom ong colily [
ancthcr without the pror catablishiment
of a connectlon. Un the other, hand In
Simna o oricated services data path
or canncetion is set up before exchange
of d.-na between two endties. Presenily
the OSl model is used for connection
oriented services. It is expected that
Tuture version of the OSE model will
s con services.

Twy entilies st each

ful communication
thew. For infarmation
Interchange between two entlties, the
entities must conform fo soine mutually
aceeptable sel of conventions. This set
of conventions is known as protocol.
Frotocol 1s a set of rules governing the
exchange of data between two entitics.
Elements of a protocol Include: data
farmat, coding. signat levels. control
information.

necessary for meaningful exchange of
information beoveen two entitle

The TCP/IP protacol suite ls an
cutgrowth of the development af
ARPANET {Americnn Research Projoct

gency Network). As time went on and
as the ARPANET grew into the ARPA
Internet. which mc!wlc(l inany subnets
{stich as MILNE
EAR. several aatclise shannels and
packet radio netwarks. the end to end
reliahility of the subnets declined. As a
result @ wajor change in the transpori
layer becomes necessary for unreliablé
subyets. This developinent led to the
introduction of TCP (Transmission
Control Protacol] which was designed
for unieliable subnets. Associated with
TCP a new network protocol named IF
lIntent Pratocol) was

TCP/IP PROTOCOL Architecture

“The TCP/IP protocol architecture is
based on communication that involves
the agents processcs. hosts and

networks, Processes arc the entitics

cxccute on hosts The hosts arc
attached to the networks and the
comniunication between processcs

lakes place through metworks, A |

network is conéerned with routing data
Dbetween hosts. when the hosts agree to
process them

The TCP/IP protocol suite is
organised in four layers: nevwork access
layer, Internet layer, host-host layer
and process/application layer (Fig. 1.

Process/Application Layer
Flost-Flost Layer
Titernet Layer

M. Lutfar Rahman

providing muting function is usually
implencnred (n gateways or hosts and
is known as the Internet Protocal or i
A gateway. which is a precessu
vanneets two networks and relays ain
between netwarks using an fnternet
protocel,

The host-to-host Jayer permits the

between applicalion programs resident
in hust compulers, The pratacols of the
host-to-host layer are responsible 1o
deliver data between two processes on
different host camputers. Other
possible services of this level include
error and flow controt aid the ability to
deal with contral signals not associated
with a logical data connection. Four
general types of pratacol of host-to-host
layer are: a refiable connection oricated
data protocol. a datagram pratocol.
speech protocol, and a real-time data
protocol

Many data processing applications
use the reliable cetion-orlented
data protocol. This protocal ia
characterised by the requirement for
seliable sequenced delivery of data. The
datagram protocol with low overhead
may be appropriate for applications that
fmplement their own connection-
arlented functionality. The speech
protocal is characterised by the need for
steady stream of data with minimum
varlation of delay. The real-tlme data
protocol  should  posses  the
th

Netwark Access Layer

both reliable

Fig. 1: TCP/IP Architectira
There are philosophical and practical
difference between the OS] nmdel and
the TCP/IP Protocol suite.

“The natwork access layer of TCP/IP
protacol suite contains pwm:ul far

Currently TCP/IF Is not only u-cw ln
the ARPANET and ARPA Internet, but In

many other commercial netwarks

The TGP transport layer accepts long
messages [rom the user processes and
brakes them up Inlo picces not
exceedling 64K bytes and sends a plece
as a separate dalagram. The netwark
does not guaranice the proper delivery
of a datagram and the TCP should
retransmit the datagram If necessary.
The datagrams may arrive at the
receiver in the wrong order and the TCP
assemble them in the proper sequence
Therefore. every.datagram transmitted
by the TCP shouid hau: its own

sequence number.

'St the TGIIF Frotest and the
well known OSI (Open System,
"Interconncetion} pratacsl model of 1SO

dards O
ideal with communication between
nany helerageneous compulers. Both
have many similarities. Howcver. there
are some difference between the TCP/IP
protacol suite and Lhe ISO model.

aceessing work. This

fented protacal and the
spetch protocol.

The process/application layes
contains protocols for sharing resources
between computers anc for accensing
remate computers, Flie transter pratocol
[FTP). simple mall transfer protocol
(SMTP| and Telnet are some examples of

layer

protocal between a
node and a host {computer) atmehed o
the node is called network access
protocol. This protocol routes data
between hosts attached Lo the same
network, Flow control. error control
between hosts and various service
features. such a8 priority and security,
may alsc be provided by this protocol
The network layer entily is typically
invoked by an entry In the Internet or
host-host layer. but It may also be
Invoked by the process/application
Iayer diree:

The Internet layer offers the basic
functlons _ required —-for  the
interconneetion of dissimilar aetworks
and hardware. 1L provides a datagram
service for inlérconnecling A source
computer and a destination computer
through onc or more dissimilar
intermediate networks. The internet
layer consisis of procedures required to
allow data to move through multiple

networks between hosts. This protecol
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the p pratacola
Operation of TCP and TP

A communication path between two
computers may consist of multiple
networks: the constituent netwaorks are
usually ealled subnetworks (Fig. 2).

Host A Host B
TCP TCP
P P
Network Acccss Network Avcess
Protocal Prolacol
|Subnetwors: | [Subnetwork |
P
Network | Network
Access CLess
Protocol | | Protocol 2

Fig. 2: Communication using TCP/IP

profocol suite



Some network access protocal ls used

cannect & computer to 2 subneiwork.
This protocal enables 2 computer {est)
ta send data to another compuler
across the subncrworks. in the case of a
hoat in spother subngtwork, the data
are sent rh.ouqll a vouter. The IP acts
as a ralay fo of dute from
ane hast to another through one or
more routers. It is implemented in all
the end systems and the routers. The
“TCP keeps track of the blacks of data so
that they are unlvzm: reliably o the
appropriate applic - The TCP,
thus, showld be m:p]e.mmmL on the
sad systens anly.

Every eintity in the communication
networks 1must have a unique address
A hosl on a subnetwork must have
global internet address so that the data
can be dellvered to the proper host. A
process in & host has & unigue address
[also calied  port) within the host, and
the host-lo-hest pretgcel can deliver
data to the praper process. The TCP
offers standardised ports Lo soltware
resident in o bost: for example. port 21
and pors 23 are used by the FTP and
the Telnet applications respectively

How the data transfer operation is
actualiy performed? To answer this
question let us suppasc that a process
associsted with port-1 at host A. wants
ta send & message lo a process
associated with part-2 at hast B. The
process at A hands data ta the TCP with
insiructions to send I to port 2 at B
The TCP then harels the cleta to the 1P
with instruetion to send it to 8. The 1P
hands the data to the nemwork access
layer with instructlan o send it (o the
router. For the apgrations deseribed
above, conniel information and user
data are transmicled {Fig 3.

User dota

& a bk

Fig. 3 : TCR/IP Protocol data Units

In the senditg process the TCP may
Dk the data block inte smaller pieces
to make it mors manageable. The TCP
adds ¢ontrol informalion 1o each of
these pleces forming a TCP segment
This control infonnation is called TCP
header (TCPH}. The host B at the other
end uscs the header. This header
should contain deslination port
address. sequence number and
checksum. The destination port address
identifies the process to whom the data
shoutd be dellvered. The sequence
number identifics the pioves of data
sequentiafly 56 that if they arrive out of
ordler. the TCP enlity at I3 can reorder
them properly. The checksum identifies
error in transmnission.

The: TEP hands cach segniens ovwer to
the 1P with tstruction to sead it ta B,
The IP appends a contrel header {IPH]
to mach segment forming an IF
datagram, The [P header (IPH] sheuli
contain the address of the destination
08T B, Thas 1105 oxsibls 0 Transmit
the segments across one or mare
subnciwarke and roulers.

Each IP datagram Is presented to
the actwork access far
transmisslon  across  Lhe  first
subnelwork in its journcy to the
destination. The network avcess lager
appends its own header, Nt fealled
packet header], forning » frame or
Tacket. The packet is then transmitied
Through the subnetwork. The packet
neader should contaln desunation
subnet addresy and requesta lor some
sepvices that mmay include priorit

The router stripes off TR packel
header, exainines the TP hender and on
the hasis of destnation address In the
1P header, dfiects the datngran Across
subnerwork 2 for host I3, In this process
a new network access header Is
appended to the datagrarn,

‘e reverse process oceurs when the
packet is receivad by host B. At cach
tayer of hast B. the corresponding
beader is removed and the remainder is
passed on to the next higher layer, This
process continues until the original
data are delvercd 1o the destination
process of host B
Protacol Interfaces and Applications

layer in the TCP/IP proweol suile
Interacts with jis immediate adjecent
layers At the source hest, each layer
directs data down to the next lower
layer foward (e nelwork acuess layer
and at the distinetion. =ach layer
delivers dars to the nex: higher layer,

Duta [Teloet, 7P, SHT?)

TCP Segment

1P Distagram

Packer

However. the usc of each
layer is not.required by
ihe architecture. I s
possible to  develop
applications that directly
invoke the services of aimn

one of the layers (Fig. 4]

invalve iniermetworking and thus de not
require TCP at all; these applivations
lsweh 33 ARP - address resalution
protoesl, RARP - reverse address
resolution protocel) directly fnvoke the
network access bayer. In fact a variety of
ather applications and provesses make
use of the TCP/IP arehltecture

The common applicatians namely
STMT, FTP and Telnet are discussed
The SMTP provides a basic
cicetronic mail faeility. This applicaton
provides mechanian for transferring
messages between different hosts. The
SMTP Includes malling lists. return
recelpts and forwarding features. Some
tocal editing or native clectronic mail
facillty is required for ereating mcssages
for the SMTP. The SMTF accepts Lht
message crealed by an approp.
facility and makes use of the TCP b
send 1t 19 an SMTP module on another
host. The receiving SMTP module
stores the message in 2 users nal box
with the help of a locad clectronie mal
puciage.

The FIP (5 used 10 send files (both
text and binary] from ane system to
anothier [n respense to the request for
@ file transfer, FTF sets up a TCP
control cennection 1o the target system
and exchange control messages. The
user . password and  file
speetfleations are transmitted through

is cotutecrion. Onee a file transfer 1s
accepted. a second TCP connection is
set up for {ransler of data. The file 1s
transferred directly through the data
connection without any averhead of
Desders or contral Informatlon. The
control connection is then used to
sigual the completion of the iransfer
operation and to accept new file
transfir commands,

The Telnet provides remote logon
capability. It enabies a user having a
perfonal computer ar a terminal to
lagon to a rewatle computer. The

onal computer then functlons as if
It s directly connecled to the remo
computer. The taffle between the user

a

ECF | 1ICMP ARE

I

Network Actcss

An

application called SNMP (simple
network management protocel] is a
management and adwinistration
program for non-uniforin networks. It
uses an alternarlve ussr 1o user
protocol called UDP (user datagram
protocoll,  which provides a
conaectianless transfer mode between
terminal users a3 an alernalive (o The
TCP. Some applications (such as SGP -
external gateway protocal. ICMP

Internet control message profocol] use
IP directly, Some applications do not
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Fig. 4 : TCP/IP applications and interfuces

and the resote compuler i3 carried ona
TCP connection. ¢
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