UNIX SYSTEM ADMINISTRATION

can fuess what a system
administrator does. His/her duty is to
install the system and to maintain the
system._ He ensures the smooth running
of the system he has instalied. I any
portion of the system or the whole
system fails il is then the job af the
system administrator o repair or lo
reconfirm Lhe perfect operating
condition of the system. For this
purpose, a systenl administrator should
have proper backups., so that whenever
e fages a problem with the system, he

Wil be able (o solve it Within the least

possible time. From the general point of

view, we can have this sort of idea
about the job descriplion of a system
administrator

System administration has been a
sore spot with UNIX from the point of
view of the Data Processing manager.

UNIX provides @ lar numiber of tools for

- the syslem manager to use, but it
requifes specifle knowledge of them,
and methadalogies are not always clear,

For our purposes, we can define the job

description, of the system administrator

Lo have the following responsibilities:

1. Installing the system. includin
~ the basic system
~ optional software packages
- additional disk devices
= additional tape devices
- ndditional terminaj devices

Contralling access to the system.

nchding:

- user names
- Eroup names
- access ta specific devices
- printer spovlers
. Controliing access to the particular

programs, such 2
= the corn fueility
- the uuep facility

. Allocating disk space
- Dignosing system problems and
taking appropliate actio

SCOPRENIX And UNIX. although

they are very similar at the low level,
provide differeat high level mechanisms
to perform these funclions. We shall
discuss cach of these functions of the
system administrator and see
are accamplished.
Installing the Initial System
The basic methad how the systems
ave installod 1s that the user is providea
with a “bool disk.” off which a special
version of the UNLX({or XENIX) kernel
can be loaded. This boot disk has a very
abridged version of the overall opera
tem, with just a speclal sheil script
and the bare minimum of utlililes
necessary o allow it & run. Once the
boot floppy is started the initial shell
seript takes over and prompts the
operator for what it noeds to know. The
pruc:ﬂufﬂ, frem on are different
een SCO and UNLX, although what
happ:ns is basically the same. The
sheps
“Rariition the hasd drive, and nstall a
boot block program on the diive,
00 & bad track surface scan on the
partition set aside for UNIXIXENIX)
Perform the ration. dividing
up the LINiXIXEND?:pz\mmm into &

w
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fo0t file system, a swap device, and
an optionally separate user file
system. The user has to make some
neusmn on the size of these disk

Periorm a mkfs command an each
mountable hard disk file system,
which creales the guper-Dlock. i-
node table. and free 1
. Mount the root file s)s[em and coy
the basic system kernel, a
ulilities, and a
m:xan.mm. shell seripl ont
ve the user reboot the s_m:m this
Fime. Fram the hard disk. A this time
Lhe “stage-two™ shell seript takes

'
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Copy the rest of the UNIX base
utlities from the Quppy disk fo hard
is
Perform the optional p: m loading
u the software
stem. the text
development system, or other
software packages. After these steps
are done, the systcm is ready for the
iper-user lo start it up and set up
the user logins. The system will then
be ready for
Thet's actually all there is (o it If we
&re ever going to install more than one
system, it is a good idea to know what
i3 going on. Somelimes if we found oul
£o0 latc that we made a bad choice in
the size of either the swap area or
root file system. it is likely that the only
WAY W8 CAN FECOVEr is 10 start Uie whole
instaliation over ag owever there is
10 need to repeat the bad track scan if
this happens. New users oz strongly
advi te do things the “standard
. to take the defaults on mest
Guestions. until they gain some
experience.
Installing Optional Software Packag
Optional software packages lall
roughly into two cat
1. Those delivered hy the original
software manufacturer. SCO for XENIX
and Microport for UNIX.)
Those provided by & third party

oper.

‘The distribution software that is
provided by the original vendors follow
the standard soffware installation
procedures for the system. Third party
software might or might not et

@

installation . is_different between
Microport and SCO. Microport supports
a simple shell seript installer called
instaltit, and SCO has the more
elaborate custom program. The installit
program in Microport is simpler,
although completely automatic
installation procedures.are possible,
When the user enters Lhe command
installit, he is g‘(ﬂmptcﬂ for the first
disketle of the ibution media.
insrallit seript then reads, in cpio
format, the first set of flles which, if
they are named right. are treated as
script flles to be executed. When the
files execute, they perform any
tasks necessary to the installation of
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the software that needs to be done
other than the actual copying of the
files, On the other haad the custom

pre
maintaining a data base file of all m{
files 1n a particulag package. The
custom a very powerful
system administrative tool. because it
iets the user “de-install” packages if
necessary. and to quickly take an
inventory of which package compenents
are installed
Add.ln; Hard Disk Drives

adding a hard disk after the rest
of the s system has been up and running,
the following needs to be donc

- Low-level format the drive.

Partition the drive.

Divide up parlition given to UNIX

with the divvy pr

Perfarm a mig/s on each file system.

Add Lhe file systems to the mount

table and add the commands to the

Jeic/re Hle so that flle systems will

be mouated automatically when the

system is booted.

The nodes in the /deu directory will

haw: already been created id the
original system installation.

All of the above functions are
automatically periormed by the mideu
command in XENIX, For Micropart, the
installation instructions
pracedure for adding the second "ard
disk,

Adding Tape Devices

drives, If required, are
supported by the manufacturers of the
tape drive hardware. Each baw ils own
installation, procedure. some of which
are out automatically, others
Tequire the user to type all the
necessary commands. To Install a tape
drive device handler on Mlcrupm
need the “Link Kit" which is installed
separately from the basic operating
syatem,

Controlling Users and Groups

The UNIX kernel recognizes and
enforces two levels of systcm sccurity.
The super-user, and all Gther users that
we call “regular users”. A super-user
process ca rm any action without
regard to security checks. which is
necessary to perform many system
administration tasks. A regulat user
process may only execute those
funclions allowed fo “non-privileged
processes and access files for which

led.

ok wwe

Access to UNIX is controlled by
rds. Thal means that somewhere
in Lhe system, the passwords that users
type In must be stared. In arder to
make this system effective the
passwords must be kept secret and
should be well protected 50 that no
illegal user can break the passwords.
UNIX pravidcs  program that can store
the passwords in “encrypted
The control of access ln filt:s 1a
accomplished _with the chmod
command. Each file has associated with
it an array of bits that identify which
types of access by various users are
(Continued on page 55!
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“To gain competative advantage Bangladeshi

Companies should start using Lotus Notes”

1BM Bangladesh launched Lotus
Nates and arranged 2 seminar on Sth
Oetober at a lacal hotel. The seminar
was presented by Barmard Lim.,
Channel Manager, LOTUS, Singapore.
During the seminar Lim imfarmed the
audiance that Lotus Notes is a client-
server software and is used in
groupware applicatlons. [l helps Lo
improve the busincss performance of
the execullves working together by
reducing the Uime and raising the
performance of everyday business
activities like sales and account
management, customer service and
product development.

Using Lotus Notes developers can
promptly develop cross-platform elient
server  applications..which  will
immidiately increase thr, efnmaq of

usiness processes. “lknowledge

sharing” applications cnnble multiple
users to communicate properly and
manage compound daciments even
from remote Jocations.

Lotus Notes also helps the users to
access, track and manage document
orlented Information which may come
in multiplc formats like text, images,
Video and audio, and from various
sources such as deskiop applications.
scanners or fax. [t also provides a
1o the network ihrough wlllchcv:r
platform (Window, Mac. OS/2. UNIX)
are being uscd by the uucr! and is
capable of supporting any organisation
from a two user workgroup to a
corporate-wide eysc:m with tens of
thousands of use

An important enture of Lotus

Nates
is tus Notes database. While

dtscus:ing aboul this important
ald that Lotus Notes data
ba:e is an nhjan storage facility
which users can acecss, track.
store and manage information on this
network. A number of © Notes
Documents with different formats can
e stored in each data base. The Notes
Database is also Notes Application
containing Views which répresent
s of th

— Barnard Lim

control, maintaining confidentiality and
source verification.

Lotus Notes helps groups of
personnels, customers, suppliers and
business partners w have simultaneous
ac:es.s o lhc same information and to

ach other irmespective of thelr location
and whal computer plaliorm they use

Lotus Notes contains certain tools
which can be used to develop

in
the database. A Notes Database can be
shared by the users of the same
network. The documents in Notes
Database can be displayed showing all
or portion of the documents according
to different sorting criteria such as
date, priority, author. calegary. ete.
‘Another important feature of Lotus
MNotes Is Notes Mall which helps the
user to communicate quickly and
efficicntly with other electronic mall
users. The user can send and receive
mail memos from on-line messages lo
complex. multipage report and can
forward or receive documents from any
Notes Database. The Windows users
can send flles created with Lotus
Windows products as if they were notes
Mail memos. A very interesting feature
of Lotus Notes Is that it notfies the user
with an alarm and Smart Status Bar
massage whenever a new mall arrives.
It also allow the user 1o receive other e-
mall packages.

s provides an RSA Public-
payl?nvale pay encryption scheme
which ensures the highest level of
security avallable for client server
application. Notes security carries out
the functlons of authentication, access

that automales business
process. Using these remarkable tools
developers will be able ta design
features that support Iﬂdl\ﬂdual users,

manage lime and act as agcnl to control
the worlc process,

Mr. Lim told COMPUTER JAGAT
that Lotis Nodes has changed the way
business do husiness and provides
corparaic’tsora & new way fo work-
together.

Lim further said that to gain
compeletive advantage Bangladeshi

ics, speclally which are involved
in international frade should start
using Lolus Notes as with the help of
this world class clicnt server platiorm
16 million users in 6000 companies
around the globe are claimed o have
achieved an average return on
investment of nearly 200%.

15 learnt from IBM Bangladesh
sources that at present Lotus Notes are
being used in BTC {150 users), BOC {50
users) and In National Data bank (70
users). A number of other companies
have shown keen interest for Lotus
Notes and it is expected that in near
future more companies will start using
Lotus Notes. »

UNIX SYSTEM
fcontinued from page 45)

allowed, There are three types of access,
and three types of users, The types of
users arc

chmod

Iype symbol  Description
User  u Any process wilh the
effective User 1D the same
as the owner of the file.
Any process with the
effective Group ID that is
in the i-node for this file.
Other o Any process.

The three basic types of acoess that
may be allowed or masked out for each
type of user are

Group g

chmod/Is
1
r Read access.
w7 Write access. This aliows ~

e deletion of any data in

the e,

Execute acoess.

the owner of the super-user

can change the mode bita assoclated
with a file. This is true even Lhe file is in
anather user's directory. so It's possibic
that a user can have files in his own
directory that he cannol change.

Allocating Disk Space
The UNIX system does not provide
ack on the usage of the
hard disk space, Whea log
create and expand files on any i
B ha writE paote ba, ML nm

Jarger and larger hard
soltition, because of the natural law that
demand for disk space will always grow
to Bl the space available
ystem has no facility

for conua)img disk space usage a

the task falls to the system
administra wh system
manager can do Is monitor the disk
space usage on & tmely basis, and
advise each user of thelr actual verses
Suthorized usage.
Making Backup Tapes (Disk:
" “The method used for makinﬁ bm:kup

tem depends on what

the preference of lhc
to the backups.
Sometimes It 19 a requirement in an
installation that

requested. If this Is the case, one m
for providing this type of access is to
provide a login that automatically
executes a specific shell seript or
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program that performs the backup.
Dingnosing System Problems
The most difficult task required of
the system operator 15 handling the
conditlon where system problems come
The two types of problems that
m! 'h[ nccu! are either hardwarc or
can often be difficult to
lcﬂ wh!ch Is which. There are amazin gs
few software prnbl:ms within S
XENIX or Microport UNIX, particularly
after a system has been com !clcly
inatalled. Most of the “bugs” arc
and ducumrnl!d and are not of l'hr
€ system unusable. As
for hardware. fortunately most
subsystems are designed to be able to
detect pmmcm wﬂ.'hl.n itself, and report
them to the ting syslem. As far as
the probleme with-the sefiware are
concerned, the solutions of the
problems can be found in the software
‘manuals. Sometimes it is necessary to
relnstall the problematic software to get
rid of the problem.
These are the basic operations that
a system manager has to perform.
Actuall stem administrator has
ta Mooior the whale system time to
time after the system has been
installed. He/she has to perform
trouble- shootings. problem-sa
o maintain (he good operating
Conditian of the system. #




