VIRUSES : HOW THEY WORK

The Niest use of the tenn virus to refer 1o
unyeanic conputer code ocourred In 187
in a science fiction novel, When Haruay
toas one- by David Gerald, Fred Coen, a
graduate suident at the University of
Southern Caltfarniz, farmally defined the
Lerm computer vires in 1883, The idea of
writing a ‘cornputer virus' occurred to him,
and in a weeks Ume he put fogcther a
sinpie virus demonstrated to the
Sana. i pivisor Professor Len Adelman,
suggesied hat he eall his ereation a
JoImputer ¥irus.

A virus Is @ segment of program code
at implants itsell Lo one of your
execulablc files and spreads systematlcally
frore ane file (o another, 1t is a segment of

#gmachine code (iypically 200—4000 bytes)
that will capy its code into one or mare
larger host' programs when it Is activated.
When these infected programs are mun, the

1 code is executed and the virus sprends

further.

Viruses cannot spread by infecting pure
data: pure data is ol exceutod, howcver,
some data. such as files with spreadsheet
inpul or lext files for editing. may be
interupted by application programs. For
instance. text files may conlain speclal
sequences of characters that are executed
as edilor commands when Lhe file is lirst
cead into the editor. Under these
circumstances. the data are “exeented” and
Data files may also
cade that Is execuled
when the data is used by an applieation,
and this 1o may be infected .

What is lhe_fnm:llnn of a virus

Usually a virus has two dlstmcl
Tunction:

11 Spreads iael fram one e to anather
withoul your inpul or knowledge,
Technieally, this is known as sell-
replication and prapngation.

2) Implements the symplom or damage
planned by the perpetrater. This could
include erasing a disk. corrupting your
programs or just erealing havor on your
computer. Technically. Ihis is known as the
virus payload which can be benign or
rmalignant at the whim of the vicus creatar,

A benign wirus is one thal is designed to
do no real damage to your computer. For
example. 4 virus (hat conceals itself uatil
some predeterm e or time and then
does nothing more than display same sort
of message is considered benign. A

ignant virus is one that attempts to
inflicl maliclous dAMAgE L0 your oomputer,
although he domage may nol be

Intentional. There are a significant number

of viruses that cause damage due o poor

programming and outright bugs in the viral
éode. A malickous vinis might alter one or
more of your progrants sa that it daes not
work ea il should, Thie infected program
might terinate abnormally, write incomrect
information into your documents. Or. the

Structure of a virus :

A virus may add itself 1o host code : as
& shell. 85 an add-on and as intrusive code.

a) Sheil vtruses @ A shell virus Is one
um forms a = Shell* around the original
1 effect. (he virus becames the
pmgmm and the ariginal host program
beeomes an internal subroutine of the viral
cade. An extreme example of this would be
a case where the virus moves the original
code to a new location and takes on its
sdentity, When the virus has finished
executing. it retricves the host program
code and begins its exeeution.

Add-on Viruses : Most viruses arc add
on viruses, They function by appending
their eae 10 the end of the host code, or by
celocating the host code and adding their
awn code to the beginning. The add-on
viris then aliers the starup information of
the program. executlng the viral code before
the code for the mais iram, The host
code is left alnwost completely untouched
the anly visible indication that a virus is
present Is that the fle grows larger,

Intrusive Viruses : [ntrusive viruses
operate by replacing some or all of the
original host code with viral code. The
replacement might be selective. as in
replacing a subrautine with the virus, or
Inserting a new interrupl vector nnd
routine. The replacement may a
extensive. as when large portions of me
host program are completely replaced by
the viral code.

ince o virus has infected a program. it
secks Lo spread (tself 1o other programs.
and eventually to other systems. Simple
viruses wait for a specific triggering
condition, and then perform samic Activity.
The activity can be ns simple as printing a
message (o the user, or as complex as
secking particular data ftems in a specific
file and ehanging their values. Often
viruses are destructive. removing files or
reformatting entire disks.

The conditions that trigger viruses can
be arbitrarily comglex. This includes
wailing for a speeific dale or time,
determining the presence or absence of a
specific sct of files for thelr contents).
examining user keystrokes for a sequence
of fnput. examining display memory for a
specific pattern. or checking fle attributes
for modification  and  permission
information. Viruses also may be triggered
based on some random event. One common.
trigeer companent is a counter used to
determine how many additiona) pro-gmms
the virus has sueceeded in infecting,

Echo Azhar

How do they Spread?

Computer viruses can Infeet any form
of writable storage. including hard disk.
floppy disk. iape. opiical media. or
memory. Infections can spread when o
computer is booted from an infected disk,
or when an Infected progeant is tun. It is
important to realize that often Lthe chain of
Inféction ean be complex and convaluted. A
possible infection might spread in the
following way:

* A client brings in a diskette with a
program that Is malfunclioning (beeause

of a viral Infection).

A consultant runs the program (o

discaver the cause of the bug and then

the virus spreads inta the memory of the
eansultant’s computer.

* A consultant coples the program to
another disk for later investigalion and
then the virus infocts the copy ity on
the hard disk,

* A consultant maves on to other work
preparing a letler and then the virus
infects the screen cdltor on the hard
disk.

* The system 13 switched off and rebooted
the next day and then the virus is
cleared from memary. only to be
relnstalled when cither the acreen editor
across a network link, Lhus infecting
their own system.

How a virus becomes ac

Let us first consider the IBM PC boot
sequence. It has six components:

* ROM BIOS rontine:

* Partition record codle exceution

* Bool sector code execulion

* 10.5YS and MSDOS. SYS code execution

* COMMAND.COM shell
exeeution:

* AUTOEXEC.BAT baich file execution

ROM BIOS : When an IBM PC or
compatible PC is booted, the maching
executes a sel of roulines in ROM These
routines Initialize the hardware and provide
a basle set of Input/joutput routines that
can be used to access the disks, screen,
and keyboard of the system, These routines
constitute the basic inpul output system
1BIO!

command

ROM routines cannot be Infected by
viral code (excepl at the monunfacturing
stagel. siace they are present in read-onl
memory that cannot be modified by
software.

Partition record
operating system [DOS| allows a bard disk
unit to be divided Into uplo four logical
partitions, Thus, a 100Mb hard disk could
be ded into one 60Mb and wo 20Mb
partitions. These partitions are seen by

The IBM PC disk
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wirus might nlter the directos
on ane of your system aren. This might
prevent the partition from maunting, or you
might not be able ta launch one or more
progrars, or programs might not be able Lo
locate the dociments you Want 1o open.
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M code executes o block of code

first physical sector of every hard disk Lhat

contalus the disk's Master oot Record an
Partition Table. The Master Bool Recard
IMBR) oy 3 small program within it ealled
the Master ool Program which looks up
Ahe valucs in ihe partiton wable for the
slarting location of the bostable partition,
and then iells the eysten 1o go there and
cxecite any code it finds. The sie of cach
partition Is stored in he pardition record as
is  block of code responsible for locating a
ool block on one of the logical partitions
The partition recerd cade
infected by a virus. but tie code block is
only 446 Lytes in length. Thus. a common
approach I to hide the original partition
vecord at o known toeation on ihe digk, and
Uhen 16 chain & this seclor fron the vical
catle in Lhe partition record. This is e
New Zeland virus,

riition record code
tocates Lhe [irst sector on the logical
partition. known as the boot sector. (il a
foppy dink is insericd, the ROM will execute
the code i its bool sector, head 0, track 0.
sector 1], Every logieal drive, boil harel disk
and Noppy. conlains the boot sector. This
sector contains specilic informatlon relaung
0 ihae fornauing of the disk, the zta siored
there and alsu contains @ small program
callid the Lot program iwhich loads the
DOS system lles). The bovt program
displays the familiar “Non-systm Disk or
Disk Eror” nessage if the DOS system files
ure ot present, Bt is also Uhe program that
gets infeeted by viruses. You get a boot
sector virus by leaving an infucted diskeiie
in i drive und rebooting the machine, When
the ool seclor program is read and
exvouled, Ihe virus goes mlo memary and
Infets your hard drive. Reweinbir. because
every disk has a bool sector, L s pussibl
fand common) to infect a machine from 2
data disk.

The bool seclor comains a BIOS
Parameter Block (BPB]. The BPS cantains
ﬂcn\ltd information on the layoul of the

filing system en disk, as well as code to
tocale Lhe file 10.SYS. That fle contains the
next singe i the boot scquence F)

A common use of the bool sector is to
execute an application progran:, such as a
game. automalically; unfartunately. Lhis
cant Include automatic initiation of a virus,
Thus. the buoi secior is & comnion Largel
for infection. Available space In e boot
sevtor is too limited [ litlle over 460 bytes
is available). Hence, the technique of
relocating the original bool sector while
filling the first sector with virat code is also
usedt- A typical example of such a ‘oot
seelor’ virus is Lhe Alameda virus. This
wirus relocates Use original boot secter © to
track 39, secior B. and replaces it with iis
own viral code (Fig. 4

Other well-known bool sector viruses
include Brain (Pakistani). Search. and
flian viruses. Boot scetor viruses are
particularly dangerous because ihey
caplure condral of the computer system
early in the boot sequence, before any anti-
viral wiility becomes active,

MSDOS.SYS. 10.5YS - The boot seotur
next loads Lhe 10, SYS Nle. which carries
aut further system initialization. then loads
the DOS system cantained in the
MSDOS SYS file. Both these files could be
subject to viral infection.

Commend shell : The MSDOS SYS
code next_exceutes the command shell
program [COMMAND.COMJ. This progrom
provides the interface with Ui user
allowing sxecution of commands from the
key-board. The COMMAND.COM progranm
can be infected, as can any olher .COM or

EXE escculable binary file. The
ccmmm) COM file Is the specific target

f the Lehigh virus that struck Lehizh
Universtly 1 November 1987 This virs
caused corruption of hard disks alter it
had spread to four addilional COMMAND.
COM Rles.

AUTOEXEC batch files : The
COMMAND.COM progean is next in the
Bool sequence. 11 eXECULEs A iwal o
commands stored i Lhe ALTO
file_ This Is sumply a texl file Faik of
commands to he executed by the command
interpreter. A virms could modify (his (e to
inchude exceution of itse
How da they infect @ user program ;

To wfcet o code file, the virus nust
insert iLs code I such a way thal il is
executed before its fected host progra.
These viruses come in lwo forms:

Overnuriting : The virus wriles its
code directly over Lhe hosl program.
destroying part or all of s code. The host
Program will no longer exezute correctly
alter infecti

B Nosoverwriting : The virus relocates.
the host code. so (hat the code is Inlaet
and Lhe hosl program can execute
romally.

A common npprogen used for .COM
files i Lo xploit the fact that many of them
contain a jump 1o the siact of the
executable code The virus may infect e
programs by sturing this jump. and 1hen
replacing (I wilh a Jump 1o its own code.
when the infected program is run, the
virus code i3 executed. When the virus
fini L jumps (o the start of the
prograny’s original code using the ytured
Jumip addruss (Fig. ).

Hotice that in the case of Lhe
overwriting virus, the more complex
infection strategy dften means that all e
a small block of the original program is
intact, This means thal Lbe ofiginal
progran cais be started. although oiten it
will exhiblt sparadic errors or abnornal

havior

Talking about gthers :

Memory Resident Viruses : The iast
successful’ viruses Lo date exploil a varlety
of fechnlques. (o comain resident in nemory
ance (heir code has been executed und
thelr host program has terminated. This
tmplies that, ance a single infected program
has been run, the virus potentialy can
spread Lo any or all programs in Lhe
systenn. This spreading occurs durmg the
catire wark session [undil the system is
rebooted 1o clear the virus. from memary).
rather than during a small period of tine
when the lnfected program is exceuting
viral code. Thus, the two calegories of

menory-resident vinis arc:
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Transient : The viral eode is active
only when the infected portien of the host
pmgmr. is besing exceule

Resident : The virus copies itsell
mlo a block of memory and arranges to
remain active after the hosi program has
terminated, The vinises arc also known ay
TSR (Terminate and Stay Resident |
viruses. Exampies of nemary resident
viruses arc all known boct sector viroses,
the Israelt. Cascade, and Traceback
viruses.

File Infectors : These are viruses Uhat
atach themselves Lo (o7 replace) .COM and
-EXE [iles. although in some cases they can
infect files wzl!l exiensions 5YS, DRI
LBIN, .OVL = this iype @
virts, mdieait programs usually beood
infected whei they are executed with he
virus in memory. In other cases they arg
infected when ihey are opened (such agy
using the DOS LU eommand} or the viru
simply infects all of Ua files in the directory

was run from fa direct infector].
How to recognaze a viral infection

A common symplom Js a sudden
change In the size of programs or files. or o
sudden decrease in Lhe amount of space
avatlalle on your disks. This is causcd as
the viral code Ls copled inio program files
and 1o disk. A sudden increase in the
number of seclors marked unusable or bad
may indicale o virus that Dides itself an
disk. A reduction in u ovailable physical
memory may signal the presence of a TSR
virus.

A second common symptom of nfection
is odd behavior uf SySlem services
Resident viruses may noi pass along
systemn service requests correcily, o may
alicr those requests for Lheir own purposes,
thus leading to faulty belavior. Lost or
garbled outpul 1o the scrcen or printers,
corrnupted images on (he screen or acoess
1o the disks thal faitd may signal a TSR
virus they also may signal o hardware
problem or soltware bug. A sysicm that
suddenly secrms slower may also signal the
presence of a virus (hat is trapping service
interrupts

Since a virus oeeds to access disk to
copy itsell and 1o lind new hosts to ifect,
excess or oddly-timed disk accesses can
signal @ virad Infection. Newer viruses are
more saphisticated 10 (his regard as they
pigEyback Lheir accesses on other,
Tegitimate accesses.

A fourth and obvious symplom of a
\1m[ infection is Lthe fallure of some or all of
your programs (o work normally. This
Gocurs when the viral code overwrites your
application. o when it boiches the jumps
or code changes necessary (o infect the
cade. In particular, if your code behaves
differently from machine o machine, or
from hard disk 1w diskctic, you should
suspect a virus.
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