E-Commerce Fraud
How to Tackle
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angladesh retail market and

service indusirics are moving

towards ¢-commerce wade, urban
millennium generation is geting used to
this faster modem way of retail trading
Using ccommerce facility customer can
£0 10 & wel site, seloct servioe or product

credividebit cards (VISA/MasterCard).
Providers like SSL-Wireless made
e-commerce business much
easier for the surters by
providing all
support  like  website
design,  hosting  and
syment gateway.

However absence of
experienced  product
delivery service providers,
less  knowledge on e
commerce fraud and related
prevention are creating hindrance for the
fuure of this channel in Bangladesh.

E-commerce is o seriously fraudulent
channel, if necessary protection and
awareness arc not mken. Towl c-
commerce fraud loss for retailers in USA
was 3.4 billien USD in 2011 according to
CyberSource.  On average
appeoximately 5% of overall e-commerce
wmunsaction falls under fraud. as statistic
says. Cand fraud mainly takes place once
cards daacard

1 am highlighting some easy fo
implement  but  cffective  fraud
management technique for service buyer
and selles, which should be taken into
consideration 10 prevent more than %1%
frand of e-commerce:

From e-commerce buyers standpoint,
a5 customer, if your card is e-commerce
nable, do nat share plastic card to others
(genenlly we handover the plastic o
restaurant bay for making payment), card
mumber, CVV number and expiry datc is
enough to make a fraud transaction using
intemmet When a cand is

facility must be deactivated in gencral and
feature can only be enabled temporarily
by a phone call t issuing bank call center
hefre makng transaction,

Please kiow the website beter before
plicing your card data for making
transaction. Hundreds of fraudulent
ceommerce sites ereated a 1t to capiure
your card details with fascinating offers.

From e-commerce sellers point of
view, use commansense, take some extra
time: 1o ceview onder, read carefully and

use your common sens to understand oll
information user provided are comect. If
you fecl suspicious, do not process the

order y.

the payment gatewayicard

issuer  provides  address

erification, confirm billing

‘address, delivery address

and contact address have

synergy  or smn\nmy
Mud.m., addsesses. 1

ique. 1o wnc\w

fraud. nymsmlh\llng adkdress

is Bangladesh and delivery address is

be careful o entertain request coming
from frec comail address line
gemailotmail. Most of the fraud request
gets generated from these free c-mail
requests. Any ISP driven email address
fcorporate e-mail address is easy to trace,
if any case lodged from card owner.
Contact customer/cand ownes: Conlact
with card owner via SMS/c-mail or any
means o be sure abou the ¢-commerce
onder before delivery. This is the most
effective way to prevent fraud. IF required
meschiants can contact with issuing bank,

propee verification of ¢-ecommerce
service provider by analyzing their nature
of business and analysis of customer
transact

forward and as
ion - issuing bank
has 10 be triple DES compliant which will
force card holder to use password along
with card detsil for any e-commerce
transaction. Like any  sophisticated
solution- implementation of IDES s
expensive for card issuing bank and none
of the issuer in Bangladesh is 3DES
compliant as of new.
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1P Address and BIN matching: Stors
the TP address from where request came.
Thin e b ued S rmh the pemish ol
sed and user making order from.
The region of card BIN and IP address
can be matched to identify any fraud.
Banks must have scparate ccll to
manage  c-commerce frud,  conduct

stolen please inform issuing bark as soon
as possible for deaciivation.

e-Commerce  transaction

upaign before hand over this
feature to customer, enforce mandatary
replacennent of asds afer custormer visit 10
high isk countries of cand fraud, ensure

53 IR

faif”
i
[

i

i




