
wmwKDwiwU

m¤úªwZ B-Kgvm© mvB‡Ui msL¨v †hgb
† e ‡ o ‡ Q ,  † Z g w b  † e ‡ o ‡ Q  B - K g v m ©
mvBU¸‡jv‡Z wewfbœ Avµg‡Yi NUbv|

Gi g‡a¨ wKQy AvµgY AbjvBb †c‡g›U
welqK, Avevi wKQy AvµgY mvaviY I‡q‡ei
wbivcËv `ye©jZv‡Kw› ª̀K| mvaviY I‡q‡ei
wbivcËvi `ye©jZvi g‡a¨ Av‡Q GmwKDGj
Bb‡RKkb, µmmvBU w¯ŒcwUs, Bbdi‡gkb
wWm‡K¬vRvi, cv_ wWm‡K¬vRvi I evdvi Ifvi
†d¬v| Avi †c‡g›U welqK Avµg‡Yi g‡a¨
i‡q‡Q †c‡g›U g¨vwbcy‡jkb I fzqv †µwWU
KvW© e¨envi BZ¨vw`|

G ai‡bi AvµgY K‡i B-Kgvm© mvB‡Ui
w e w f b œ  a i ‡ b i  ¶ w Z  K i v  m ¤ ¢ e ,  Z v i
Kb‡d‡WbwkqvwjwU K‡¤úªvgvBR Kiv m¤¢e
Ges me‡P‡q ev‡R †¶‡Î I‡qemvBU eÜ K‡i
†`qvI m¤¢e|

B-Kgvm© mvB‡U wewfbœ Kvi‡Y wmwKDwiwU
mgm¨v n‡Z cv‡i| GRb¨ †Kv‡bv GKwU we‡kl
†UK‡bvjwR `vqx Ggb bvI n‡Z cv‡i| †Kbbv
GwU A‡bK¸‡jv †UK‡bvjwRi mgš^q| d‡j
ïay †Kv‡bv GKwU we‡kl cÖhyw³i Kvi‡YI B-
K g v m ©  m v B ‡ U  m g m ¨ v  n ‡ Z  c v ‡ i |  Z ‡ e
wmwKDwiwU mgm¨vi Ab¨Zg g~j KviY n‡jv
I‡qemvBU †W‡fjcviiv wmwKDiW †cÖvMÖvwgs
†UKwbK m¤ú‡K© †Zgb Rv‡bb bv| ZvB Giv
†Kv‡bv I‡qe A¨vwcø‡Kkb †W‡fjc Kivi
mgq wmwKDwiwUi welqwU †Zgb j¶ iv‡Lb bv
ev j¶ ivL‡Z cv‡ib bv| wWRvB‡bi mgq
w m w K D w i w U i  w e l q w U  D ‡ c ¶ v  K i v i  A v ‡ i v
G K w U  A b ¨ Z g  K v i Y  n ‡ j v  † W W j v B b |
†W‡fjcvi‡`i memgq KwVb †WWjvB‡bi
g‡a¨ KvR Ki‡Z nq|

A ‡ b K  m g q  † ` L v  h v q ,  B - K g v m ©
mvBU¸‡jv‡Z 128 weU GmGmGj mvwU©wd‡KU
†`Lv‡bv nq mvBUwU †h wmwKDiW Zv cÖgvY
Kivi Rb¨| wKš‘ ïay GmGmGj mvwU©wd‡KU
w`‡qB GKwU B-Kgvm© mvB‡Ui wmwKDwiwU
†`qv m¤¢e bq| GLv‡b B-Kgvm© mvB‡Ui
w e w f b œ  w m w K D w i w U  f j b v w i w e w j w U  w b ‡ q
Av‡jvPbv Kiv n‡jv| 

GmwKDGj Bb‡RKkb 
GmwKDGj Bb‡RKkb n‡jv GmwKDGj

KgvÛ/†Kvqvwi, hv e¨enviKvixi †`qv Z‡_¨i
mv‡_ Ggbfv‡e hy³ nq hv‡Z GwU A¨vK‡mm
K‡›Uªvj wm‡÷g‡K evBcvm K‡i WvUv‡e‡Ri
Z_¨ ms‡hvRb, we‡qvRb ev cÖ̀ k©b Ki‡Z
cv‡i| GB Avµg‡Yi gva¨‡g n¨vKvi WvUv‡e‡R
_vKv †h‡Kv‡bv Z_¨ Pzwi Ki‡Z cv‡i| GUv n‡Z
cv‡i e¨w³MZ Z_¨, †µwWU KvW© b¤̂i A_ev
Ab¨ †Kv‡bv ms‡e`bkxj Z_¨| 

/** Example of SQL Injection **/
D c ‡ i v w j ø w L Z  G B P w U G g G j  w m œ ‡ c U w U ‡ Z

GKwU †ewmK A‡_bwU‡Kkb †g_W †`Lv‡bv
n‡q‡Q| e¨enviKvixi †Kv‡Wbwkqvj (BDRvi
† b g  I  c v m I q v W © )  Login_Account.php
dvB‡ji gva¨‡g †`qv nq| wVKg‡Zv BbcyU
f ¨ v w j ‡ W k b  K i v  b v  n ‡ j  G  a i ‡ b i
f j b v w i w e w j w U  e v  Î æ w U ‡ K  e ¨ e n v i  K ‡ i
g ¨ v w j k v m  G m w K D G j  † ÷ U ‡ g ‡ › U i  ( † h g b
Select * from LOGIN where
username=Õjohn_smithÕ and password = Ô Õ
or 1=1; ) gva¨‡g A‡_bwU‡Kkb †g_W‡K
evBcvm Kiv m¤¢e|

G m w K D G j  B b ‡ R K k b  c × w Z  w e w f b œ
WvUv‡eR UvB‡ci Ici wfwË K‡i wewfbœ n‡Z
c v ‡ i |  D ` v n i Y ¯ ^ i ƒ c ,  I i v K j  W v U v ‡ e ‡ R
cÖavbZ UNION wKIqv‡W©i gva¨‡g AvµgY
Kiv nq| Ab¨w`‡K MS SQL mvf©vi †jvKvj
wm‡÷‡gi wcÖ‡f‡jR wb‡q ivb K‡i Ges
Ôxp_cmdshellÕ - G i  c Ö w m w W D i  G w · w K D U
Ki‡Z cv‡i, †hUv †h‡Kv‡bv wm‡÷g †j‡fj
KgvÛ Gw·wKDU Ki‡Z cv‡i|

evdvi Ifvi †d¬v 
evdvi Ifvi †d¬v nq hLb †Kv‡bv GKwU

†cÖvMÖv‡gi BbcyU Zvi eivÏ Kiv †ggwii †P‡q
†ewk RvqMvq wjL‡Z cv‡i| †Kv‡bv GKRb
n¨vKvi evdvi Ifvi †d¬v e¨envi K‡i cy‡iv
†cÖvMÖv‡gi K‡›Uªvj wb‡Z cv‡i ev †cÖvMÖvgwU
µ¨vk Kwi‡q w`‡Z cv‡i| C I C++ j¨v½y‡qR
mvaviYZ evdvi Ifvi †d¬v‡Z †ewk AvµvšÍ
n q |  R v f v ‡ Z  A ¨ v ‡ i  e v D Ý  d v s k b v w j w U i
Kvi‡Y mivmwi †ggwi A¨vK‡mm Kiv hvq bv|
ZvB Rvfv mvaviYZ evdvi Ifvi †d¬v-†Z Kg
AvµvšÍ nq|

/** Example of Buffer Overflow **/

GB D`vni‡Y Avi¸‡g›UwU evdvi 2-†Z
†Kv‡bv ai‡bi †PwKs QvovB Kwc Kiv n‡q‡Q|
G wbivcËv ÎæwUwU evdvi Ifvi †d¬vi gva¨‡g
G·‡cøv‡qU Kiv m¤¢e|

µm mvBU w¯ŒcwUs
µm mvBU w¯ŒcwUs mgm¨v¸‡jv mvaviYZ

I‡qemvBU¸‡jv‡Z cvIqv hvq| Gi gva¨‡g
n¨vKv‡iiv mvaviYZ g¨vwjkvm WvUv cvVvq|
Gi d‡j Giv A¨vK‡mm K‡›Uªvj wm‡÷g‡K
evBcvm Ki‡Z m¶g nq| G‡Z Avµv‡šÍi
I‡qe eªvDRv‡i g¨vwjkvm WvUv †`Lv hvq|
A‡bK mgq ¯’vqxfv‡eI g¨vwjkvm WvUv †Kv‡bv
I ‡ q e m v B ‡ U  † ÷ v i  K i v  h v q |  G  a i ‡ b i
A v µ g ‡ Y i  g v a ¨ ‡ g  n ¨ v K v ‡ i i v  I ‡ q e m v B U
wW‡dm, KzwK Pzwi, ¸iæZ¡c~Y© Z_¨ Pzwi ev wdwks
A¨vUvK K‡i _v‡K|

/** Example of Cross-Site Scripting **/
GB D`vni‡Y †KvWwU BDRv‡ii bvg wb‡q

Zv‡K Af¨_©bv Rvbvq| wKš‘ †Kv‡bv ai‡bi
B b c yU  f ¨ v w j ‡ W k b  b v  _ v K v q  G B  Î æ w U i
gva¨‡g µm mvBU w¯ŒcwUs Kiv m¤¢e|

Awbivc`fv‡e mivmwi Ae‡R±
†idv‡iwÝs

A ‡ b K  m g q  † c Ö v M Ö v g v i i v  m w V K
A_ivB‡Rkb e¨envi bv K‡i †Kv‡bv GKwU
w i ‡ m v ‡ m © i  † h g b  B D A v i G j ,  d i g ¨ v U
c¨vivwgUvi ev WvUv‡eR †iKW©‡K †cÖvMÖv‡gi
†fZ‡ii Ab¨ †Kv‡bv gwWD‡j e¨envi K‡ib|
G‡Z GKRb nvgjvi hvi IB wi‡mv‡m©i Ici
A _ v i v B ‡ R k b  † b B ,  † m I  I B  w i ‡ m v m © w U
e¨envi Ki‡Z cv‡i Ges g¨vwbcy‡jU Ki‡Z
cv‡i|

/** Example of Insecure Direct Object
Reference **/

http://www.abc.com/resources/account

†gvnv¤§` Rv‡e` †gv‡k©` †PŠayix
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wPÎ-1 : A¨vwK¬m cÖw·i gva¨‡g cÖvBR gwWdvB

wPÎ-2 : B-†gB‡ji ga¨‡g fzj wj¼ †cÖiY



wmwKDwiwU
s/information/getinfo.jsp?padeId=hel...

G B  a i ‡ b i  B D A v i G j  w ` ‡ q  w i ‡ m v m ©
A ¨ v K ‡ m m  K i v i  † ¶ ‡ Î  h w `  m w V K
A _ i v B ‡ R k b  e ¨ e n v i  K i v  b v  n q ,  Z ‡ e
n¨vKviiv wW‡i±wi eªvDwRs‡qi gva¨‡g Ab¨
†dvìv‡ii WvUv A¨vK‡mm Ki‡Z cv‡i, hv
Zv‡`i A¨vK‡mm Ki‡Z cvivi K_v bq|

mwVKfv‡e Gii n¨v‡Ûj bv Kiv 
hw` mwVKfv‡e Gii n¨v‡Ûj Kiv bv nq,

Z‡e A‡bK mgq A‡bK ¸iæZ¡c~Y© †mb‡mwUf
Z_¨ cÖKvk †c‡q †h‡Z cv‡i| G ai‡bi Z_¨
n¨vKv‡iiv e¨envi K‡i _v‡K Zv‡`i nvgjvi
† g _ W  w V K  K i v i  m g q |  f zj f v ‡ e  G i i
n¨v‡Ûwjs‡qi d‡j wm‡÷g µ¨vk, Uvwg©‡bU
A_ev wi÷vU© n‡q †h‡Z cv‡i| cÖvq cÖ‡Z¨K
R b w c Ö q  † c Ö v M Ö v w g s  j ¨ v ½ y‡ q ‡ R i  G · ‡ m c k b
n ¨ v ‡ Û w j s ‡ q i  g ¨ v K v w b R g  A v ‡ Q ,  h v  w ` ‡ q
AbvKvw•ÿZ WvUv †ei n‡q hvIqv †_‡K
†cÖvMÖvg‡K i¶v Kiv m¤¢e| 

/** Example of Improper Error
handling and information Leakage **/

404 Not Found
Not Found
The requested URL /abc/xyz_help/ was

not found on this server
Apache/ 2.2.3(Debian) PHP/5.2.0-

8+etch13 mod_ssl/2.2.3 OpenSSL/0.9.8c
server at abc.pqr.de port 80

GB D`vni‡Y Gii g¨v‡mRwU I‡qe mvf©vi,
A c v ‡ i w U s  w m ‡ ÷ g ,  † c v U ©  b ¤ ^ i ,  w c G B P w c
fvm©bmn Ab¨vb¨ Z_¨ cÖKvk K‡i w`‡”Q|

cÖvBR g¨vwbcy‡jkb
GB fjbvwiwewjwU e¨envi K‡i AbjvBb

kwcs mvBU¸‡jvi †¶‡ÎB eo ai‡bi AvµgY
N‡U _v‡K| GB ai‡bi Avµg‡Y AvµgYKvix
cwi‡kva Kiv UvKvi cwigvY cwieZ©b Ki‡Z
cv‡i| GKRb AvµgYKvix †Kv‡bv cÖw· †hgb
A¨vwK¬m e¨envi K‡i †cA¨vej A¨vgvD›U
gwWdvB K‡i hLb GB Z_¨ e¨enviKvixi
eªvDRvi †_‡K I‡qe mvf©v‡i hvq| GLv‡b
wP‡Îi gva¨‡g G ai‡bi GKwU AvµgY
†`Lv‡bv n‡q‡Q| 

d v B b v j  † c A ¨ v e j  c Ö v B m ‡ K
(currency=Rs&amount=879.00) g w W d v B
K‡i AvµgYKvix Zvi gbg‡Zv msL¨v ewm‡q
w`‡Z cv‡i| GB Z_¨ B-Kgvm© mvBU †_‡K
† c ‡ g › U  † M U I ‡ q ‡ Z  h v ‡ e |  d ‡ j  B - K g v m ©
mvBU ¯^Z¡vwaKvixi eo ai‡bi Avw_©K ¶wZi
m¤¢vebv i‡q‡Q|

wdwks A¨vUvK
B-Kgvm© I‡qemvBU A¨vK‡mm Kivi Rb¨

e ¨ e n v i K v i x ‡ K  B D R v i ‡ b g  I  c v m I q v W ©
e¨envi Ki‡Z nq| GLb hw` †KD Zvi
BDRvi‡bg I cvmIqvW© Pzwi Ki‡Z cv‡i Z‡e
†m IB e¨enviKvixi me Z_¨ †R‡b †h‡Z
cvi‡e ev cwieZ©b Ki‡Z cvi‡e| 

gvQ‡K †auvKv w`‡qB Avgiv gvQ awi A_©vr
Avgv‡`i eowk‡Z †Mu‡_ †`qv Lv`¨ gvQ †L‡Z
Av‡m| Zvici †m wb‡RB Avgv‡`i Lv‡`¨
cwiYZ n‡q hvq| GB Fishing-Gi g‡Zv
AvcwbI Phisher/Hacker-Gi Phishing Rv‡j
AvUKv c‡o †h‡Z cv‡ib| Phishing e¨vcviwU
G g b B |  K g w c D U v i  e ¨ e n v i K v i x ‡ K  † a uv K v
w`‡q e¨enviKvixi me Z_¨ Phisher wb‡q
†b‡e| wKfv‡e NU‡Z cv‡i e¨vcviwU?

01. e¨enviKvix †hme I‡qemvBU e¨envi
K‡ib, †miKg †Kv‡bv GKwU I‡qemvB‡Ui
û e û  G K w U  j M B b  † c R  c v V v ‡ b v  n q
e¨enviKvix‡K| mvaviYZ GwU B-†gB‡ji
gva¨‡g n‡q _v‡K| 

02. B-†gB‡ji gva¨‡g GKRb n¨vKvi
GKwU †dK wj¼ w`‡q _v‡K| e¨enviKvix †mB
wj‡¼ wK¬K Ki‡j †mB †dK I‡qemvB‡U
hv‡e| GLb hw` e¨enviKvix †mLv‡b Zvi
BDRvi‡bg I cvmIqvW© †`b Z‡e Zv IB
mvB‡U bv wM‡q †mB †dK I‡qemvB‡Ui
gva¨‡g n¨vKv‡ii Kv‡Q P‡j hv‡e| 

03. Zvici n¨vKvi e¨enviKvix‡K Rvbvq
Zvi BDRvi‡bg I cvmIqvW©wU fzj| wKš‘
c Ö K …Z c ‡ ¶  † m  B D R v ‡ i i  B D R v i ‡ b g  I
cvmIqvW©wU wb‡Ri KgwcDUvi ev mvf©v‡i
Kwc K‡i iv‡L Ges c‡i Zv e¨envi K‡i
e¨enviKvixi A¨vKvD‡›Ui KZ…©Z¡ wb‡q †bq| 

`ye©j A‡_bwU‡Kkb I
A_ivB‡Rkb c×wZ

† h m e  A ‡ _ b w U ‡ K k b  c × w Z ‡ Z
GKvwaKevi fzj jMB‡bi e¨vcv‡i †Kv‡bv
ai‡bi wbivcËv e¨e¯’v †bqv nq bv †mme
mvB‡U wewfbœ n¨vwKs Uzj †hgb eyUvm e¨envi
K‡i AvµgY Kiv n‡q _v‡K| Avevi hw` B-
Kgvm© mvB‡U HTTPS cÖ‡UvKj e¨envi Kiv bv
n q  Z ‡ e  A v µ g Y K v i x  m n ‡ R B  w m œ w c s
A¨vUv‡Ki gva¨‡g e¨enviKvix ev †µZvi
BDRvi‡bg I cvmIqvW© Pzwi Ki‡Z cv‡i| 

cÖwZKvi I cÖwZ‡iva
cÖ_g K_v n‡jv B-Kgvm© mvBU ˆZwi Kivi

m g q  w W R v B b  † d m  † _ ‡ K B  w m w K D w i w U i
welqwU gv_vq ivLv DwPZ| wWRvBb †d‡m
w e ¯ Í v w i Z  w i ¯ ‹  A ¨ v ‡ m m ‡ g › U  K i v U v  L ye B
¸ i æ Z ¡ c ~Y © |  G L v ‡ b  G K R b  w b i v c Ë v
we‡klÁ‡K I‡qeevB‡Ui A¨v‡mU, Zrmswkøó
SzuwK I Zvi KvD›Uvi
†gRvi wb‡q we¯ÍvwiZ
c w i K í b v  K i ‡ Z
n‡e| cÖwZwU welq‡K
Z v i  ¸ i æ Z ¡ v b yh v q x
fvM Ki‡Z n‡e I †m
Abyhvqx e¨e¯’v wb‡Z
n‡e| cvëv e¨e¯’vi
g ‡ a ¨  _ v K ‡ e  w ÷ ª ±
B b c yU  f ¨ v w j ‡ W k b ,
3  U v q v i  g W zj v i
AvwK©‡UKPvi, I‡cb

†mvm© wµc‡UvMÖvwdK ÷¨vÛvW© Ges wbivc`
†KvwWs Af¨vm| 

†kl K_v
D c ‡ i  D w j ø w L Z  e ¨ e ¯ ’ v ¸ ‡ j v  m w V K f v ‡ e

c Ö ‡ q v M  K i ‡ j  A v k v  K i v  h v q ,  B - K g v m ©
mvBU¸‡jv Av‡iv A‡bK †ewk wbivc` n‡e|
Z‡e I‡qe ev B›Uvi‡bU `ywbqvi kZfvM
wmwKDiW wm‡÷g e‡j wKQy †bB| ZvB me
ai‡bi wbivcËv e¨e¯’v †bqvi ciI mvBUwU
n¨vwKs‡qi Ke‡j co‡Z cv‡i| ZvB †Kv‡bv
B-Kgvm© mvBU n¨vwKs‡qi Ke‡j co‡j, Zv
wKfv‡e Avevi dvskbvj Ki‡Z nq †m m¤ú‡K©
B - K g v m ©  m v B ‡ U i  A ¨ v W w g ‡ b i  ¯ ^ ” Q  a v i Y v
_vK‡Z n‡e|
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