
wmwKDwiwU

I‡qemvBU GLb Avgv‡`i Rxe‡bi GK
¸iæZ¡c~Y© Ask| Avgiv B›Uvi‡b‡U
I‡qemvB‡Ui gva¨‡g wb‡R‡`i

†hvMv‡hvM, wk¶v †_‡K ïiæ K‡i Avw_©Kmn
me ai‡bi ˆ`bw›`b KvR K‡i _vwK| e¨vcK
AvKv‡i Avw_©K †jb‡`‡bi Kvi‡Y Zv GLb
wµwgbvj‡`i Rb¨ GK PgrKvi Uv‡M©U|
I‡qemvB‡Ui e¨envi †h‡nZz mevi gv‡S
Qwo‡q †M‡Q, ZvB mevB‡K mZK© n‡Z n‡e|
Z‡e mvaviY RbMY †h‡nZz ïay e¨enviKvix I
Zv‡`i ch©vß KvwiMwi `¶Zv †bB| ZvB
I‡qemvBU †W‡fjcvi‡`i‡K Ggbfv‡e
I‡qemvBU¸‡jv †W‡fjc Ki‡Z n‡e, hv‡Z
n¨vKvi‡`i c‡¶ mn‡R n¨vwKs Kiv ev
I‡qemvBU I Gi e¨enviKvix‡`i †Kv‡bv
¶wZ Kiv m¤¢e bv nq| G †jLvq hviv I‡qe
wWRvBb K‡ib ev A¨vwcø‡Kkb †W‡fjc
K‡ib, Zv‡`i Rb¨ Ges hviv Zv‡`i wb‡R‡`i
Rb¨ I‡qemvBU ˆZwi Ki‡eb, Zv‡`i Rb¨
wmwKDwiwUi wKQz mvaviY Z_¨ †`qv n‡jv| 

wbivcËv mgm¨v-1 : Avcbvi †nvw÷s‡q
wcGBPwc‡Z wK B÷vi GM Gbveì? Zvn‡j
ª̀æZ eÜ Kiæb| 
mgvavb : B÷vi GM n‡jv, †h †cÖvMÖvwgs

j¨v½y‡q‡Ri gva¨‡g I‡qemvBUwU †W‡fjc
Kiv n‡q‡Q, Zv wj‡¼i g‡a¨ G·‡Ubkb
AvKv‡i †`Lv| wcGBPwc‡Z evB wWdë B÷vi
GM Gbveì Kiv _v‡K| d‡j n¨vK‡iiv
Rvb‡Z cv‡i †Kvb I‡qemvBU Kx j¨v½y‡qR
w`‡q †W‡fjc Kiv n‡q‡Q| myZivs GwU‡K
wWR¨vej Ki‡Z n‡e|

wbivcËv mgm¨v-2 : wcGBPwc †mwUs‡m
Ô†Møvevj †iwR÷viÕ Ab bv _vK‡j w¯ŒÞ KvR
K‡i bv, w¯ŒÞ †d‡j †`b|

mgvavb : wi‡KvW Kiæb, †Møvevj †iwR÷vi
mvBU‡K n¨vKv‡ii nv‡Z Zz‡j †`qvi Rb¨
GKwU h‡_ó kw³kvjx cÖwµqv|

wbivcËv mgm¨v-3 : A¨v‡bvwbgvm GdwUwc
BDRvi A¨vKvD›U cÖ‡qvRb QvovB Ly‡j

†i‡L‡Qb?
mgvavb : cÖ‡qvRb bv _vK‡j A¨v‡bvwbgvm

GdwUwc BDRvi A¨vKvD›U GLbB eÜ Kiæb|
Avi cÖ‡qvRb _vK‡j †gBb mvBU Qvov
Av‡iKwU A¨vKvD‡›U †nv÷ Kiæb|

wbivcËv mgm¨v-4 : wcGBPwc Bb‡dv
dvBj (phpinfo()) mvf©v‡i Avc K‡i
†i‡L‡Qb? 

mgvavb : Z‡e GLbB dvBjwU gy‡Q w`b,
bqZ n¨vKvi Avcbvi †nvw÷s mvf©v‡ii
wW‡UBjm †R‡b hv‡e|

wbivcËv mgm¨v-5 : A¨vcvwP fvm©b Kx
†j‡U÷?

mgvavb : †j‡U÷ A¨vcvwP fvm©b Bb÷j
Kiæb| bq‡Zv W¨vwb‡qj A¨vUvKmn A‡bK

ai‡bi A¨vc¨vwP †eR A¨vUvK n‡Z cv‡i|
wbivcËv mgm¨v-6 : Avcbvi mvB‡U

GmGmGj mvwU©wd‡KU e¨envi K‡i‡Qb? Z‡e
I‡cb GmGmG‡ji fvm©b KZ?

mgvavb : †j‡U÷ I‡cb GmGmGj
Bb÷j Kiæb| Kgc‡¶ fvm©b 1| bqZ
W¨vwb‡qj A¨vUv‡Ki wkKvi n‡Z cv‡ib|

wbivcËv mgm¨v-7 : wW‡i±wi (BDwb·) ev
†dvìv‡ii (DB‡ÛvR) ev dvB‡ji cvewjK
A¨v‡·m cviwgkb wK ÔivB‡UejÕ †`qv Av‡Q?

mgvavb : mevi Av‡M hw` †Kv‡bv ivBU
cviwgkb _v‡K, Z‡e Zv eÜ Kiæb| BDwb‡·
0777 _vK‡j wW‡i±wii Rb¨ 0755 K‡i
w`b| dvB‡ji Rb¨ 0644 K‡i w`b, hw`
wmwRAvB w¯ŒÞ n‡q _v‡K Ges G‡·wKD‡Uej
n‡q _v‡K Z‡e cÖ‡qvR‡b 0666 K‡i w`b|
Z‡e mPivPi CGI-BIN/CGI-SYS/SCGI-
BIN etc wW‡i±wi‡Z G‡·wKD‡Uej w¯ŒÞ
(cvj©, cvB_b) ivb K‡i _v‡K| Avi
DB‡Ûv‡Ri Rb¨ BDRvi MÖæc †mwUs †_‡K
cviwgkb †PK Kiæb Ges cÖ‡qvR‡b wi‡mU
Kiæb| Avcbvi mvB‡Ui dvBj †dvìv‡ii
e¨vcv‡i wbwðZ bv n‡j GKUvi ci GKUv
dvBj/†dvìvi †PK K‡i †`Lyb| GdwUwc
K¬v‡q›U w`‡q jMBb Ki‡j dvBj cviwgkb
†`Lv‡e|

wbivcËv mgm¨v-8 : dvBj eªvDwRs
mgm¨v? Avcbvi I‡qemvB‡Ui B‡gR,
wmGmGm (G‡mU, wi‡mvm© †dvìvi) wfwRU
Ki‡j me dvBj wj÷ AvKv‡i †`Lv hvq?

mgvavb : eø¨v¼ Bb‡W· dvBj Avc‡jvW
Kiæb, hv‡Z K‡i example.com/images/
wfwRU Ki‡j dvBj wj÷ †`Lv bv hvq|
Avcwb .htaccess w`‡qI †dvìvi A¨v‡·m

†gvnv¤§` Rv‡e` †gv‡k©` †PŠayix
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I‡qe A¨vwcø‡Kkb †j‡fj wmwKDwiwU
04. †h I‡qemvBUwU ev I‡qe A¨vwcø‡KkbwU Av‡Q Zvi fvjbv‡iwewjwU †PK Kiv|

we‡kl K‡i SQL Injection, Cross Site Scripting, Cross Site Request Forgery, File
Inclusion, Remote code Executation, Web Backdore, Remote File upload G ai‡bi
fvjbv‡iwewjwU †PK I wd· Kiv| hviv Gme wel‡q G‡Kev‡i bZzb Zviv fv‡jv
Vulnerability Scanner-Gi mvnvh¨ wb‡Z cv‡ib|

05. I‡qemvBUwU hw` †Kv‡bv †d«gIqv‡K©i Ici wfwË K‡i ˆZwi Kiv nq (†hgb
WordPress, Joomla, PunBB, MyBB), Z‡e Zv ª̀æZ †j‡U÷ fvm©‡b Avc‡MÖW Kiv I
†Kv‡bv wmwKDwiwU c¨vP _vK‡j Zv Bb÷j Kiv| CMS-Gi me cøvMBb †PK Kiv Ges
IB ¸‡jvi †Kv‡bv fvjbv‡iwewjwU Av‡Q wK bv Zv †`Lv Ges Gi Exploit Av‡Q wK bv,
Zv †PK Kiv| Exploit _vK‡j Zv wd· Kiv A_ev IB cøvMBb ev` †`qv| CMS-Gi
Congif File-G Cpanel †_‡K Chmod 640 or 600 K‡i w`b|

06. A¨vWwgb I wmc¨v‡b‡ji (mvf©vi A¨vWwgwb‡÷ªkb) cvmIqvW© cwieZ©b I
kw³kvjx Kiv| Password minimum 12 Character Kiv Ges msL¨v, bv¤^vi, †QvU Ges
eo nv‡Zi †jUv‡ii wgkÖY Kiv|

07. me ai‡bi dvB‡ji we‡kl K‡i KbwdMv‡ikb dvB‡ji ivBU (write) A¨v‡·m
bv †`qv| †Kv‡bv WªvB‡fI ivBU (write) A¨v‡·m bv †`qv| Directory Listing eÜ Kiv
Ges Directory Bruteforcing eÜ Kiv| Kv‡Ri cÖ‡qvR‡b w`‡Z n‡jI KvR †kl n‡j
†mB A¨v‡·m wi‡fvK Kiv|

cÖwZKvi
08. wbqwgZ mvB‡Ui e¨vKAvc ivLv| e¨vKAvc dvBj wbivc` RvqMvq I

wbivc`fv‡e ivLv, hv‡Z wW‡i±wi eªvDwRs‡qi gva¨‡g Zv cvIqv m¤¢e bv nq| me‡P‡q
fv‡jv Offline-G A_ev Public_html Directory-Gi evB‡i ivLv|

09. `yf©vM¨ekZ mvBUwU n¨vK n‡j mvB‡Ui me Kb‡U›U wWwjU K‡i w`‡Z n‡e|
Zvici e¨vKAvc †_‡K cy‡iv mvBUwU Avevi Pvjv‡Z n‡e| †Kv‡bvfv‡eB ïay wW‡dm‡g›U
Kiv †cRwU wi‡cøm K‡i mš‘ó _vKv hv‡e bv| KviY n¨vKv‡iiv Ab¨ wW‡i±wi‡Z †Kv‡bv
g¨vwjkvm (Lvivc) †KvW †i‡L w`‡Z cv‡i Ges mv‡_ mv‡_ A¨vWwgb I wmc¨v‡b‡ji
cvmIqvW© cwieZ©b Ki‡Z n‡e|

10. mvBU Kxfv‡e n¨vK n‡jv Zv Detect Ki‡Z n‡e| Gi Rb¨ Server jM Follow
Ki‡Z cv‡ib Ges  †mfv‡e mvBU‡K cy‡iv Patch Ki‡Z n‡e, hv‡Z Avevi n¨vK
bv nq|

(evwK Ask 56 c„ôvq)
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†iw÷ª± Ki‡Z cv‡ib|

wbivcËv mgm¨v-9 : Avcbvi w¯Œ‡Þi KzwK
†mwUs Kx wbivc`?

mgvavb : mvBUIqvBR/A¨vwcø‡Kkb
IqvBR KzwK †mU Kiæb| AvbwWdvBÛ KzwK
gv‡b Avcbvi †Mvcb Z‡_¨ A‡b¨i AbycÖ‡ek| 

wbivcËv mgm¨v-10 : GdwUwc/K‡›Uªvj
c¨v‡b‡ji cvmIqvW© wK wWKkbvwi
IqvW©/Avcbvi mv‡_ mswkøó?

mgvavb : Avcwb cvmIqvW© ª̀æZ cwieZ©b
Kiæb Ges wm‡÷‡gi A‡Uv‡Rbv‡i‡UW
cvmIqvW© e¨envi Kiæb|

wbivcËv mgm¨v-11 : Avcbvi †nvw÷s
mvf©v‡ii wWGbG‡mi †Kv_vI `ye©jZv †bB
†Zv? 

mgvavb : bv †R‡b _vK‡j †nvw÷s
†cÖvfvBWv‡ii KvQ †_‡K we¯ÍvwiZ †R‡b wbb|
wWGbGm †Rvb dvBj †bUIqvK© n¨vKvi‡`i
GKwU Ab¨Zg cÖavb A¯¿|

wbivcËv mgm¨v-12 : Avcbvi †nvw÷s
mvf©v‡i †Kv‡bv †U÷ A¨vKvD›U Gbveì Kiv
†bB †Zv? 

mgvavb : bv †R‡b _vK‡j †nvw÷s
†cÖvfvBWv‡ii KvQ †_‡K we¯ÍvwiZ †R‡b wbb|
eªæU †dvm© wW‡d‡Ýi mdUIq¨vi _vK‡j
Gbveì K‡i wbb|

Ic‡i DwjøwLZ mvaviY mgm¨v QvovI
memgq wb‡P ewY©Z wbivcËv wUc¸‡jv AbymiY
Ki‡j I‡qemvBU‡K AviI †ewk wbivc` ivLv
m¤¢e| 

I‡q‡ei wmwKDwiwU evov‡bvi 10 wUc
01. cÖ_‡gB I‡qemvBUwU †h I‡qe

mvf©v‡i Av‡Q, Zv‡Z †Kv‡bv fvjbv‡iwewjwU
Av‡Q wK bv, Zv cix¶v Ki‡Z n‡e| †Kv‡bv
ÎæwU cvIqv †M‡j Zv wd· Ki‡Z n‡e| hZ
ª̀æZ m¤¢e †j‡U÷ I‡qe mvf©v‡i Avc‡MÖW

Kiv| m¤¢e n‡j Avcv‡iwUs wm‡÷‡giI
†j‡U÷ fvm©‡b Avc‡MÖW Kiv| wjbAv·
mvf©v‡i n‡j Gi Kv‡b©j wbqwgZ Avc‡MÖW
Ki‡Z n‡e Ges wm‡÷‡gi Rb¨ †Kv‡bv
wmwKDwiwU c¨vP _vK‡j Zv Bb÷j Ki‡Z
n‡e|

02. mvf©v‡ii dvqviIqvjwU †PK I
kw³kvjx Kiv| †bUIqvK© Ges Av¨wcø‡Kkb 2
†j‡f‡j G dvqviIqvj e¨envi Kiv| mvf©v‡i
DDoS Protection e¨envi Kiv|

03. mvf©v‡ii Ae¨eüZ †cvU©¸‡jv Ges
mvwf©m¸‡jv eÜ K‡i ivLv Ges wbqwgZ
mvwf©‡mi mdUIq¨vi Avc‡MÖW Kiv| fv‡jv
IDS/IPS Avi Webproxy †mUAvc †`qv 

wdWe¨vK : jabedmorshed@yahoo.com
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