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w`b w`b RbwcÖq n‡q DV‡Q AbjvBb
kwcs| I‡qemvBU wKsev †dmeyK
d¨vb‡c‡Ri gva¨‡g D‡`¨v³viv cY¨

wewµ Ki‡Qb| ïay bZzb cY¨B bq, cyi‡bv
cY¨ evmvq ev Awd‡m e‡m mn‡RB wKb‡Z
cvi‡Qb †µZviv| mswkøóiv ej‡Qb, mewKQy
Qvwc‡q AbjvB‡bi GB †KbvKvUv
RxebhvÎv‡K †hgb mnR K‡i‡Q, †Zgwb
ZiæY D‡`¨v³v †kÖYxI M‡o DV‡Q Gi
gva¨‡g| Gme I‡qemvBU A¨v‡·m Kivi Rb¨
GKRb e¨enviKvix‡K Zvi †µwWU KvW© ev
†WweW KvW© e¨envi Ki‡Z nq| GLb hw`

†KD Zvi wdb¨vwÝqvj Z_¨ Pzwi Ki‡Z cv‡ib
Z‡e wZwb †mB Z_¨ e¨envi K‡i wb‡Ri Rb¨
†Kv‡bv cY¨I wKb‡Z cv‡ib| G ai‡bi Z_¨
Pzwii Rb¨ me‡P‡q eo cÖPwjZ I fq¼i
wbivcËv AvµgY n‡jv wdwks A¨vUvK|

gvQ‡K †auvKv w`‡qB Avgiv gvQ awi A_©vr
Avgv‡`i eowk‡Z †Mu‡_ †`qv Lv`¨ gvQ †L‡Z
Av‡m| Zvici †m wb‡RB Avgv‡`i Lv‡`¨
cwiYZ n‡q hvq| GB wdwks‡qi g‡Zv
AvcwbI Phisher/Hacker-†`i wdwks Rv‡j
AvUKv c‡o †h‡Z cv‡ib| wdwks e¨vcviwU
GgbB| KgwcDUvi e¨enviKvix‡K †auvKv
w`‡q e¨enviKvixi me Z_¨ wdkvi wb‡q
†b‡e| Kxfv‡e NU‡Z cv‡i e¨vcviwU?

01. e¨enviKvix †hme I‡qemvBU e¨envi
K‡ib †m ai‡bi †Kv‡bv GKwU
I‡qemvB‡Ui ûeû GKwU jMBb †cR
cvVv‡bv nq e¨enviKvix‡K| mvaviYZ
GwU B-†gB‡ji gva¨‡g n‡q _v‡K| 

02. B-†gB‡ji gva¨‡g GKRb n¨vKvi GKwU
†dK wj¼ w`‡q _v‡K| e¨enviKvix †mB
wj‡¼ wK¬K Ki‡j †mB †dK I‡qemvB‡U
hv‡e| GLb hw` e¨enviKvix †mLv‡b
Zvi BDRvi‡bg, cvmIqvW© I †µwWU
Kv‡W©i Z_¨ †`b Z‡e Zv IB mvB‡U bv
wM‡q †mB †dK I‡qemvB‡Ui gva¨‡g
n¨vKv‡ii Kv‡Q P‡j hv‡e| 

03. Zvici n¨vKvi e¨enviKvix‡K Rvbvq †h
Zvi †`qv Z_¨¸‡jv fzj| wKš‘
cÖK…Zc‡¶ †m e¨enviKvixi Gme
†Mvcbxq Z_¨ wb‡Ri KgwcDUvi ev
mvf©v‡i Kwc K‡i iv‡L Ges c‡i Zv
e¨envi K‡i| 

†hfv‡e wb‡R‡K wbivc` ivL‡eb 
GB wUc¸‡jv Avcbv‡K h‡_ó wbivc‡`

ivL‡e wVKB, Z‡e g‡b ivL‡Z n‡e, mvBevi

AcivaxivI Zv‡`i cÖZviYvq mdj n‡Z bZzb
bZzb Dcvq †ei Ki‡Z m‡Pó Av‡Q, hv‡Z
Avcwb mn‡RB Zv‡`i fzqv mvBU I wdwks B-
†gB‡j cÖjyä nb| Avcwb †hme wel‡qi cÖwZ
mZK© `„wó ivL‡Z cvi‡eb ev g‡b ivL‡Z
cvi‡eb GB wUc¸‡jv ïay †m¸‡jvB, hv †Kv‡bv
mvB‡Ui ˆeaZv m¤ú‡K© Avcbvi g‡b cÖkœ
RvMv‡Z mvnvh¨ Ki‡Z cv‡i| wb‡P G ai‡bi
wKQz Dcvq D‡jøL Kiv n‡jv, hv mvBevi
Acivax‡`i †bUIqv‡K© aiv bv co‡Z
Avcbv‡K mvnvh¨ Ki‡e :
01. wb‡R‡K wkw¶Z Kiv : me©‡kl cÖZviYvi

NUbv¸‡jv coyb I Rvbyb| me©vaywbK
wdwks¸‡jvi †Pnviv †Kgb Zv †`Lyb,
hv‡Z mnR cÖZviYvi †KŠkj¸‡jv Avcwb
wb‡RB ai‡Z cv‡ib|

02. mvaviY Áv‡bi
e¨envi : mZK©Zvi
mv‡_ Avcbvi
†gBj¸‡jv coyb|
cÖ_‡g †`L‡Z n‡e
†cÖiK‡K †Pbv hv‡”Q
wK bv| †h‡Kv‡bv
†gBj, hv‡Z
Avcbvi e¨w³MZ
†Mvcbxq I A_©
msµvšÍ Z_¨¸‡jvi welq D‡jøL Kiv
_v‡K, †m¸‡jvi e¨vcv‡i Aek¨B m‡›`n
†cvlY Kiæb| †Kv‡bv †cÖiK‡K bv wPb‡j
ev wek¦¯Í g‡b bv n‡j Zvi cvVv‡bv
GUvP‡g›U¸‡jv ev dvBj¸‡jv †Lvjvi
†¶‡Î m‡e©v”P mZK©Zv Aej¤^b Kiæb|

03. ¯§vU© mvwd©s Abykxjb : Avcwb hLbB
†Kv‡bv I‡qemvBU wfwRU Ki‡eb I
†Kv‡bv Z_¨ †`‡eb, Zvi Av‡M Aek¨B
j¶ ivL‡eb mvBUwU wbivc` wK bv| hw`
m‡›`n nq, Zvn‡j GKwU fzqv cvmIqvW©
e¨envi Kiæb Ges wdwks mvBU n‡j GB
fzqv cvmIqvW©B GwU MÖnY Ki‡e|
AwaKZi wbivc` _vKvi Rb¨ Avcwb
Ggb mvP© BwÄb e¨envi Kiæb, hv fzj
evbvb ai‡Z cv‡i I fzqv mvB‡U Avcbvi
Z_¨ †`qv †_‡K weiZ ivL‡Z cv‡i|
GQvov mvP© Uzj †hgb : g¨vKvwd,
mvBUA¨vWfvBRi BZ¨vw` e¨envi Ki‡Z
cv‡ib, †h¸‡jv mvP© †iRv‡ë GwUI
†`Lv‡e †h mvBU¸‡jv wbivc` wK bv|

04. wbivcËvcÖhyw³ e¨envi Kiv :
Gw›Uwdwksmn e¨vcKwfwËK wbivcËv

m¤úbœ mdUIq¨vi e¨envi Kiv †h‡Z
cv‡i, hv Avcbv‡K wbivc` ivL‡Z
cv‡i| Avcwb wbwðZ n‡q wbb, Avcbvi
mdUIq¨viwU me©vaywbK fvm©b Ges G‡Z
A‡UvAvc‡WU Ackb ev K‡›Uªvj
c¨v‡b‡j Avc‡WU Ackb Av‡Q wK bv|    

05. memgq mZK© _vKzb : Avcwb hLb
AdjvB‡b _vK‡eb ZLbI mZK© _vKzb
Ges wbqwgZ gwbUi Kiæb Avcbvi
e¨vsK I †µwWU Kv‡W©i A¨vKvD‡›U †Kvb
ai‡bi m‡›`nRbK †jb‡`b (PvR© ev
UªvÝdvi) n‡q‡Q wK bv| cvmIqvW©wU
wbqwgZ cwieZ©b Kiæb| Avcwb wbwðZ
†nvb, cvmIqvW©wU †h‡bv h‡_ó kw³kvjx
nq Ges G‡Z bv¤^vi, †jUvi I we‡kl
wP‡ýi mgš^‡q nq| cvmIqv‡W©
†Kv‡bvfv‡eB wbK‡bg ev Rb¥ ZvwiL ev
G ai‡bi †Kv‡bv e¨w³MZ Z_¨ †`qv
hv‡e bv, hv Ab¨ †KD Rvb‡Z cv‡i|

06. m‡›`nRbK wKQz n‡jB wi‡cvU© Kiæb :
Avcbvi Kv‡Q hw` m‡›`nRbK †Kv‡bv
wKQy g‡b nq, Z‡e Zv mv‡_ mv‡_ mswkøó
e¨vsK ev †Kv¤úvwb‡Z wi‡cvU© Kiæb|
hw`I wdwks LyeB mvaviY welq, wKš‘

m‡PZbZv I mwVK
c~e©mZK©Zv Avcbv‡K
A‡bK`~i ch©šÍ wbivcËv
w`‡Z cv‡i|

fzqv I‡qemvBU
†Pbvi Dcvq

Avcwb †Kv‡bv fzqv
mvBU e¨envi Ki‡Qb
bvwK wdwks B-†gB‡j Z_¨

w`‡”Qb, Zv wbgœ Dcv‡q kbv³ Kiv hv‡e :
01. Aï× BDAviGj e¨envi : hw` Avcbvi

e¨vsK A¨vKvD‡›U GKwU wbqwgZ
A¨v‡Wª‡mi gva¨‡g cÖ‡ek K‡i _v‡Kb Ges
hw` KLbI †`‡Lb A¨v‡WªmwU wgj‡Q bv,
Zvn‡j wbwðZ n‡Z cv‡ib I‡qemvBUwU
fzqv| memgq AšÍZ ̀ yBevi †PK Kiæb †h
mvBUwU mwVK, fzqv bq|

B-†gBjwUi mZ¨Zv hvPvB‡qi Rb¨ B-
†gB‡ji wj‡¼ Avcbvi gvDm c‡q›UviwU †i‡L
†`L‡Z cv‡ib wj¼wU Ges B-†gBjwU GKB
mvBU †_‡K G‡m‡Q wK bv|
02. e¨vswKs Z_¨ wR‡Ám Kiv : e¨vsK KLbI

Avcbvi e¨vsK A¨vKvD›U Z_¨, †hgb :
†WweU KvW© I wcb bv¤^vi B-†gB‡j
PvB‡e bv| IB me B-†gBj I mvBU
†_‡K mZK© _vKzb, †h¸‡jv Avcbvi
†Mvcbxq Z_¨ (†hgb : †mvk¨vj
wmwKDwiwU bv¤^vi) PvB‡e, hv ÷¨vÛvW©
jMB‡bi cwicš’x|

03. cvewjK B›Uvi‡bU A¨vKvD›U e¨envi
Kiv : †h‡Kv‡bv wj‡¼ wK¬K Kivi Av‡M
†cÖi‡Ki B-†gBj A¨v‡WªmwU †`‡L wbb| 
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wdwks A¨vUvK B-Kgv‡m©i
wbivcËv ûgwK

†gvnv¤§` Rv‡e` †gv‡k©` †PŠayix
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