
Avgiv A‡bK mgq g‡b Kwi,
Iq¨vi‡jm j¨v‡bi ev †bUIqv‡K©i
Gbwµckb (encryption) wdPvi

Pvjy Ki‡jB †bUIqv‡K©i wbivcËv wbwðZ n‡q
hvq| wKš‘ DbœZ cÖhyw³ Ávbm¤úbœ IqvB-dvB
n¨vKv‡iiv G ai‡bi e¨e¯’v †f‡½ Iq¨vi‡jm
†bUIqv‡K© AbycÖ‡ek Ki‡Z cv‡i Ges
†bUIqvK© e¨e¯’vq wewfbœ ai‡bi Awbó mvab
Ki‡Z cv‡i| 

†bUIqv‡K©i wdwRK¨vj wbivcËv
Iq¨vi‡jm †bUIqv‡K©i wdwRK¨vj

wbivcËv GKwU ¸iæZ¡c~Y© welq, hw`I Avgiv
G welqwU‡K A‡bK mgq h_vh_ ¸iæ‡Z¡i
mv‡_ we‡ePbv Kwi bv| Avgv‡`i AmveavbZvi
Kvi‡Y ÁvZmv‡i ev AÁvZmv‡i †bUIqv‡K©i
Aby‡gvw`Z BDRvi ev evB‡ii BDRv‡ii
gva¨‡g IqvB-dvB wWfvBm Ges †bUIqvK©
nvW©Iq¨v‡ii Ace¨envi n‡Z cv‡i|
D`vniY¯^iƒc, Avgiv hw` †bUIqvK©  R¨vK
AmveavbekZ †Lvjv ivwL, Zvn‡j †h‡Kv‡bv
BDRvi Zvi wbR¯^ G‡·m c‡q›U (Gwc)-Gi
mv‡_ R¨vKwU mshy³ K‡i Zvi wbR¯^ IqvB-
dvB †bUIqv‡K©i kw³ evov‡Z cv‡i| G
BDRvi nq‡Zv G‡·m c‡q›U‡K ewnivMZ‡`i
AbycÖ‡ek wbe„Ë Ki‡Z Z_v †bUIqvK©
wmwKDwiwU cÖ`v‡b h_vh_
e¨e¯’v †b‡e bv| GQvov
†KD nq‡Zv
D ‡ Ïk ¨ c Ö ‡ Y v w `Zf v ‡ e
G‡·m c‡q›U ev ivDUvi‡K
d¨v±wi wWdë †mwUs‡q
wi‡mU K‡i w`‡Z cv‡i|
Gi d‡j IqvB-dvB‡qÕi
wmwKDwiwU †mwUs¸‡jv
AKvh©Ki n‡q hv‡e| G
Ae¯’vq IqvB-dvB mxgvi
g‡a¨ Abby‡gvw`Z
BDRv‡iiv †bUIqv‡K©
G‡·m †c‡q hv‡e| 

Iq¨vi‡jm †bUIqv‡K©i wdwRK¨vj
Dcv`vb¸‡jvi myi¶vi Rb¨ G¸‡jv‡K Ggb
RvqMvq ¯’vcb Kiv cÖ‡qvRb hv‡Z Zv mvaviY
BDRvi I ewnivMZ‡`i bR‡i bv Av‡m|
†bUIqvK© we‡kl K‡i B_vi‡bU K¨vej
†`qv‡ji †fZi w`‡q Uvbv cÖ‡qvRb| †¶Î
we‡k‡l K¨vej¸‡jv †Kv‡bv †gvo‡Ki
(KbWyBU)  †fZ‡i ¯’vcb Kiv †h‡Z cv‡i|
B_vi‡bU R¨vK wbivc` RvqMvq ¯’vcb Ki‡Z
cv‡ib hv‡Z G¸‡jvi G‡·m †hb †KD bv
cvq|  †bUIqv‡K©i AcÖ‡qvRbxq R¨vK¸‡jv
wbw®Œq K‡i w`‡Z n‡e|   

802.1G· (802.1X) A‡_bwU‡Kkbmn
G›UvicÖvBR wmwKDwiwU e¨envi

A‡b‡KB AeMZ Av‡Qb, Iq¨vi‡jm
†bUIqv‡K©i WEP (Wired Equivalent
Privacy) wmwKDwiwU e¨e ’̄v mn‡RB †f‡½ †djv
hvq Ges Gi †fZi w`‡q Abby‡gvw`Z BDRv‡iiv
†bUIqv‡K© G‡·m wb‡Z cv‡i| G Kvi‡Y
Iq¨vi‡jm †bUIqv‡K© WPA Ges WPA2 (Wi-Fi
Protected Access) e¨e ’̄v e¨envi Kiv nq ch©vß
myi¶v cvIqvi Rb¨| Z‡e G myi¶v e¨e ’̄v
e¨env‡ii `y‡Uv wfbœ c×wZ i‡q‡Q| Gi ga¨
GKwU n‡”Q cv‡m©vbvj †gvW (Personal mode )
hvi †mUAvc Ges e¨envi Lye mnR| Z‡e
K‡c©v‡iU ev weR‡bm †bUIqv‡K©i †¶‡Î G
†gvWwU e¨envi bv KivUvB fv‡jv| e„nr Ges
¯úk©KvZi †bUIqv‡K©i †¶‡Î GKwU †Møvevj
÷¨vwUK cvm‡d«R (Passphrase) ˆZwi K‡i Zv
GÛ-BDRvi wWfvB‡m msi¶Y Kiv nq| G
c×wZ G›UvicÖvBR †gvW wn‡m‡e cwiwPZ| hw`
†Kv‡bv BDRvi cÖwZôvb †Q‡o hvq ev GÛ-BDRvi
wWfvBm Pzwi n‡q hvq, Zvn‡j †m‡¶‡Î me
G‡·m c‡q›U Ges GÛ-BDRvi wWfvB‡m †Møvevj
cvm‡d«R cwieZ©b Ki‡Z nq| 

Zzjbvg~jKfv‡e G›UvicÖvBR (Enterprise)
†gvW †mUAvc cÖwµqv RwUj Ges  GRb¨
RADIUS (Remote Authentication Dial-In
User Service ) A‡_bwU‡Kkb mvf©vi ev
mvwf©‡mi cÖ‡qvRb nq| Z‡e GwU †bUIqv‡K©i
mev©Ëg wbivcËv wbwðZ K‡i| G c×wZ‡Z
cÖ‡Z¨K BDRv‡ii Rb¨ BDwbK jMBb
†µ‡Wbwkqvj (BDRvi †bg I cvmIqvW©)
wbw ©̀ó K‡i †`qv nq Ges Zv cÖ‡qvR‡b mn‡RB
cwieZ©b Kiv hvq ev cÖZ¨vnvi K‡i †bqv nq|
†Kvb BDRvi †Kv¤úvbx Z¨vM Ki‡j ev
Iq¨vi‡jm wWfvBm nvZQvov n‡q †M‡j Zvi
Rb¨ wba©vwiZ jMBb †µ‡Wbwkqvj cÖZ¨vnvi
Kiv nq| G‡Z GKRb BDRvi Ab¨ BDRv‡ii
WvUv UªvwdK m¤ú‡K© †Kvb Z_¨ Rvb‡Z cv‡i bv,
hv cv‡m©vbvj †gv‡W m¤¢e nq|

802.1G· (802.1X) K¬v‡q›U
†mwUs‡qi wbivcËv weavb

WPA  ev WPA 2 wbivcËv wm‡÷‡g
G›UvicÖvBR †gvW AwaKZi gReyZ. ZviciI

G‡Z wKQy wbivcËv NvUwZ
i‡q‡Q| D`vniY¯^iƒc
BDRv‡ii jMBb bvg I
cvmIqvW© evB‡ii †KD
†R‡b †h‡Z cv‡i| A‡bK
mgq G¸‡jv n¨vwKs‡qi
wkKvi n‡Z cv‡i| Z‡e
GÛ-BDRvi wWfvB‡m
K¬v‡q›U †mwUs‡qi gva¨‡g
jMBb †µ‡Wbwkqvj
WvUv‡e‡R evB‡ii AvµgY
cÖwZnZ Kiv hvq| K¬v‡q›U
wcwm‡Z Ges G‡K mv‡cvU©
K‡i Ggb me wWfvB‡m
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IqvB-dvB‡qi 
wbivcËv evov‡bvi Dcvq
m¤úªwZ Iq¨vi‡jm †bUIqv‡K©i e¨envi e¨vcKfv‡e †e‡o †M‡Q| Avi
ZvB †nvg ev Awdm †h‡Kv‡bv ch©v‡q Iq¨vi‡jm †bUIqv‡K©i m‡e©v”P
wbivcËv wbwðZ Kiv cÖ‡qv‡Rb| G  †jLvq Iq¨vi‡jm †bUIqv‡K© Avwo
cvZv I fvBivm AvµgY cÖwZ‡iva Kivmn AviI †ek wKQy wbivcËv

m¤úwK©Z wel‡q Av‡jvPbv K‡i‡Qb †K Gg Avjx †iRv| 

KbWyB‡Ui gva¨‡g †bUIqvK© K¨vej myi¶v Kiv

†bUIqvK© myi¶vq †iwWqvm mvf©v‡ii e¨envi



wbwðZ Ki‡Z n‡e †hb mvf©vi †fwj‡Wkb
wdPviwU mwµq _v‡K|

†bUIqvK© SuywK I ¯úk©KvZiZv
m¤ú‡K© BDRvi‡`i‡K m‡PZb Kiv

†bUIqvK© myi¶v ivL‡Z †bUIqvK©
A¨vWwgwb‡÷ªUi wn‡m‡e Avcbvi A‡bK `vwqZ¡
_v‡K, GKB mv‡_ BDRv‡iivI myi¶vq A‡bK
¸iæZ¡c~Y© Ae`vb ivL‡Z cv‡i| BDRvi‡`i‡K
myi¶vi wel‡q cÖwkw¶Z Kiv Ges †bUIqvK©
e¨env‡ii wel‡q GKwU Kvh©Ki bxwZgvjv
cÖYq‡bi gva¨‡g Avcwb GKwU Iq¨vi‡jm
†bUIqvK©‡K wbivc` ivL‡Z cv‡ib|  †bUIqvK©
A¨vWwgwb‡÷ªUi BDRvi‡`i civgk©  w`‡Z cv‡i
Zviv †hb †bUIqv‡K© †Kvb wWfvBm mshy³ ev
wew”Qbœ Kivi Av‡M A¨vWwgwb‡÷ªU‡ii AbygwZ
MÖnY K‡i| GQvov †bUIqv‡K©i wbivcËvi ¯̂v‡_©
Avkcv‡ki IqvB-dvB †bUIqv‡K© hy³ bv nIqv,
Awd‡m †Kv‡bv j¨vcUc ev †gvevBj wWfvBm
nvwi‡q †M‡j Zv mv‡_ mv‡_ †bUIqvK©
A¨vWwgwb‡÷ªUi‡K Rvbv‡bv, †bUIqvK© wi‡mvm©
†kqvwis‡qi wel‡q mZK©Zv Aej¤̂b  BZ¨vw`
wel‡q BDRvi‡`i‡K m‡PZb Kiv †h‡Z cv‡i|

BDRvi wcwm‡Z IqvB-dvB myweav
mxwgZ ivLv

†bUIqvK©fy³ †hme wcwm‡Z DB‡ÛvR wfmZv
ev Zvi cieZx© fvm©‡bi Acv‡iwUs
wm‡÷g Pvjy i‡q‡Q †m¸‡jv‡Z
cvk¦©eZx© Ab¨vb¨ Iq¨vi‡jm †bUIqvK©
bvg¸‡jv (SSID-service set iden-
tifier) eøK ev eÜ K‡i †`qv †h‡Z
cv‡i| KgvÛ cÖ¤ú‡U netsh wlan
KgvÛ e¨envi K‡i wdëvi ZvwjKvq
IB cvk©¦eZx© †bUIqv‡K©i bvg hy³
Ki‡Z cv‡ib hv‡Z BDRv‡iiv IB
†bUIqv‡K© G‡·m †_‡K weiZ _v‡K|

gvB‡µvmdU Zvi DB‡ÛvR 7
Ges DB‡ÛvR mvf©vi 2008 (wiwjR
2) Acv‡iwUs wm‡÷‡g  Wireless
Hosted Networks bv‡g GKwU
IqvB-dvB wdPvi hy³ K‡i‡Q| Gi

mvnv‡h¨ BDRvi GKwU fvP©yqvj G‡·m c‡q›U
(Gwc) ˆZwi Ki‡Z cv‡i, hv Ab¨ BDRv‡ii
Kv‡Q Db¥y³ n‡Z cv‡i| Z‡e †bUIqv‡K©i
wbivcËvi ¯^v‡_© BDRv‡iiv hv‡Z GB wdPv‡ii
mvnv‡h¨ G‡·m c‡q›U ˆZwi K‡i †bUIqv‡K©
SuywKi g‡a¨ bv †dj‡Z cv‡i †mRb¨ mvf©v‡ii
MÖæc cwjwm iæ‡ji AvIZvq myweavwU eÜ K‡i
†`qv †h‡Z cv‡i| 

IqvB-dvB mvBU mv‡f© m¤úbœ Kiv
Iq¨vi‡jm †bUIqv‡K©i Kg©¶gZv Ges

wbivcËv Ae ’̄v g~j¨vq‡bi Rb¨ GKwU wbw ©̀ó mgq
ci ci IqvB-dvB mvBU mv‡f© Kiv cÖ‡qvRb|
j¨vcUc ev †gvevBj wWfvBm mv‡_ wb‡q
†bUIqvK©fy³ GjvKv Ny‡i Iq¨vi‡jm wmMb¨v‡ji
kw³ Rvb‡Z cv‡ib| GQvov ’̄vbxq Iq¨vi‡jm
B›Uvi‡d‡m G‡·m c‡q‡›Ui e„ËvšÍ cvIqv hvq|
GQvov DB‡Ûv‡R inSSIDer ev GÛ‡iv‡qW
wWfvB‡m Wifi Analyzer †cÖvMÖv‡gi mv‡_
†bUIqv‡K©i cÖv_wgK mv‡f© m¤úbœ Kiv m¤¢e|
Dciš‘, †bUIqv‡K© †hme BDRvi Abby‡gvw`Z
G‡·m c‡q›U ˆZwi Ki‡Z cv‡i ev wmwKDwiwU
†mwUs cwieZ©b K‡i †bUIqv‡K©i wbivcËv wewNœZ
Ki‡Z cv‡i Zv‡`i wel‡q mZK© `„wó ivL‡Z n‡e| 

Iq¨vi‡jm BbUªykb wcÖ‡fbkb
wm‡÷g (WIPS) Bb÷j Kiv

Abby‡gvw`Z ev ¶wZKvi G‡·m c‡q›U,

†bUIqv‡K© evB‡i †_‡K wWbv‡qj-Ae-mvwf©m
(DoS) A¨vUvK BZ¨vw` cÖwZ‡iv‡a †bUIqv‡K©
Iq¨vi‡jm BbUªykb wcÖ‡fbkb wm‡÷g
(WIPS) ¯’vcb Kiv †h‡Z cv‡i| G ai‡bi
wm‡÷‡gi wWRvBb Ges wW‡UKkb †UKwbK
†¶Îwe‡k‡l wfbœ wfbœ n‡Z cv‡i| wm‡÷g
Bb÷j Kivi ci GwU IqvB-dvB †bUIqv‡K©i
wbivcËv Ae¯’v mve©¶wYK ch©‡e¶Y Ki‡Z
_v‡K| †ek wKQy cÖwZôvb Iq¨vi‡jm BbUªykb
wcÖ‡fbkb wm‡÷g ˆZwi Ges evRviRvZ
Ki‡Q| G‡`i g‡a¨ Ab¨Zg n‡”Q AirMagnet
Ges AirTight Neworks| GQvov I‡cb †mvm©
†hgb Snort †_‡KB G wm‡÷g msMÖn Kiv
hvq| 

†kl K_v
Iq¨vi‡jm †bUIqvK© wm‡÷g myi¶vi Rb¨

†ek K‡qKwU c×wZ GLv‡b Av‡jvKcvZ Kiv
n‡q‡Q| Z‡e A¨vWwgwb‡÷ªUi wn‡m‡e mevi
Av‡M †bUIqv‡K©i wdwRK¨vj wmwKDwiwUi
welqwU we‡ePbv Ki‡Z n‡e| †bUIqvK©
m¤úwK© wWfvBm Ges K¨vej¸‡jv Ggb
RvqMvq ivL‡Z n‡e hv‡Z †m¸‡jv mvaviY
BDRvi Ges ewnivMZ‡`i bR‡i bv Av‡m|
eo AvKv‡ii we‡kl K‡i e¨emvqx cÖwZôv‡b
G›UvicÖvBR 802.1X wbivcËv e¨e¯’v ¯’vcb
Kiv cÖ‡qvRb| GQvov †hme cÖwZôvb

¯úk©KvZi ev Avw_©K WvUv wb‡q
KvR K‡i Zv‡`i wm‡÷‡g 802.1X
K¬v‡q›U †mwUs Avek¨K|
Abby‡gvw`Z G‡·m c‡q›U ˆZwi
Ki‡Z cv‡i ev wm‡÷g †mwUs
cwieZ©b Ki‡Z cv‡i Ggb
BDRvi‡`i‡K cÖwZnZ Kivi Rb¨
†bUIqv‡K©i wbqwgZ mv‡f©
cÖ‡qvRb| GQvov †¶Îwe‡k‡l
†bUIqvK©‡K Av‡iv myiw¶Z Ki‡Z
Avcwb Iq¨vi‡jm BbUªykb
wcÖ‡fbkb wm‡÷g  Bb÷j Ki‡Z
cv‡ib 

wdWe¨vK :
kazisham@yahoo.com
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wPÎ 3: AirMagnet Iq¨vi‡jm BbUªykb wcÖ‡fbkb wm‡÷g 


