
dvqviIqvj kãwUi mv‡_ Avgiv Kg-
†ewk mevB cwiwPZ| GwU evB‡ii
AvµgY †_‡K GK ev GKvwaK

KgwcDUvi‡K i¶v Kivi Rb¨ nvW©Iq¨vi Avi
mdUIq¨v‡ii wgwjZ mgš‡̂q KvR K‡i| hw`I
dvqviIqv‡ji me‡P‡q †ewk e¨envi †jvKvj
Gwiqv †bUIqv‡K©i †¶‡Î, Z‡e GLb GwU
K¬v‡q›U KgwcDUv‡iI e¨envi nq| Z_¨ i¶vB
Gi g~j KvR| GB we‡kl wbivcËv e¨e¯’vq GK
†bUIqvK© †_‡K Av‡iK †bUIqv‡K© WvUv cÖevn
wbqš¿Y Kiv hvq| `yB †bUIqv‡K©i gv‡S GB
dvqviIqvj _v‡K| hv‡Z GK †bUIqvK© †_‡K
Av‡iK †bUIqv‡K© †Kv‡bv WvUv cwievwnZ n‡j
†mwU‡K Aek¨B dvqviIqvj AwZµg Ki‡Z
nq| dvqviIqvj Zvi wbqg Abymv‡i †mB WvUv
wbix¶v K‡i †`‡L, †h WvUvi IB MšÍ‡e¨ hvIqvi
AbygwZ Av‡Q| Zv bv n‡j †mwU‡K ILv‡bB
AvU‡K iv‡L ev cwiZ¨vM K‡i|

dvqviIqvjhy³ wWfvBm¸‡jv
Zzjbvg~jKfv‡e †ewk myiw¶Z| †Kbbv, †mme
wWfvB‡mi †¶‡Î dvqviIqv‡ji wbqg¸‡jvB
Avm‡j wba©viY K‡i †`q, †Kvb UªvwdK ev
WvUv¸‡jv wWfvB‡mi mv‡_ †hvMv‡hvM Ki‡Z
cvi‡e Ges †Kvb¸‡jv cvi‡e bv|
KgwcDUv‡i †h Kvi‡Y dvqviIqvj
hy³ Kiv _v‡K

†ewkifvM gvbylB GLb Zv‡`i N‡i ivDUvi
e¨envi K‡i _v‡K, hv‡Z Zviv Zv‡`i wewfbœ
wWfvB‡m B›Uvi‡bU †kqvi Ki‡Z cv‡i| hvB
†nvK, Av‡M Ggb GKUv mgq wQj hLb gvbyl
B›Uvi‡b‡U hy³ nIqvi Rb¨ Zv‡`i
wWfvBmwU‡K mivmwi B_vi‡bU K¨vej A_ev
wWwmGj g‡W‡gi mv‡_ hy³ KiZ| †h¸‡jv
B›Uvi‡b‡Ui mv‡_ mivmwi hy³, †m¸‡jvi
mvaviYZ publicly addressable IP _v‡K|
Ab¨ K_vq, †h‡Kv‡bv gvbyl B›Uvi‡bU †_‡K
IBme KgwcDUvi‡K A¨v‡·m Ki‡Z cvi‡e|
†h ai‡bi †bUIqvK© mvwf©mB Avcwb publicly
addressable IP KgwcDUv‡i e¨envi K‡ib bv
†Kb, DB‡Ûv‡Ri dvBj I wcÖ›Uvi †kqvi
mvwf©m, wi‡gvU †W¯‹Uc Ges Ab¨vb¨ wdPviÑ
GmeB Ab¨ †Kv‡bv B›Uvi‡bU e¨enviKvix
B›Uvi‡b‡Ui gva¨‡g A¨v‡·m Ki‡Z cvi‡eb|

DB‡Ûv‡Ri †¶‡Î AwiwRbvj DB‡ÛvR
G·wc‡Z weëBb dvqviIqvj wQj bv| †jvKvj
†bUIqv‡K©i wewfbœ myweavi Rb¨ ZLb DB‡ÛvR
G·wc‡Z wQj bv †Kv‡bv dvqviIqvj Ges
KgwcDUvi mivmwiB B›Uvi‡b‡Ui mv‡_ hy³
n‡Z cviZ| hvi d‡j †m mgq DB‡ÛvR G·wc
e¨enviKvix‡`i‡K eo ai‡bi wech©‡qi
gy‡LvgywL n‡Z n‡qwQj| B›Uvi‡b‡U hy³ nIqvi
K‡qK wgwb‡Ui g‡a¨B KgwcDUvi¸‡jv wewfbœ
ai‡bi g¨vjIq¨vi I fvBiv‡m AvµvšÍ n‡Z
_v‡K| hvi cwi‡cÖw¶‡Z m~Pbv nq ÔThe
Windows FirewallÕ-Gi| GwU me©cÖ_g
DB‡ÛvR G·wc mvwf©mc¨vK 2-Gi mv‡_
weëBbfv‡e wiwjR nq|

weëBb dvqviIqv‡ji gva¨‡g IBme
†bUIqvK© mvwf©m¸‡jv eÜ n‡q hvq Ges me
ai‡bi B›Uvi‡bU Kv‡bKkb wiwmf Kivi
cwie‡Z© dvqviIqvj wm‡÷g me Kv‡bKkb Wªc
Ki‡Z ïiæ K‡i, †m¸‡jv wK bv wbw`©ófv‡e
wiwmf Kivi †¶‡Î KbwdMvi Kiv _v‡K|

GwUB cieZ©x mg‡q Ab¨vb¨ B›Uvi‡bU
e¨enviKvix‡K Av‡iKR‡bi KgwcDUv‡i
Awbqwš¿Z A¨v‡·m cÖwZ‡iva Ki‡Z _v‡K| ïay
ZvB bq, Avcbvi †jvKvj †bUIqv‡K©i Ab¨vb¨
KgwcDUvi †_‡K Avmv †bUIqvK© mvwf©‡mi
A¨v‡·mI K‡›Uªvj K‡i dvqviIqvj| Gi Rb¨B
hLb Avcwb AÁvZ †Kv‡bv GKwU †bUIqv‡K©i
mv‡_ hy³ nb, GwU Avcbv‡K wR‡Ám K‡iÑ GwU
†Kvb ai‡bi †bUIqvK©? hw` Avcwb †nvg
†bUIqv‡K©i mv‡_ hy³ _v‡Kb, Zvn‡j

dvqviIqvj IBme
mvwf©‡mi Rb¨ KgwcDUvi
A¨v‡·m Kivi AbygwZ
†`‡e Ges hw` cvewjK
†bUIqv‡K©i mv‡_ hy³
_v‡Kb, Zvn‡j
dvqviIqvj IBme
mvwf©m‡K KgwcDUvi
A¨v‡·m Kivi AbygwZ
†`‡e bv|

GgbwK hw` †Kv‡bv †bUIqvK© mvwf©m
B›Uvi‡b‡Ui mv‡_ hy³ bvI _v‡K, ZviciI GwU
m¤¢e †h †mB mvwf©‡mi wb‡Ri g‡a¨B wKQy
wmwKDwiwU ÎæwU i‡q‡Q Ges G ai‡bi ÎæwUi
Rb¨ we‡klfv‡e µvd‡UW wi‡Kv‡q÷ †h‡Kv‡bv
ai‡bi AvµgYKvix‡K KgwcDUv‡i hÎZÎ
ai‡bi †KvW ivb Kiv‡Z AbygwZ †`‡e|
dvqviIqvj G ai‡bi BbKvwgs ms‡hvM¸‡jv‡K
IBme m¤¢ve¨ f½yi mvwf©m¸‡jv‡Z †cuŠQv‡bvi
nvZ †_‡K cÖwZ‡iva K‡i|
AviI dvqviIqvj dvskb

dvqviIqvj GKwU †bUIqvK© (†hgbÑ
B›Uvi‡bU) Ges KgwcDUvi (A_ev †jvKvj
†bUIqvK©) gv‡S †_‡K KgwcDUvi¸‡jv‡K
(A_ev †jvKvj †bUIqvK©) hÎZÎ A¨v‡·‡mi
nvZ †_‡K i¶v K‡i| †nvg e¨enviKvix‡`i
Rb¨ dvqviIqv‡ji cÖavb wmwKDwiwUi D‡Ïk¨
n‡”Q AcÖZ¨vwkZ BbKvwgs †bUIqvK© UªvwdK
cÖwZ‡iva Kiv| wKš‘ dvqviIqv‡ji †_‡KI
†ewk wKQy Ki‡Z m¶g| KviY, dvqviIqvj
`ywU †bUIqv‡K©i gv‡S †_‡K KvR K‡i Ges
me ai‡bi BbKvwgs I AvDU‡Mvwqs
UªvwdK¸‡jv‡K A¨vbvjvBwmm Ki‡Z cv‡i Ges

wm×všÍ wb‡Z cv‡i G‡`i mv‡_ Kx Ki‡Z n‡e|
†hgbÑ GKwU dvqviIqvj‡K Gfv‡eI
KbwdMvi Kiv hvq, †hLv‡b GwU ïay wbw`©ó
wKQy ai‡bi AvDU‡Mvwqs UªvwdK eøK K‡i
ivL‡e A_ev m‡›`nRbK UªvwdK ev
WvUv¸‡jv‡K †K‡U ev` †`‡e|

GKwU dvqviIqv‡ji wewfbœ ai‡bi wbqg
_vK‡Z cv‡i, †h¸‡jv wK bv wbw`©ó ai‡bi wKQy
WvUv UvBc evBcvm Kivi AbygwZ †`‡e A_ev
AbygwZ †`‡e bv| †hgbÑ dvqviIqvjwU‡K
Ggbfv‡eI KbwdMvi Kiv †h‡Z cv‡i, †hLv‡b
GwU ïay wbw`©ó mvf©v‡i Kv‡bKk‡bi AbygwZ
cv‡e I Ab¨vb¨ Kv‡bKkb wi‡Kv‡q÷ Wªc
Ki‡e|

gRvi welq n‡”Q, dvqviIqvj †h‡Kv‡bv
wKQy n‡Z cv‡i| n‡Z cv‡i Avcbvi j¨vcU‡c

ivb n‡Z _vKv †QvU GKwU
mdUIq¨vi, †hgbÑ
DB‡ÛvR dvqviIqvj,
Avevi n‡Z cv‡i
†WwW‡K‡UW nvW©Iq¨vi
dvqviIqvj (K‡c©v‡iU
†bUIqv‡K©i †¶‡Î)| G
ai‡bi K‡c©v‡iU
dvqviIqvj AvDU‡Mvwqs
me UªvwdK A¨vbvjvBwmm

Ki‡Z cv‡i, hv‡Z †bUIqv‡K©i gva¨‡g †Kv‡bv
ai‡bi g¨vjIq¨vi †hvMv‡hvM Ki‡Z bv cv‡i|
GQvov Kg©x‡`i Rb¨ eivÏ †bUIqvK© gwbUi I
UªvwdK wdëvi Kivi Rb¨I GwU e¨envi Kiv
nq| †hgbÑ dvqviIqvj‡K Ggbfv‡eI
KbwdMvi Kiv †h‡Z cv‡i, hv‡Z ïay B›Uvi‡bU
eªvDR Kiv hv‡e, WvDb‡jvW Kiv hv‡e bv
B›Uvi‡bU A¨vwcø‡Kkb|

ivDUv‡ii NAT (Network Address
Translation) wdPv‡ii Kvi‡Y GwU Avm‡j
nvW©Iq¨vi dvqviIqvj wn‡m‡e KvR K‡i Ges
AcÖZ¨vwkZ †Kv‡bv †bUIqvK©‡K Avcbvi
KgwcDUvi ev Ab¨ †Kv‡bv wWfvB‡m (hv Avcbvi
ivDUv‡ii mv‡_ hy³) †cuŠQv‡Z †`q bv|

GQvov wewfbœ ai‡bi Acv‡iwUs wm‡÷g I
ivDUv‡i Access Control List-Gi gva¨‡g
dvqviIqvj KbwdMvi Kiv nq| g~jZ GB
e¨e¯’vi gva¨‡g wewfbœ AvBwc A¨v‡Wªm I †cvU©
b¤î‡K cÖ‡e‡ki AwaKvi †`qv nq ev cÖ‡e‡ki
AwaKvi †iva Kiv nq|  

Avgiv B”Qv Ki‡j wb‡Ri KgwcDUvi ev
†bUIqvK© wWfvB‡m wb‡R‡`i g‡Zv K‡i
dvqviIqvj KbwdMvi K‡i wb‡Z cvwi 
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