
KgwcDwUvi RMr-Gi wbqwgZ wefvM
e¨enviKvixi cvZvi AvM÷ 2015 msL¨vq
j¨vcUc cwiPh©vi MvBWjvBb Zz‡j aiv

nq| GiB avivevwnKZvq Gev‡ii msL¨vq
e¨enviKvixi cvZvq Dc¯’vcb Kiv n‡q‡Q
j¨vcUc wbivcËv weav‡bi K‡qKwU avc| 

aiæb, AvMvgxKvj mKv‡j j¨vcUc Pvjy K‡i
†`L‡jb Avcbvi KgwcDUviwU fvBivm AvµvšÍ
n‡q‡Q Ges me dvBj Mv‡qe n‡q †M‡Q| †hLv‡b
i‡q‡Q Avcbvi cvwievwiK Qwemn Ab¨vb¨ Qwe,
AbjvB‡bi cvmIqv‡W©i †¯úªWwkU cÖf…wZÑ Zvn‡j
†Kgb n‡e? ZvQvov e¨emvwqK Kv‡R hviv j¨vcUc
wb‡q Pjv‡div K‡ib, Zviv me mgq gvivZ¥K
wbivcËv SuzwKi g‡a¨ _v‡Kb| †Kbbv,
AmveavbekZ j¨vcUcwU nvwi‡q †h‡Z cv‡i ev
Pzwi n‡q †h‡Z cv‡i| Gi d‡j Avcwb †h ïay
Avw_©Kfv‡e ÿwZMȪ Í n‡eb Zv bq, e¨vsK
A¨vKvD›U bšî, †µwWU KvW© b¤îmn †Mvcbxq I
¸iæZ¡c~Y© Z_¨ nvwi‡q †h‡Z cv‡I, hv Avcbvi Rb¨
gvivZ¥K ÿwZi KviY n‡q `uvov‡Z cv‡i| Avcbvi
¸iæZ¡c~Y© I †Mvcbxq me Z_¨ P‡j †h‡Z cv‡i
n¨vKvi ev Acivax‡`i bvMv‡j, hw` bv j¨vcUcwU
KwVb cvmIqvW© w`‡q myiÿvi e¨e¯’v Kiv nq|
†Kbbv, KwVb cvmIqvW© ev mỳ „p cÖwZ‡ivag~jK
e¨e¯’v bv _vKvq n¨vKv‡iiv Lye mn‡R Avcbvi
KgwcDUv‡i A¨v‡·m K‡i cy‡iv wm‡÷‡gi wbqš¿Y
wb‡Z †hgb cvi‡e, †Zgwb nvwZ‡q wb‡Z cvi‡e
Avcbvi ¸iæZ¡c~Y© Z_¨| myZivs Ggb AbvKvw•ÿZ
Ae¯’v Z_v ûgwK †_‡K wb‡R‡K Ges wb‡Ri
cÖwZôvb‡K myiwÿZ Ki‡Z wb‡P ewY©Z
†KŠkj¸‡jv Aej¤b̂ Ki‡Z n‡e|

cvmIqvW© cÖ‡UKkb
Avcbvi KgwcDUv‡i hv‡Z †KD

AbvKvw•ÿZfv‡e A¨v‡·m Ki‡Z bv cv‡i,
†mRb¨ cÖ_g I cÖavb KvR n‡jv cÖwZiÿvg~jK
e¨e¯’v †bqv| myZivs cÖ_g cÖkœ n‡jv Kx K‡i
kw³kvjx cvmIqvW© †`qv hvq? G †ÿ‡Î cÖ_g
jÿYxq welq n‡jv cvmIqv‡W©i †js_, hv
†Kv‡bv Ae¯’v‡ZB 8 K¨v‡i±v‡ii Kg nIqv
DwPZ bq Ges †hLv‡b _vK‡e wewfbœ ai‡bi
†jUvi, bv¤v̂i, †¯úkvj K¨v‡i±vi I wm¤ĵ|
cvmIqv‡W© s †evSv‡Z $ wPý Ges! †evSv‡Z i
e¨envi Kiv †_‡K weiZ _vKv DwPZ| †Kbbv,
n¨vKv‡iiv GLb †Kv‡bv cvmIqvW© µ¨vK Ki‡Z
Gme wPý‡K h‡_ó ¸iæZ¡mnKv‡i wb‡q _v‡K|

cvmIqvW© wn‡m‡e KLbB wb‡Ri bvg,
wb‡Ri cÖwZôv‡bi bvg, BDRvi †bg, Rb¥w`b
BZ¨vw` e¨envi Kiv DwPZ bq| †Kbbv G¸‡jv

e¨vcKfv‡e e¨envi n‡q _v‡K Ges Lye mn‡RB
Aby‡gq| Avcbvi wcÖq Mv‡bi ev gywfi QÙbvg
e¨envi Ki‡Z cv‡ib|

dvqviIqvj
dvqvIqvj `yB ai‡bi| nvW©Iq¨vi

dvqviIqvj I mdUIq¨vi dvqviIqvj|
ivDUvi KvR K‡i nvW©Iq¨vi dvqviIqvj
wn‡m‡e, cÿvšÍ‡i DB‡ÛvR m¤ú„³ K‡i‡Q
GKwU mdUIq¨vi dvqviIqvj| GQvov wKQz
_vW© cvwU© dvqviIqvj Av‡Q, †h¸‡jv
KgwcDUv‡i Bb÷j K‡i wb‡Z cv‡ib|
dvqviIqvj Avcbvi KgwcDUv‡i n¨vKvi,

fvBivm, Iqvg©mn A‰ea AbycÖ‡ekKvixi
weiæ‡× cÖwZ‡iva M‡o †Zv‡j, hv‡Z
AbvKvw•ÿZfv‡e †KD wm‡÷‡g A¨v‡·m
Ki‡Z bv cv‡i| ivDUv‡i dvqviIqvj weëBb
n‡jI †bUIqvK© †_ª‡Wi weiæ‡× wbivcËv
weav‡bi Rb¨ Avcbv‡K wbwðZ Ki‡Z n‡e
KgwcDUv‡ii dvqviIqvj †hb mwµq _v‡K|

Bb÷j Kiæb A¨vw›UfvBivm
A¨vw›UfvBivm, A¨vw›Ug¨vjIq¨vi,

A¨vw›U¯úvBIq¨vi I A¨vW-eøwKs mdUIq¨vi
BZ¨vw` Avcbvi KgwcDUvi‡K mvBevi
wmwKDwiwU †_ªW †hgb g¨vjIq¨vi, Iqvg©,
†UªvRvb nm© I n¨vKvi †_‡K iÿv cvIqvi Rb¨
mnvqZv Ki‡e| †ek wKQz A¨vw›UfvBivm

c¨v‡K‡R m¤ú„³ i‡q‡Q g¨vjIq¨vi I
¯úvBIq¨vi cÖ‡UKkb, Z‡e A¨vW-eøKvi
ˆewkó¨m~PKfv‡e Avjv`vfv‡e WvDb‡jvW nq|
A¨vW-eøKvi mdUIq¨vi ¸iæZ¡c~Y©, †Kbbv GwU
g¨vjIq¨v‡ii weiæ‡× cÖwZ‡iva M‡o †Zv‡j (fzqv
g¨vjIq¨vi AbjvBb A¨vWfviUvBR‡g›U), hv
Avcbvi KgwcDUvi‡KI AvµvšÍ Ki‡Z cv‡i|

wbqwgZ Avc‡WU Kiv
KgwcDUv‡i fvBivm cÖ‡UKkb mdUIq¨vi

Bb÷j Kivi ci Avcbvi cÖavb KvR n‡e
KgwcDUv‡ii Ab¨vb¨ Dcv`v‡bi g‡Zv
A¨vw›UfvBivm mdUIq¨v‡ii cwiPh©v Kiv, Z_v
wbqwgZfv‡e Avc‡WU ivLv| GRb¨ gv‡S-g‡a¨
Avc‡W‡Ui Rb¨ †PK Kiv DwPZ| Z‡e
†ewkifvM wm‡÷g Avcbv‡K mZK© K‡i †`‡e,
hLbB †Kv‡bv Avc‡WU A¨v‡fB‡j‡ej n‡e| me
ai‡bi mdUIq¨vi ev A¨vwcø‡Kk‡bi Rb¨
Avc‡WU LyeB ¸iæZ¡c~Y©| †Kbbv, wKQz wKQz
Avc‡WU Av‡Mi ARvbv mvBevi wmwKDwiwU
†_ª‡Wi cÖwZKvi wn‡m‡e KvR K‡i| Z‡e A‡bK
e¨enviKvix Av‡Qb, hviv wbqwgZfv‡e
mdUIq¨vi ev A¨vwcø‡Kkb Avc‡WU Kiv‡K
weiw³Ki KvR g‡b K‡ib Ges Avc‡WU Kiv
†_‡K weiZ _v‡Kb| Gi d‡j Zv‡`i wm‡÷gwU
memgq g¨vjIq¨vi, fvBivm I n¨vKv‡ii
Uv‡M©‡U cwiYZ nq| myZivs wm‡÷g‡K memgq
wbqwgZfv‡e Avc‡WU ivLv DwPZ|

cvewjK IqvBdvB Gwo‡q Pjv
j¨vcUc wmwKDwiwU

†_ª‡Wi g‡a¨ Ab¨Zg
n‡jv cvewjK
IqvBdvB| Awbivc`
cvewjK IqvBdvB
nU¯úU n¨vKvi‡`i
my‡hvM K‡i †`q Avcbvi
Kvh©Kjv‡ci Ici

†Mv‡q›`vwMwi Kivi| n¨vKvi‡`i‡K my‡hvM K‡i
†`q Avcbvi Z‡_¨ A¨v‡·‡mi| ïay ZvB bq,
Avcbvi Z_¨‡K gwWdvB ev wWwjUI K‡i
†dj‡Z cv‡i| G welqwU Zv‡`i Rb¨
we‡klfv‡e m¤úK©hy³, hviv cvewjK IqvBdvB
nU¯úU †_‡K cv‡m©vbvj A¨vKvD‡›U A¨v‡·m
K‡ib ev AbjvBb e¨vsK e¨envi K‡ib|
myZivs cvewjK IqvBdvB‡q KLbB hy³ nIqv
DwPZ bq| Avcbvi †nvg I weR‡bm B›Uvi‡bU
Kv‡bKkb hv‡Z me mgq cvmIqvW© †cÖv‡U‡±W
_v‡K Zv wbwðZ Kiæb|

e¨vKAvc ivLv
Dc‡i DwjøwLZ cÖwZwU †KŠkjB Avcbvi

j¨vcU‡ci Z_¨ wbivc` ivL‡Z mnvqK f~wgKv
cvjb Ki‡e| ev¯Í‡e †Kv‡bv wKQzB Avcbv‡K
cy‡ivcywi wbivcËv w`‡Z cvi‡e bv| ZvB
¸iæZ¡c~Y© I ms‡e`bkxj WKz‡g›U¸‡jvi
e¨vKAvc GKwU BDGmwe G·Uvibvj
nvW©WªvB‡f †bqv DwPZ| †Kbbv, ˆ`e †Kv‡bv
`yN©Ubvq Avcbvi WvUv nvwi‡q †M‡j GB
e¨vKAvcB n‡e iÿvKeP|
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e¨enviKvixi cvZv

wmwW ev BDGmwe †_‡K eyU wWR¨vej Kiv
wd« wi‡mwUs †cÖvMÖvg †hgb Pogostick ev

Ophcrack e¨envi K‡i mn‡R GKwU
A¨vKvD›U cvmIqvW© cwieZ©b ev AcmviY
Ki‡Z cvi‡eb| Z‡e Gme †cÖvMÖvg ivb Ki‡Z
PvB‡j KgwcDUvi‡K eyU Kiv‡Z n‡e wmwW ev
BDGmwe w÷K †_‡K| Avcwb Lye mn‡RB
j¨vcU‡ci wmwKDwiwU evov‡Z cvi‡eb wmwW ev
BDGmwe w÷K cÖf…wZ wWfvBm †_‡K j¨vcUc
eywUs myweav‡K wWR¨vej Kivi gva¨‡g| G
KvRwU Ki‡Z cvi‡eb Avcbvi j¨vcU‡ci
†ewmK BbcyU/AvDUcyU wm‡÷‡gi (BIOS)
†mwUs cwieZ©b K‡i| ev‡qvm n‡jv †gwkb‡K
K‡›Uªvj Kivi Rb¨ †R‡bwiK †KvW msewjZ
weëBb mdUIq¨vi, †hLv‡b mn‡R A¨v‡·m
Kiv hvq KgwcDUv‡ii myBP Ab Kivi mv‡_
F1, F4, F10 ev Del Kx †P‡c|

G †mwUs †KD IfviivBU Ki‡e bv Zv
wbwðZ Kiæb| ev‡qvm‡K cvmIqvW© †cÖv‡U±
Kiæb hv‡Z cvmIqvW© G›Uvi Kiv Qvov †Kv‡bv
cwieZ©b Kiv m¤¢e bv nq| GwUI ev‡qvm
†mwUs‡q KbwdMvi Kiv hvq|

nvW©WªvBf GbwµÞ Kiv
Avcbvi j¨vcUcwU Pzwi n‡q †M‡j ev

nvwi‡q †M‡j Avcbvi Rb¨ Kivi wKQzB _v‡K
bv, hv cÖ‡qvM K‡i †Pvi‡K wbe„Z Ki‡Z
cvi‡eb, hv‡Z †m
Avcbvi nvW©WªvBf
†_‡K †Kv‡bv Z_¨
AcmviY Ki‡Z
cvi‡e bv Ges GwU‡K
Ab¨ Av‡iKwU
KgwcDUv‡ii mv‡_
hy³ Ki‡Z cvi‡e bv|
G KvR K‡i †h‡Kv‡bv
A¨vKvD›U cvmIqvW©
cÖ‡UKkb evBcvm
Kiæb Ges Avcbvi
WvUvq mn‡R A¨v‡·m
Kivi Rb¨ Aby‡gv`b
w`b|

G †ÿ‡Î GwU‡K
cÖwZnZ Kivi †miv Dcvq n‡jv Avcbvi
j¨vcU‡ci nvW©WªvBf‡K GbwµÞ Kiv|
GbwµÞ Kiv nvW©WªvB‡f ïay ZLbB A¨v‡·m
Kiv hv‡e hLb Avcbv‡K GbwµÞkb Kx †`qv

n‡e| mvaviYZ GwU nq GKwU wcb (PIN)
di‡g cvmIqvW© A_ev Kx msewjZ BDGmwe
w÷K XzwK‡q|

Avcwb B‡”Q Ki‡j m¤ú~Y© WªvBf‡K GbwµÞ
Ki‡Z cvi‡eb weUjKvi bv‡g GKwU GbwµÞkb
BDwUwjwU e¨envi K‡i| GB UzjwU DB‡Ûv‡Ri
K‡qKwU fvm©‡bi †hgb DB‡ÛvR wf¯Ív, DB‡ÛvR
7 I DB‡ÛvR 8 Dc‡hvMx| GQvov weKí wn‡m‡e
UªywµÞ bv‡g I‡cb‡mvm©wfwËK Av‡iKwU
Gbwµckb Uzj i‡q‡Q, hv DB‡ÛvR G·wc,
wjbAv· Ges IGmG‡· KvR Ki‡e|

fvPz©qvj cÖvB‡fU †bUIqvK© e¨envi Kiv
wegvbe›`i, m‡¤§jb Kÿ, †nv‡Uj iæg

BZ¨vw`‡Z Advi Kiv A¨v‡·m‡hvM¨ †bUIqvK©
j¨vcUc e¨enviKvix‡`i Rb¨ we‡klfv‡e
wbivcËv SuzwK‡Z _v‡K| †Kbbv, n¨vKv‡iiv
mvaviYZ wd« †cÖvMÖvg‡K cuywR K‡i GKB
†bUIqv‡K© hy³ nq| †hgb †KBb A¨vÛ A¨v‡ej
(Cain and Abel), Iq¨vinvK© (Wireshark) ev
BUviK¨vc (Ettercap) Ges †Mvc‡b B-†gB‡j
DuwKSzuwK gv‡i A_ev cvmIqvW© Kwc K‡i
†h‡nZz WvUv †bUIqvK© AwZµg K‡i hvq|

Avcbvi KgwcDUvi I Awdm †bUIqv‡K©i
ga¨ w`‡q WvUv UªvbwRU Kivi mgq Ab¨
†bUIqvK© e¨enviKvix‡`i B›Uvi‡mckb †_‡K
WvUvi myiÿvi †miv Dcvq n‡jv †Kv¤úvwbi
fvPz©qvj cÖvB‡fU †bUIqvK© Z_v wfwcGb
e¨envi K‡i GbwµÞ Kiv| 

hw` †Kv¤úvwbi wfwcG‡b A¨v‡·‡mi myweav
bv _v‡K Zvn‡j mvwf©m †cÖvfvBWv‡iiv GwU
e¨envi Ki‡Z cv‡ib| †hgb w÷ªgfvqv
(StreamVia) ev ÷ªswfwcGb (StrongVPN)|
GwU wbwðZ K‡i Avcbvi WvUv Gbwµc‡UW I
cvewjK †jvKvj †bUIqv‡K©i Ab¨
e¨enviKvix‡`i KvQ †_‡K wbivc`|

wmwKDi B-†gBj e¨envi Kiv
wfwcGb ms‡hvM KvR Ki‡Q Zv cÖgvY Kiv

KLbI KLbI KwVb
n‡q c‡o| myZivs
KbwdMvi Kiv
†h‡Kv‡bv B-†gBj
†cÖvMÖvg, I‡qe‡gBj
wm‡÷g ev
K¬vDWwfwËK B-†gBj
mvwf©m hv‡Z wmwKDi
m‡KU †jqvi (SSL)
ev UªvÝ‡cvU© †jqvi
wmwKDwiwU (TLS)
e¨envi K‡i Zv
wbwðZ Kiv
wePÿYZvi cwiPvqK|
GwU wbwðZ K‡i
Avcbvi BDRvi †bg

I cvmIqvW© Ges B-†gBj Kb‡U›U DfqB
Gbwµc‡UW _v‡K, †h‡nZz G¸‡jv B›Uvi‡bU
Ry‡o Ny‡i †eovq|

I‡qe‡gBj mvwf©m †hgb wR-†gBj I

K¬vDWwfwËK mvwf©m †hgb gvB‡µvmd‡Ui
Awdm 365 (Office 365) evBwWdë Gfv‡eB
KbwdMvi Kiv _v‡K| Z‡e wewfbœ B›Uvi‡bU
mvwf©m †cÖvfvBWv‡ii gva¨‡g Advi Kiv †gBj
bq|
Ab¨vb¨ e¨enviKvixi KvQ †_‡K
wb‡R‡K iÿv Kiv

GKB weR‡bm †m›Uvi ev †nv‡Uj
†bUIqv‡K©i mv‡_ mshy³ Ab¨vb¨ g¨vwjkvm
e¨enviKvixi weiæ‡× evowZ cÖ‡UKk‡bi Rb¨
Avcbvi j¨vcUc‡K Uªvej ivDUv‡ii gva¨‡g
hy³ Kiæb, hv B_vi‡bU R¨v‡K cø̈vM Kiv nq|

Uªvej ivDUvi †hgb TP-Link TL-WR702N
KvR K‡i LyeB Kvh©Ki nvW©Iq¨vi dvqviIqvj
wn‡m‡e, hv Avcbvi KgwcDUvi‡K †bUIqv‡K©i
Ab¨vb¨ e¨enviKvixi KvQ †_‡K Avjv`v K‡i
ivL‡Z mnvqZv K‡i| jÿYxq, †ewkifvM
KgwcDUv‡i Bb÷j Kiv _v‡K mdUIq¨vi
dvqviIqvj †cÖvMÖvg| Z‡e GB mdUIq¨vi
dvqviIqvj fvBivm I Ab¨vb¨ g¨vwjkvm
mdUIq¨v‡ii gva¨‡g wWR¨vej n‡Z cv‡i| 

fjwbqv‡iwewjwU †PK Kiv
åg‡Yi mgq hLb Avcbvi j¨vcUc‡K

B›Uvi‡b‡Ui mv‡_ hy³ Kiv n‡e, ZLb Avcwb
m¤¢eZ †Kv‡bv wmwKDwiwU wm‡÷‡gi gva¨‡g
myiwÿZ _vK‡eb bv, hv Avcbvi †Kv¤úvwb ÿwZKi
B-†gBj ev ÿwZKi I‡qemvBU wdëv‡ii Rb¨
e¨envi K‡i _v‡K| Gi d‡j n¨vKv‡iiv
KgwcDUv‡ii fjwbqv‡iwewjwU‡K Kv‡R jvwM‡q
Avcbvi wm‡÷g‡K g¨vjIq¨v‡i AvµvšÍ K‡i|
Gfv‡e AvµvšÍ nIqvi m¤¢vebv‡K Kgv‡bvi Rb¨
Avcbvi KgwcDUv‡ii Acv‡iwUs Ges Ab¨vb¨
mdUIq¨vi me‡kl wmwKDwiwU c¨vP w`‡q
Avc‡W‡UW wK bv Zv †PK K‡i †`Lv DwPZ| 

wmwKDwiwU †Kv¤úvwb †Kvqvwjm (Qualys)
eªvDRvi‡PK (BrowserCheck) bv‡g GK wd«
mvwf©m Advi K‡i, hv Avcbvi KgwcDUvi‡K
¯‹¨vb I †h‡Kv‡bv mdUIq¨v‡ii Avc‡WU wj¼
†`q, hv GwU Rvbv wmwKDwiwU fjwbqv‡iwewjwUi
mv‡_ Lyu‡R cvq| 

jK Kiv
m¤¢eZ me‡P‡q ¸iæZ¡c~Y© Dc‡`k¸‡jvi

g‡a¨ Ab¨Zg cÖavb †hwU my‡hvM mÜvbx †Pv‡ii
j¨vcU‡ci mv‡_ Z_¨ nvwZ‡q †bqvi KvR‡K
KwVb K‡i †Zv‡j, Zv Avgiv mvaviYZ mPivPi
Gwi‡q hvB|

G KvR Kivi mnR Dcvq n‡jv Kensington
lock e¨envi Kiv| GwU GKwU avZe K¨vej, hv
†Kv‡bv Ae‡R‡±i duvm wn‡m‡e KvR K‡i| GwU
†h‡Kv‡bv j¨vcU‡ci mv‡_ hy³ _v‡K, †hLv‡b
†Kbwms‡Uvb ¯øU mw¾Z _v‡K|

Aek¨ †Kbwms‡Uvb jK wbwðZfv‡e
m¤ú~Y©iƒ‡c j¨vcU‡ci wbivcËv w`‡Z cv‡i bv|
†Kbbv, K¨vej wn‡m‡e GwU Lye mn‡RB  †K‡U
†djv hvq ev j¨vcUc †_‡K wew”Qbœ Kiv hvq 

wdWe¨vK : mahmood_sw@yahoo.com
KR
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