
hw` Avcwb bZzb  bZzb A¨vc Ges AbjvBb
mvwf©‡mi K_v wPšÍv K‡i _v‡Kb, Zvn‡j
¯v̂fvweKfv‡e IBme A¨vc Ges mvwf©‡mi

A¨v‡·‡mi Rb¨ Avcbv‡K ewa©Z nv‡i
A¨vwKDgy‡jU Ki‡Z n‡Z cv‡i cvmIqv‡W©i
wekvj wj÷| cÖwZw`b jMB‡bi mgq cvmIqvW©
e¨envi Ki‡Z nq| wKš‘ me jMBb cvmIqvW©
g‡b ivLv †ek KwVb| ZvB A‡b‡KB cvmIqvW©
g‡b ivLvi Sv‡g‡jv Gov‡bvi Rb¨B me †ÿ‡Î
GKB cvmIqvW© evievi e¨envi K‡i _v‡Kb|
Z‡e GwU m¤¢eZ me‡P‡q ev‡R aviYvi GKwU|
GKB cvmIqvW© evievi e¨envi Kivi A_©
Awbivc` cvmIqvW© e¨envi Kiv| GgbwK
B›Uvi‡bU e¨enviKvixivI e¨vcK-we¯Í…Z
cÖvB‡fwmmswkøó wg_ Ges fzj aviYvi wkKvi|
g‡b ivLvi myweav‡_© RbwcÖq K‡qKwU
cvmIqv‡W©i (Ô123456Õ, ÔpasswordÕ, ÔqwertyÕ)
D`vniY †`qv n‡jv| G ai‡bi cvmIqvW© LyeB
`ye©j cÖK…wZi nIqvq e¨envi Kiv LyeB SzuwKc~Y©
Ges e¨enviKvixiv Lye mn‡RB n¨vKv‡ii
wkKv‡i cwiYZ nb| ZvB G ai‡bi Vzb‡Kv
cvmIqvW© e¨env‡ii †ÿ‡Î e¨enviKvix‡`i‡K
Aek¨B †ek m‡PZb n‡Z n‡e Zv‡`i cÖvB‡fwm
iÿvi e¨vcv‡i| G †ÿ‡Î Ab¨Zg †miv Dcvq
n‡jv cvmIqvW© g¨v‡bRvi e¨envi Kiv|

cvmIqvW© g¨v‡bRvi Avcbv‡K mnvqZv
Ki‡e kw³kvjx, Aby‡gq ev Abygvb Kiv hvq
bv Ggb cvmIqvW© ˆZwi Kivi †ÿ‡Î, hv
Avcbvi e¨envi Kiv cÖwZwU mvBU ev
mvwf©‡mi Rb¨ BDwbK Ges jMBb Kivi Rb¨
g‡b ivL‡Z †Zgb †eMI †c‡Z nq bv| 

cvmIqvW© g¨v‡bRvi Kx?
mnR K_vq ejv hvq, cvmIqvW© g¨v‡bRvi

n‡jv GKwU mdUIq¨v‡ii Askwe‡kl, hv
†Rbv‡iU K‡i GKwU kw³kvjx cvmIqvW©,
IBme cvmIqvW© †÷vi K‡i Ges Avcbvi
g‡b ivLvi myweav‡_© cvmIqv‡W©i msL¨v Kwg‡q
GKwU‡Z wb‡q Av‡m| cvmIqvW© g¨v‡bRvi
AvbjK Kivi Rb¨ Avcbvi `iKvi GKwU|
cvmIqvW© g¨v‡bRvi e¨envi Kiv ïay
myweavRbKB bq, eis we‡ePbv Kiv hvq
Ôgood online hygieneÕ-Gi GKwU ALÐ
Ask| †h‡nZz cvmIqvW© g¨v‡bRvi Avcbvi
Rb¨ †Rbv‡iU Ges †mf K‡i wbivc` Z_v
wmwKDi cvmIqvW©| ZvB cvmIqvW© m¤ú‡K©
Avcbv‡K †h wel‡q m‡PZb _vK‡Z n‡e, Zv
n‡jvÑ cvmIqvW© g¨v‡bRv‡ii AvbjK
A¨v‡·‡mi e¨vcv‡i| memgq wbivc` Ges
kw³kvjx cvmIqvW© e¨envi Kivi welqwU
Avcbv‡K Aek¨B wbwðZ Ki‡Z n‡e| 

w` wbDBqK© UvBg‡mi J.D. Biersdorfer-
Gi wi‡cvU© Abyhvqx †ewkifvM cvmIqvW©
g¨v‡bRvi cÖvq GKBfv‡e KvR K‡i _v‡K|
cvmIqvW© g¨v‡bRvi Avcbv‡K cÖ¤úU Ki‡e
†cÖvMÖv‡gi Rb¨ GKwU gv÷vi cvmIqvW© ˆZwi
Ki‡Z Ges AbjvB‡b Avcbvi e¨envi Kiv
wewfbœ A¨vKvD‡›Ui  WvUv‡e‡Ri Rb¨ BDRvi

†bg Ges cvmIqvW© hy³ Ki‡Z| †mUAvc
cÖ‡m‡mi mgq Avcbvi me jMBb Luy‡R †c‡Z
Ges WvUv‡e‡R hy³ Ki‡Z wKQz wKQz †cÖvMÖvg
Avcbv‡K mnvqZv Ki‡e| Gi d‡j cieZ©x
mgq hLb Avcwb GKwU mvB‡U wfwRU
Ki‡eb, ZLb GB jMBb Z_¨ Avcbvi
`iKvi n‡e| G mgq Avcbvi gv÷vi
cvmIqvW© G›Uvi Ki‡j †cÖvMÖv‡gi WvUv‡e‡R

Lyu‡R †`L‡e Ges mwVK BDRvi‡bg Ges
cvmIqvW© c~Y© Ki‡e jMBb Kivi Rb¨|
†Kvb cvmIqvW© g¨v‡bRvi e¨envi
Kiv DwPZ?

hw` GKevi cvmIqvW© g¨v‡bRvi e¨env‡i
AvMÖnx nb, Zvn‡j Avcbvi cÖ_g KvR n‡e
wewfbœ cvmIqvW© g¨v‡bRv‡ii Ackb¸‡jv
fv‡jv K‡i †R‡b wb‡q †KvbwU Avcbvi Rb¨
Dc‡hvMx Zv wba©viY K‡i e¨envi Kiv|
eZ©gv‡b cÖPzi cvmIqvW© g¨v‡bRvi i‡q‡Q,
hvi †ewkifvMB AbjvBb Kvh©Kjvc‡K Lye
mn‡RB PgrKvifv‡e wbqš¿Y Ki‡Z cv‡i|
wb‡P K‡qKwU †miv cvmIqvW© g¨v‡bRv‡ii
ˆewkó¨ Zz‡j aiv n‡q‡Q|

jv÷cvm
jv÷cvm (LastPass) n‡jv Ggb GKwU

myweavRbK cvmIqvW© g¨v‡bRvi, hv Avcbvi
me jMBb Z_¨ wbivc` iv‡L †Kv‡bv ai‡bi
g‡b ivLvi Sv‡gjv QvovB| jv÷cvm †µvg,
dvqvid·, B›Uvi‡bU G·‡cøvivi, mvdvwimn
eªvDRv‡ii mv‡_ mgwšẐ n‡q KvR Ki‡Z
cv‡i| jv÷cvm GKwU RbwcÖq wd« Ackb|
cvmIqvW© g¨v‡bRvi jv÷cvm Avcbvi
KgwcDUvi Ges A¨vÛªwqW A_ev AvBIGm
Dfq wWfvB‡m KvR Ki‡Z cv‡i| hw`
Avcbvi †W¯‹Uc Ges †gvevBj wWfvB‡mi
g‡a¨ cvmIqvW© wm¼ Ki‡Z Pvb, Zvn‡j cÖwZ
gv‡m 1 Wjvi K‡i A_© LiP Ki‡Z n‡e|
jv÷cvm ¯q̂swµqfv‡e Avcbvi wfwRU Kiv
mvB‡Ui cvmIqv‡W©i RvqMv K‡i †b‡e Ges
†hLv‡b _vK‡e GKwU cvmIqvW© †Rbv‡iUi|

GwU ˆZwi Ki‡e GKwU kw³kvjx cvmIqvW©,
hv Avcbvi Rb¨ g‡b ivL‡e| GwU Avcbvi
†÷vi Kiv cvmIqvW© cy•Lvbycy•Lfv‡e cixÿv
Ki‡e Ges †Kv‡bv Wzwcø‡KU Luy‡R †c‡j
Avcbv‡K Rvwb‡q †`‡e A_ev cyi‡bv
cvmIqvW© cwieZ©‡bi mgq n‡q G‡j Zv
wba©viY Ki‡e| jÿYxq, cvmIqvW© g¨v‡bRvi
jv÷cvm 2015 mv‡j n¨vK nq| hw`I

†Kv¤úvwb Lye `ªæZ Kvh©Ki e¨e¯’v †bqvq
†ewkifvM BDRviB myiwÿZ wQ‡jb|

W¨vk‡jb
W¨vk‡jb (Dashlane) n‡jv †W¯‹Uc Ges

†gvevBj wWfvB‡mi Rb¨ Av‡iKwU wd«
cvmIqvW© g¨v‡bRvi| W¨vk‡jb cvmIqvW©
g¨v‡bRvi cvmIqvW©‡K memgq Uª̈vK K‡i Ges
cÖ_g †_‡KB †m¸‡jv wbivc` iv‡L| G Uzj
¯q̂swµqfv‡e cvmIqvW© †µvg A_ev †Kv‡bv
eªvDRvi †_‡K Avcbvi wbivc` cvmIqvW©

†fv‡ë B‡¤úvU© K‡i| †mf K‡i †h‡Kv‡bv
wgwks cvmIqvW© Avcbvi eªvDRvi wn‡m‡e|
Avcbvi eªvDRv‡ii g‡a¨B m„wó K‡i bZzb
cvmIqvW©| hLb I‡qemvB‡U dvUj aiv c‡o,
ZLb ¯q̂s W¨vk‡jb kw³kvjx cvmIqvW© ˆZwi
Kivi cvkvcvwk †m¸‡jv †mf K‡i, AbjvBb
dig A‡Uvwdj Kivi mv‡_ mv‡_ Avcbvi
cv‡m©vbvj Z_¨ †mf K‡i| Avcwb wd«‡Z
gvwëcj wWfvB‡m W¨vk‡jb cvmIqvW©
g¨v‡bRvi‡K Bb÷j Ki‡Z cvi‡eb| IBme
wWfvBmRy‡o WvUv‡K hw` wm¼ Ki‡Z Pvb,
Zvn‡j cÖwZgv‡m Avcbv‡K 3 Wjvi K‡i w`‡Z
n‡e| W¨vk‡jb‡K cQ›` Kivi Av‡iKwU KviY
n‡jv Gi wWwRUvj Iqv‡jU wdPvi, hv Lye
mn‡RB Avcbvi e¨vsK A¨vKvD›U Z_¨ †÷vi
K‡i| Z‡e wbivc` iv‡L AbjvBb kwcs Ges
Gbvej K‡i Avcbvi †Kbv c‡Y¨i iwm`
K¨vcPvi I †mf K‡i| jÿYxq, W¨vk‡jb
gv÷vi cvmIqvW© ev cvmIqvW© wn›Um †÷vi
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e¨enviKvixi cvZv

†miv K‡qKwU cvmIqvW© g¨v‡bRvi

jv÷cv‡mi g~j B›Uvi‡dm

Zvmbxg gvn&gỳ

W¨vk‡j‡bi g~j B›Uvi‡dm



e¨enviKvixi cvZv
K‡i bv, hv fjwbqvwiwewjwUi weiæ‡× cÖwZ‡iva
M‡o  †Zv‡j, hv jv÷cv‡mi mvi‡dm wn‡m‡e
KvR K‡i|

KxcvmG·
KxcvmG· (KeePassX) n‡jv

e¨enviKvixi‡`i Rb¨ Ggb GK A¨vwcø‡Kkb,
hvi wbivc` cv‡m©vbvj WvUv g¨v‡bR‡g‡›Ui
Pvwn`v A‡bK †ewk| Gi B›Uvi‡dmwU †ek
mnR Ges µk cøvUdigwfwËK, hv cvewjk
Kiv nq GNU General Public License-Gi
AšÍM©Z| GwU GKwU I‡cb‡mvm© cvmIqvW©
g¨v‡bRvi, hv e¨enviKvix‡`i g‡b †ek ¯ŵ¯Í
†`‡e| †Kbbv, Gi †mvm© †KvW Db¥y³ K‡i
†`q ¯v̂axb M‡elK‡`i Rb¨, hv‡Z Zviv
cy•Lvbycy•Lfv‡e cixÿv K‡i †`L‡Z cv‡ib|

KxcvmG· GKwU wm‡½j WvUv‡e‡R †mf
K‡i wewfbœ ai‡bi Z_¨| †hgbÑ BDRvi
†bg, cvmIqvW©, BDAviGj, A¨vUvP‡g›U Ges
K‡gÛm BZ¨vw`| KxcvmG· Avcbvi
¯§vU©‡dv‡bi Rb¨ †ek wKQz wd« cvmIqvW©

A¨v‡ci mv‡_ K¤ú¨vwUej| Avcbvi
cvmIqvW©‡K wWfvBmRy‡o wm¼ Kivi wPšÍv hw`
_v‡K, Zvn‡j Avcbv‡K K¬vDW †÷v‡iR
mvwf©m †hgbÑ ¸Mj WªvBf ev Wªce‡·
A¨vbwµÞ Kiv cvmIqvW© dvBj‡K Avc‡jvW
Kiv `iKvi n‡e| wmwKDwiwU cÖ‡dkbv‡jiv
mvaviYZ KxcvmG·‡K wi‡Kv‡gÛ K‡i
_v‡Kb| hw`I GwU Ab¨vb¨ cvmIqvW©
g¨v‡bRv‡ii g‡Zv †Zgb BDRvi-†d«Ûwj bq|
Z‡e GwU †Rbv‡iU K‡i kw³kvjx cvmIqvW©
Ges wbqwgZfv‡e Avc‡WU nq| Gi cvmIqvW©
†Rbv‡iUi LyeB Kv‡÷vgvBR‡hvM¨|

KxcvmG·‡K wjbAv‡·i Rb¨ ejv nq
KeePass/L| †h‡nZz GwU wQj DB‡ÛvR
cvmIqvW© g¨v‡bRvi Keepass Password
Safe-Gi GKwU †cvU©| KeePass/L GKwU
µk cøvUdig A¨vwcø‡Kk‡b cwiYZ nIqvi
ci Gi bvg Kiv nq KxcvmG· wn‡m‡e|

w÷wK cvmIqvW©
w÷wK cvmIqvW© (Sticky Password)

A‡bKUv jv÷cvm Ges W¨vk‡jb cvmIqvW©
g¨v‡bR‡ii g‡Zv nIqvq Avcwb wd«‡Z
gvwëcj wWfvB‡m e¨envi Ki‡Z cvi‡eb|
Z‡e K¬vD‡W wm¼ Ki‡Z PvB‡j Avcbv‡K
mvew¯Œckb wd eve` wKQz A_© w`‡Z n‡e|
GwU Ab¨vb¨ Ack‡bi g‡Zv bq| w÷wK

cvmIqvW© wcwm, g¨vK, A¨vÛªwqW/AvBIGm
U¨ve‡jU Ges ¯§vU©‡dv‡b KvR Ki‡Z cv‡i|
Gi eªvDRviwU PgrKvi, hv mv‡cvU© K‡i 4
cÖavb cøvUdi‡g 16| GwU ev‡qv‡gwUªK
Kbdvi‡gkb †mUAv‡ci Rb¨ Gbvej|
¯§vU©‡dv‡b Avcbvi AvB‡Ww›UwU
A‡_w›U‡Kk‡bi Rb¨ Av½y‡ji Qvc e¨envi
Ki‡Z cv‡ib| hw` Avcwb cÖwZ eQ‡ii Rb¨
mvew¯Œckb wd eve` 20 Wjvi LiP Ki‡Z
Pvb ev‡qv‡gwUª A‡_w›U‡Kk‡bi mwµq Kivi
D‡Ï‡k¨, Zvn‡j Avcwb wWfvBmRy‡o
IqvBdvB wm¼ Ki‡Z cvi‡eb, hv‡Z
A¨vbwµÞ Kiv WvUv Avcbvi wWfvBm‡K Z¨vM
Ki‡e bv Ges K¬vD‡Wi gva¨‡gI †mÛ Kivi
`iKvi n‡e bv| hw` Avcwb K¬vD‡W cvmIqvW©
ivL‡Z Av¯’v iv‡Lb, hw` Avcwb
wWfvBm¸‡jv‡K nvwi‡q †d‡jb, Zvn‡j w÷wK
cvmIqvW© n‡Z cv‡i Avcbvi AbjvB‡b
A¨vbwµÞ Kiv e¨vKAvc WvUv‡e‡Ri †nv÷|
GKwU cvmIqvW© g¨v‡bRvi e¨envi Kivi
gva¨‡g cvmIqv‡W©i wj÷‡K g‡b ivLv Qvov
wewfbœ welq g‡b ivLvi Rb¨ Avcwb †eªb‡K
wd« ivL‡Z cvi‡eb| Avcwb †Rbv‡iU Ki‡Z
cvi‡eb kw³kvjx cvmIqvW©| hw` Avcwb
eªvDRviwfwËK cvmIqvW© g¨v‡bRvi e¨envi
K‡ib, Z‡e Zv †µvg, dvqvid· Ges
Ab¨vb¨ I‡qe eªvDRv‡ii mv‡_ Bw›U‡MÖ‡UW|

IqvbcvmIqvW©
IqvbcvmIqvW© (1Password) K¤v̂Bb K‡i

jv÷cvm g¨v‡bR‡g‡›Ui †miv wdPv‡ii mv‡_
W¨vk‡j‡bi PgrKvi jyK| †h‡nZz W¨vk‡jb
mn‡hv‡M Avcbv‡K Aek¨B WvDb‡jvW Ki‡Z
n‡e †W¯‹Uc A¨vc, Z‡e Avcbvi eªvDRv‡i
h_vh_ G•‡Ubkbmn  Bw›U‡MÖW Ki‡Z cv‡ib
IqvbcvmIqvW©| †W¯‹Uc A¨vc AviI Bb÷j
K‡i IqvbcvmIqvW© wgwb (1Password
Mini), hv Avcbvi wm‡÷g †Uª (DB‡ÛvR) ev
†gby evi (g¨vK IGm) †_‡K me A¨v‡ci
wdPv‡i `ªæZ A¨v‡·m myweav Avcbv‡K †`‡e|

GLv‡b cv‡eb A‡Uv-†mf Ges wdj,
cvmIqvW© AwWU, `yB-d¨v±i A‡_bwU‡Kkb
Ges kw³kvjx cvmIqvW© †Rbv‡iUimn
cÖ‡qvRbxq me Uzj| cvmIqv‡W©i Rb¨ PvB
g‡b ivLv| IqvbcvmIqvW© AweiZfv‡e
†Rbv‡iU Kiv Iqv‡W©i evB‡i cvmIqvW©  ˆZwi
Ki‡Z cv‡i|

IqvbcvmIqv‡W©i IqvPUvIqvi mvwf©m

gwbUi K‡i Avcbvi mvB‡Ui AweiZ wbivcËv
wePz̈wZ| IqvbcvmIqv‡W©i IqvPUvIqvi mvwf©m
we‡kl ai‡bi GK PgrKvi wdPvi, hv gwbUi
K‡i mvBU Ges mvwf©m, hvi Rb¨ i‡q‡Q
Avcbvi A¨vKvD›U Ges A¨vjvU© †h‡Kv‡bv
ai‡bi wbivcËvRwbZ wePz̈wZi Rb¨|
IqvbcvmIqvW© AviI m¤ú„³ K‡i †µwWU KvW©
wbivc‡` †÷vi Kivi Rb¨ wWwRUvj Iqv‡jU,
e¨vsK A¨vKvD›U Bb‡dv, †mvk¨vj wmwKDwiwU
bv¤v̂i Ges Ab¨vb¨ ms‡e`bkxj WvUv|
IqvbcvmIqvW© wd« WvDb‡jvW Kiv hvq Ges
e¨envi Kiv hvq 30 w`b| 

Uªy Kx
†h‡Kv‡bv ai‡bi cvmIqvW© g¨v‡bRv‡ii

me‡P‡q eo Wªe¨vK n‡jv gv÷vi cvmIqvW©‡K
Aek¨B g‡b ivL‡Z n‡e| hw` Avcwb Zv fz‡j
hvb, Zvn‡j Ab¨vb¨   †ÿ‡Î A¨v‡•m nvwi‡q
†dj‡eb| Avcbvi BDwbK g‡b nq Ggb wKQz
e¨envi K‡i GKwU A¨v‡c, hv jM Kivi
gva¨‡g Avcwb `~i Ki‡Z cvi‡eb| Avcbvi
e¨eüZ wWfvB‡mi Ici wfwË K‡i n‡Z cv‡i
Zv Avcbvi wd½viwcÖ›U Z_v Av½y‡ji Qvc,
Avcbvi †dm ev GKwU wØZxq wWfvBm|

Uªy Kx Avcbvi wWfvB‡mi Ici wfwË K‡i
Advi K‡i wewfbœ ai‡bi A‡_w›U‡Kkb cÖwµqv|
Uªyª Kx-†Z mvBb Kivi ci GwU A‡bKUvB
Ab¨vb¨ cvmIqvW© g¨v‡bRv‡ii g‡ZvB Acv‡iU
K‡i| GKwU Kv‡÷vgvB‡Rej jvÂ c¨vW †_‡K
Avcbvi me jMB‡b A¨v‡•m Ki‡Z cvi‡eb|
GKwU wj‡÷ ev AvBKb wn‡m‡e I‡qemvB‡U
wWm‡cø Kiv hvq| GKwU AvB‡U‡g wK¬K Ki‡j
Avcbv‡K wb‡q hv‡e IB mvB‡Ui jMBb †c‡R
Ges †µ‡WwÝqvje¨vcx _vK‡e| hw` Avcwb
GKwU bZzb A¨vKvD›U ˆZwi K‡ib, Zvn‡j Uªy
KxÕi cvmIqvW© †R‡b‡iUi Avcbv‡K mnvqZv
Ki‡e m¤¢ve¨ me‡P‡q kw³kvjx cvmIqvW© ˆZwi
Kivi †ÿ‡Î|

IqvbcvmIqv‡W©i g‡Zv Uªy Kx-†Z m¤ú„³
i‡q‡Q GKwU wWwRUvj Iqv‡jU| GLv‡b
Avcwb †÷vi Ki‡Z cvi‡eb A¨v‡Wªm, †µwWU
KvW©, WªvBfv‡ii jvB‡mÝ, †g¤v̂iwkc,
cvm‡cvU© Ges †mvk¨vj wmwKDwiwU bv¤v̂i|
GKwU †md †bvU †fvë wbivc‡` †÷vi K‡i
Avcbvi †÷vi Kiv †h‡Kv‡bv †U•U WvUv| Uªyª
Kx wd« WvDb‡jvW Ki‡Z cvi‡eb Ges
e¨envi Kiv hvq 15wU bZzb jMBb 

wdWe¨vK: mahmood_sw@yahoo.com
KR
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KxcvmG‡·i B›Uvi‡dm

w÷wK cvmIqvW© g¨v‡bRv‡ii B›Uvi‡dm

IqvbcvmIqvW© g¨v‡bRv‡ii g~j B›Uvi‡dm


