
Ihad an opportunity to attend the25th annual RSA Conference,which took place in March 2016.The world’s leading informationsecurity conference saw more than40,000 IT experts descend on SanFrancisco to connect with like-minded professionals and learn aboutmodern IT security tactics. Over 500cyber security firms were at MosconeExhibition Center to promote theirlatest products and solutions. Thetheme of the conference was “CyberSecurity + Machine Learning +Artificial Intelligence”.Over five days, the event saw 691different seminars and speakers.Luminaries from RSA, Palo Alto,Microsoft, Intel, IBM, HP, Dell,Symantec, Kaspersky Lab, FireEye,PayPal, Cisco, Google and manyothers spoke alongside securityexperts from academia, governmentand small innovative firms. Here aresome of the key takeaways from RSA2016.  Palo Alto’s CEO Mark McLaughlinsaid that education must remain atfront and center of all cyber securityefforts. Calling on the government,employers and parents to do their bitin educating their citizens, employeesand children, McLaughlin said thatsystems would cease to be secure orproductive without savvy users – andthat if people were to lose trust indigital networks it could havedisastrous consequences for theindustry.   In his keynote speech, Martin Fink,Director of Hewlett Packard Labs,noted that breaches continue to rise –despite cyber security funding rising43% to $3.7bn. “The adversary onlyneeds a laptop”, he said and so ITmust find a way to turn the“asymmetry” of IT security “on itshead”. That meant utilizing big datato make spotting data breaches andweaknesses faster than ever before.Amit Yoran, President of the RSA,said that security analysts need to beinnovative in order to investigatewrongdoing in their organization.“Our problem isn’t a technologyproblem. Our adversaries aren’tbeating us because they have better

technology,” he said in the openingkeynote speech. “They’re beating usbecause they’re being more creative,more patient, and more persistent.They’re single-minded.”Intel Security Group head ChrisYoung said that competition betweenorganizations wasn’t conducive to ahealthy IT security landscape. Threatintelligence, he said, is an issue thatcould be addressed collectivelybecause they “rise above anythingthat individual people or companiesare involved in”.Noting that threats have risenexponentially in the last 10 years,Young stated that the only way toscale an equal response is to workwith competitors.

Bill Mann, Chief Product Officer atCentrify, warned that consumertrends towards wearable technologyrepresented a risk for IT security. Apoll at the conference and laterpresented by Mann documented how70% of wearable users don’t usepasswords or secure pass codes,despite more than half using them forbusiness purposes. Mann went on towarn that only IT departments whotreated wearable technology with therequisite respect would be bestplaced to offer leading levels ofprotection.At a panel discussion titled“Lessons Learned from Real WorldCISOs,” Tom Baltis, CISO of Blue CrossBlue Shield, told of his company’sefforts in this respect after a rogue

employee sold client data to identitythieves. “The level of trust ourcustomers have in us has eroded,”said Baltis in a conference blog post.“We’re spending a lot of timeengaging with our customersto ensure we have a continuingdialogue with them.”Another idea floated at theconference was the importance ofcollaboration among good actors:security vendors, businesses,government agencies, and lawenforcement. “I would like to seesecurity companies agreeing to workmuch closer together tostrengthen cyber security posturesfor all customer organizations bycollaborating on initiatives like

threat information sharing,”McLaughlin said in an RSA blog post.Along these lines, Intel announcedan expansion of its cyber securitypartnerships, trumpetingcollaboration deals with BT andSiemens, and saying that its IntelSecurity Innovation Alliance hadadded 30 new members, to bring thetotal to more than 150.Of course, increased cooperationsounds perfectly reasonable in theory,but these efforts can get complicatedin real life. This was clear from thecontroversy between Apple and theFBI over the San Bernardino terrorists’iPhone. This issue over whether Appleshould or shouldn’t assist the FBI inaccessing the iPhone’s data wasdebated at the conference.
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RSA Conference is acryptography andinformation security-relatedconference. Its flagship event isheld annually in San Francisco,California, United States. RSAstands for Ron Rivest, AdiShamir and Leonard Adleman,who invented an algorithm forpublic-key cryptography in 1977. The algorithm is called RSA algorithm,which is used in internet encryption and authentication systems. Theinventors of the RSA algorithm founded RSA Data Security in 1983. Thecompany was later acquired by Security Dynamics, which was in turnpurchased by EMC Corporation in 2006. The RSA algorithm was released tothe public domain by RSA Security in 2000.



ENGLISH SECTIONMicrosoft’s president and chieflegal officer Brad Smith sided withApple, as did a panel of cryptographyexperts. Meanwhile, Admiral MichaelS. Rogers, director of the NSA,didn’t address the Apple controversyspecifically but did make a plea forincreased and improved cooperationbetween government and the privatesector. Meanwhile, U.S. AttorneyGeneral Loretta Lynch expressedsupport for the FBI and was critical ofApple’s stance.Among many companiesdemonstrating at the show, Nuixexecutives Keith A. Lowry andChristopher Pogue demonstrated twoupcoming products that bring a lawenforcement approach to theenterprise. Insight Adaptive Securitywas described as “a continuous-protection platform for end-to-endthreat prevention,detection, response, andremediation”, and Nuix InsightAnalytics and Intelligence, which itcalls “a four-dimensional securityintelligence platform for breachinvestigations, deep-dive forensics,and analysis.”Startup Terbium Labs was at theshow announcing the closing of itsSeries-A funding round ($6.4 million)and talking about its MatchLightproduct, which is designed to alertclients whenever their stolen dataappears on the so-called dark web.Terbium’s founder and CEO DannyRogers told that the technology isaimed at early discovery of breaches.Armorway was at the showpromoting its Trust product, whichuses artificial intelligence and isdesigned to address, investigate, andrespond to internal threats.Armorway co-founder and CEO ZareBaghdasarian told that theirtechnology was innovative in the useof game theory to enhance behavioralanalytics. Behavioral analytics isimportant because it allows forgreatly narrowing results in big datasets, making big data analytics lesscumbersome.The harsh reality of this year’s RSAConference was perhaps bestembodied by one product at theshow. Vysk spokesman Hector Nietosaid his company’s products operatedunder the assumption that yourphone has been compromised. Aimedat big enterprise and government,Vysk’s products are hardware andsoftware applications that work intandem to encrypt all data andcommunications.  

At the end of the conference Ipolled my colleagues and peers fortheir overall observations andtakeaways. Their input is meldedtogether with my own take on thefollowing areas:
Perimeter Security is dead;firewalls cannot keep the bad guysout any more. The gates have beenstormed and IT security has toregroup. Most big enterprises are in aconstant state of breach, so newstrategies and technologies areneeded. First assume that yournetwork is, or will be breached,detect it, minimize the impact andrecover quickly. For example, I heardpeople to talk about keeping the“blast radius” as small as possible (i.e.contain the damage any one breachcan make) or backup every tenminutes so the restore point can bevery recent.

Cloud is now; there is rapidadoption and the cloud is differentfrom the real world in that it movesso fast. Dozens or even hundreds ofnew servers can be spun up in theblink of an eye. New “born in thecloud” companies have a strategicadvantage over companies withestablished bricks and mortar IT inthat they can scale up almostinstantly without capital outlays, andhave access to vast resources atrelatively cheap by-the-hour rates.There is a lot of automationunderlying this scalability and wherethere is automation there areopportunities for things to go wrongat scale. It makes me think that thefamous saying “To err is human, butto really foul things up you need acomputer” will soon be modified toadd a next level of mess that can onlybe achieved with a cloud. With thesecurity concerns there are newtechnologies and companies poppingup to deal with them because in theend while you can move your dataand processing into a third partycloud, the enterprise still has bottomline responsibility for keepinginformation safe.

IoT is next; I heard the 50 billionIoT devices in 2020 prediction atleast a dozen times. I heard peoplequestion whether everyone on theplanet really needs an internetenabled tooth brush. The benefit ofbuying and deploying the device hasto outweigh the risk of the harm itcould cause. If not 50 billion therewill still be billions of IoT devices inthe near future and authentication,attestation and encryption have a roleto play in securing them.
AI is the future; it may take 10 to20 years but human intelligence willbe matched by artificial intelligence.Once it is, AI capabilities couldquickly shoot past humans to thesuper intelligence level as argued byProfessor Nick Bostrom, Director atthe Future of Humanity Institute. Theidea, unlike the Internet, is toexplicitly build “safety” or “security”

into the AI from the very beginning. Global cyber security spending isexpected to reach $170 billion by2020. Startups and legacy companiesalike are competing for this evergrowing pie. However the cybersecurity landscape is ever changing.The key to survive in this dynamicworld is the ability to adapt, adjustand manage change, as the greatestevolutionary biologist of all timesCharles Darwin said, “It is neither thestrongest of the species that survives,nor the most intelligent, but the onemost responsive to change.” On a personal level, I experiencedthe RSA Conference as a big party forthe cyber security industry, where I metmany people from all over the world.The networking opportunities overbreakfasts, lunches, dinners, parties andover coffee were unparalleled. Duringthose conversations, I heard much morethan just the latest sales pitches,security threats or technology trendsand solutions. I learned about the manydifferent roads that various people havetaken. I heard about the good, the badand the ugly — and the changes andnew opportunities that people areconsidering in the domain of cybersecurity CJ
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“Global cyber securityspending is expected toreach $170 billion by 2020”


