
Although the market forsmartwatches is still in itsinfancy, there has been asteady increase in the popularity ofthis sophisticated technologicalgadget. Smartwatches produced bytechnological giants, such as Appleand Google, are not only fashionableaccessories, but also multifunctionaldevices that can send messages, usemobile apps, and serve as fitness andhealth sensors.What especially distinguishes asmartwatch from regularsmartphones is the capability ofreceiving important alerts on a wristdevice while driving, biking, orworking out. However, due to thenovelty of wearable technology, thesecurity features of smartwatchesmay not be fully developed.In this article, we will examine themajor smartwatch vulnerabilities(Section 2). Further, we will provide10 recommendations on how toprotect your privacy while using asmartwatch (Section 3). Finally, aconclusion is drawn (Section 4).
Smart watch VulnerabilitiesThe smartwatch market wasunpleasantly surprised by a researchconducted by HP Fortify SoftwareSecurity Center in mid-2015. Theresearch report indicated that all 10tested smartwatches produced by themajor companies were vulnerable toinformation security attacks. Thestudy distinguished a number ofmajor security issues that are mostlyrelated to collection and transmissionof sensitive personal data. The list ofidentified smartwatch vulnerabilitiesis briefly discussed below.Weak authentication : In order toguarantee security, smartwatchapplications are usually protected bya password. However, the researchidentified that most smartwatchcredentials are protected by weakpasswords and the passwordrecovery mechanisms are insecure.The research also found out that thetested smartwatches do not block anaccount after a number of failed

attempts to submit identificationdata. The above characteristics makesmartwatches susceptible to anaccount access attack carried out byguessing login details.Dangerous network. Normally,smartwatches are connected to asmartphone or other device viaBluetooth. This connection allowsreceiving notifications from asmartphone and transmitting databack to the device. Although somesmartwatches also allow a Wi-Ficonnection, specialists warn that sucha connection can be unsafe not onlyfor the smartwatch itself, but also forother devices in the Wi-Fi network.Criminals may hack the devices in theWi-Fi network by using existing DNSvulnerabilities in the smartwatches.Moreover, some smartwatches arealso vulnerable to a double-directattack that is aimed at hijacking andcontrolling the victim’s websitetraffic.Insufficient encryption.Smartwatches may transmit and keepdata of a sensitive nature in a cloudstorage. Therefore, the properconfiguration of transport encryptionis of utmost importance forprotecting the data that is sent andsaved in a cloud. Although manysmartwatches use SSL/TLSencryption, some devices havevulnerabilities related to transportencryption, e.g., using weak ciphersor being susceptible to a Poodleattack.Privacy issues : In order toperform operations, smartwatchescollect personal data, such as heartrate, gender, address, and workoutdata. Security professionals stress theimportance of protecting thissensitive information and preventingit from being exposed publicly orused by third parties. The lack ofsecurity features of somesmartwatches may facilitate crimesrelated to data theft. For example,only half of the smartwatches testedby HP Fortify Software SecurityCenter had a screen protected by aPIN code or a pattern screen lock.

Moreover, some of the smartwatchescould be easily paired with anotherunfamiliar smartphone.Issues of cloud and mobileinterfaces : Some of the testedsmartwatches utilize cloud-basedinterfaces that raise security concernsrelated to account enumeration.Moreover, security professionalswarn that the mobile interfaces usedby smartwatches are also insecure. Asa result, user account credentials canbe obtained through feedbackreceived after requesting a passwordreset.Concerns about software andfirmware security : The majority ofthe tested smartwatches raiseconcerns about the security of theirfirmware. Although themanufacturers took measures forpreventing installation ofcontaminated files, the researchrevealed that the transmission offirmware updates was not encrypted.This endangers the privacy of theusers of smartwatches.
Ten tips for protecting your
smart watchTaking into account a number ofsmartwatch security vulnerabilitiesindicated above, it is important forboth enterprises and consumers totake measures to decrease theprivacy risks of smartwatches. On theone hand, smartwatch manufacturescan make their customers’ privacy apriority by: (1) building securesmartwatch software; (2) usingapplications that request strongpasswords; (3) implementing atransport layer security; and (4)providing specifically designedmobile applications;On the other hand, the users ofsmartwatches can prevent potentialdata leaks by implementing simplesecurity measures that usually do notrequire a lot of time or sophisticatestechnological skills. Ten of suchsecurity measures for smartwatchconsumers are further discussedbelow.

Researching before buying : Before
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ENGLISH SECTIONpurchasing any sophisticated devicethat collects sensitive personal data,it is of utmost importance to researchsecurity measures implemented by avendor. For example, before splurgingon a targeted smartwatch, it is usefulto know (1) whether the smartwatchsoftware offers a strong two-factorauthentication, (2) what are the anti-virus features of the smartwatch, and(3) what types of data will becollected by the smartwatch.
Proper security configuration : Inorder to use the device in a safestmanner, it is crucial to configure itssecurity settings. Since most of thesmartwatches allow managing theirfunctionalities, the configurationshould be conducted before startingto use the device. In order to protecttheir smartwatch to the maximumpossible extent, smartwatch usersshould: (1) enable passcode, screenlock, and fingerprint functionalities,(2) activate two-factor authenticationand encryption; and (3) turn offsensitive access control functions.
Installing security apps :Encryption is considered to be one ofthe most efficient tools for datasecurity. If a smartwatch does not useencryption, then it is worthconsidering installing security appsthat encrypt sensitive data. Installationof such apps may significantly reducethe possibility of information leaks.Since a smartwatch is connected withits parent device, usually asmartphone, the gadget can also takeadvantage of security measuresinstalled in the phone. Thus, it isimportant to protect both devices.
Deleting data : The informationthat is outdated or unnecessary forthe functioning of a smartwatchshould be deleted from a device orany cloud storage. This step wouldreduce the chance of hacking attacksas well as other types of unauthorizeduse of data.
Rejecting unknown pairing devices :Since a smartwatch is capable to pairwith several other devices, a usershould reject any unknown orsuspicious devices (e.g.,smartphones) that request pairingwith the smartwatch. This simplesecurity measure can help to avoidhacking attacks, information theft,and malicious contamination.
Inspecting downloads : In order toavoid device infection with maliciouscode received through emailattachments, it is important to takesecurity measures regardingdownloaded files. Such prevention

includes: (1) not opening files fromunknown senders; (2) deletingmessages with suspicious titles; (3)scanning email attachments withanti-virus programs; and (4) notclicking on suspicious links.Moreover, it is important to be awarethat malicious code and viruses canalso be installed in applicationsdownloadable in various app marketplaces. Thus, it is useful to inspecttheir security before installing themon a smartphone or a smartwatch.Updating with newest operationalsystem. To avoid becoming a targetfor hackers, it is useful to upgrade theoperational systems and software ofboth smartwatches and parentdevices. This step may help to fix thesecurity bugs that can be identified inearlier versions.
Disabling unnecessary sensors :Wearable devices have a number ofsensors that cantrack the motion oftheir users, such aswalking, running,or keystrokeswhile typing on akeyboard.AssociateProfessor RomitRoy Choudhuryfrom University ofIllinois claims thatthis “sensor datafrom wearabledevices will clearly be a double-edgedsword. While the device’s contact tothe human body will offer invaluableinsights into human health andcontext, it will also make way fordeeper violation into human privacy.”For example, an app that is designedto disguise as a pedometer can gatheruser’s confidential data, includingemail information, search queries,and other activity patterns.Avoid performing importantoperations on a smartwatch. Avoidmaking online payments, moneytransfers, or submitting credit cardinformation to reduce the chance ofbeing hacked. Since most hackingattacks aim at obtaining sensitivefinancial data, the transactioninformation that is recorded in adevice or stored in a cloud may be anattractive target for hackers.
Maintaining physical security : Lastbut not least, securing a smartwatchfrom being lost is also a goodprevention method againstinformation leaks. In addition toprotecting the device from water,hazards, and animals, it is important

to prevent the potential theft of thegadget. Although some manufacturersimplement various theft preventionsystems, such as activation lock whena smartphone is removed from awrist, a user should be consciousabout excessively demonstrating thesmartwatch in public places orleaving the device unattended. Suchnegligence can lead not only to losinga gadget, but also to endangeringuser’s sensitive information.
ConclusionAlthough a smartwatch is arelatively new technological device, itis becoming a fashionable accessory.According to statista.com, theshipment of smartwatches hassignificantly increased in 2015 andcurrently reaches almost 25 millionunits worldwide. Thus, the expansionof a smartwatch market alsoinfluences an increasing attention tothe security ofthese trendydevices.The researchconducted by HPin mid-2015introduced thesmartwatch usercommunity topotential securityvulnerabilities ofthis wearablegadget, includingweakauthentication, insufficientencryption, and insecure cloud andmobile interfaces. It is also worthmentioning that another studyrevealed that the Apple Watch andsmartwatches running Google’sAndroid Wear have certain securityvulnerabilities. Trend Micro, thecompany conducting the study,concluded that: “Physical deviceprotection across all smartwatcheswas found to be poor, with noauthentication via passwords or othermeans being enabled by default. Thiswould enable free access if thewearable was stolen. All devices apartfrom the Apple Watch failed tocontain a timeout function, meaningthat passwords had to be activated bymanually clicking a button.”The results of the studies by HPand Trend Micro warned smartwatchproducers and consumers about theprivacy risks of the smartwatches.This article has proposed anddiscussed ten important tips that cansignificantly decrease such privacyrisks CJ
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