
A¨vWfvÝW cviwm÷¨v›U †_ªU
(GwcwU) GK ai‡bi mvBevi
AvµgY, hv w`‡q mvBevi

AvµgYKvixiv ev †bUIqv‡K© A‰ea
AbycÖ‡ekKvix ev A‰ea AbycÖ‡ekKvix‡`i
`j KgwcDUvi e¨enviKvix ev wm‡÷g
A¨vWwgb‡`i ARv‡šÍ KgwcDUvi †bUIqv‡K©
`xN© mgq Dcw¯’Z †_‡K I µgvMZ
KgwcDUvi n¨vwKs cÖ‡mm w`‡q Uv‡M©U
†bUIqv‡K© Lye ms‡e`bkxj Z_¨ (highly
sensitive data) ev †gav m¤úwË (Intellectual
property) Pzwi Kiv, Critical Critical
AeKvVv‡gv¸‡jvi e¨vcK ¶wZmvab (†hgbÑ
WvUv‡eR gy‡Q †djv ev Z_¨ cwieZ©b Kiv)
ev Uv‡M©U †bUIqv‡K©i c~Y© `Lj wb‡Z cv‡i|
GwcwU mvBevi AvµgY †ek RwUj I wewfbœ
av‡c Kiv nq|

GB  †jLvq Avgiv GwcwU Gi mvaviY
we‡kølY Av‡jvPbv Kie| mvBevi m‡PZbZv
evov‡bvi j‡¶¨ G †jLvwU ˆZwi Kiv n‡q‡Q|
GwcwU ai‡bi mvBevi Avµg‡Yi cÖ_g av‡c
mvBevi AvµgYKvixiv wm‡÷‡g `ye©jZv Lyu‡R
†ei K‡i †mB wm‡÷‡gi c~Y© `Lj wb‡q
“advanced Advanced” g¨vjIq¨vi e¨envi
K‡i| wbw ©̀ó Uv‡M©U †_‡K Z_¨ †bqv I Uv‡M©UwU
ch©‡e¶Y Kivi Rb¨ Uv‡M©U †bUIqv‡K©i evB‡i
†Kv‡bv command Command and control
Control system System mv‡_ †hvMv‡hvM hv‡Z
“persistentPersistent” _v‡K †mwU wbwðZ K‡i
Ges m¤ú~Y© cÖwµqvi †cQ‡b gvbe m¤ú„³Zv
i‡q‡Q, hv KgwcDUvi e¨enviKvix ev
ms ’̄vmg~‡ni Kv‡Q ûgwK (Tthreat) wn‡m‡e
we‡ewPZ nq, ZvB GB m¤ú~Y© mvBevi AvµgY‡K
Advanced Persistent Threat (APT) ejv nq|

ms‡¶‡c GwcwU GKwU †bUIqvK©
AvµgY, hv A‰ea AbycÖ‡ekKvix †bUIqv‡K©
`xN© mgq Dcw¯’Z †_‡K †Mvc‡b e¨vK‡‡Wvi
(backdoor) ¯’vcb K‡i wewfbœ Z_¨ msMÖn
K‡i †bUIqvK© †_‡K †ei n‡q hvq|

wR‡iv‡W Ges mvBevi nvgjv
A‡bK GwcwU Avµg‡b wR‡iv †W `ye©jZv

e¨envi Kiv n‡q‡Q| wR‡iv †W `ye©jZv n‡jv
mdUIq¨v‡i wbivcËv `ye©jZv, hv mdUIq¨vi
†fÛi‡`i ARvbv _v‡K| A‡bK †¶‡Î
n¨vKvi ev n¨vKvi`j wR‡iv †W `ye©jZv †ei

K‡i _v‡K Ges mdUIq¨vi †fÛi m‡PZb
n‡q DVevi Av‡MB †mB wbivcËv `ye©jZv
e¨envi K‡i KgwcDUvi e¨enviKvixi
wm‡÷‡gi c~Y© `Lj wb‡q _v‡K| A‡bK
†¶‡Î mvBevi AvµgYKvixiv wdwks
B‡gBj¸‡jv‡Z mshyw³ wn‡m‡e †cÖwiZ IqvW©
A_ev wcwWGd WKz‡g‡›U ¶wZKviK w¯ŒÞ ev
g¨v‡µv w`‡q _v‡K, hvi gva¨‡g ¶wZKviK
†KvW ev A¨vwcø‡Kkb, KgwcDUvi
e¨enviKvixi ARv‡šÍ Pvjy n‡q hvq Ges
KgwcDUviwU mvBevi AvµgYKvixi wbqš¿‡Y
P‡j Av‡m|

GwcwU Avµg‡Yi mvaviY avc
we‡kølY

GKwU GwcwU Avµg‡Yi cÖwZwU c`‡¶c
cwiKwíZ Ges Lye mveav‡b †bqv nq| Gi

g‡a¨ i‡q‡Q msMV‡bi AvBwU AeKvVv‡gv,
malware engineering, social engineering,
undetected data extraction-Gi g‡Zv
c`‡¶c|

j¶¨ wbe©vPb I Z_¨ msMÖn 
GwcwU Avµg‡Yi cÖ_g ch©v‡q Uv‡M©U

AM©vbvB‡Rkb (target organization) wbe©vPb
Kiv nq| GB av‡ci ch©v‡q mvBevi
AvµgYKvixiv Uv‡M©U AM©vbvB‡Rk‡bi
I‡qemvBU, Zv‡`i Kg©KZ©v‡`i
resumesResumes/CV we‡kølY, wewfbœ
ai‡bi I‡q‡e Zv we‡kølY K‡i
AvµgYKvixiv Uv‡M©U †bUIqv‡K© e¨envi
nq| Zviv Ggb mdUIq¨vi, AvBwU (wm‡÷g,
†bUIqvK©) AeKvVv‡gv GKwU mvaviY
wWRvB‡b †ei Kivi †Póv K‡i| G †¶‡Î
Acivaxiv hZ †ewk Z_¨ msMÖn Ki‡e,
Zv‡`i Uv‡M©U †bUIqv‡K© AbycÖ‡e‡ki m¤¢vebv
AviI †e‡o hvq|

Gw›Uª c‡q›U I K‡¤úªvgvBRW
†gwk‡b Compromised
Machine-G g¨vjIqvi ¯’vcb

†ewkifvM cwiw¯’wZ‡Z AvµgYKvixiv
Zv‡`i Uv‡M©U †Kv¤úvwbi Kg©KZ©v‡`i j¶¨

K‡i wdwks B-†gBj cÖPvivwfhvb e¨envi
(phishing email campaign) I mvgvwRK
cÖ‡KŠkj †KŠkj cÖ‡qvM (social engineering
techniques) K‡i _v‡K Ges KgwcDUvi
e¨enviKvix‡K Zv‡`i †cÖwiZ wdwks B-
†gB‡j WKz‡g›U dvBj I‡cb A_ev wjs‡K
wK¬K Ki‡Z cÖ‡ivwPZ K‡i| G‡¶‡Î A‡bK
mgq wR‡iv †W `ye©jZv e¨envi Kiv nq|

KgwcDUvi e¨enviKvixi KgwcDUviwU
mvBevi AvµgYKvixi wbqš¿‡Y P‡j AvmvgvÎB
AvµgYKvixiv K‡¤úªvgvBRW †gwk‡b g¨vjIq¨vi
(hv Zv‡`i KgvÛ Ges K‡›Uªvj †hvMv‡hvM Ki‡Z
cv‡i) I mvaviYZ Kv÷gvBRW Rremote
Aadministration Ttool (RAT) ’̄vcb K‡i
_v‡K, hvi gva¨‡g j¶¨e ‘̄i Ici †Mvc‡b
bRi`vwi I Z_¨ Pzwi Ki‡Z _v‡K|

Escalate privilegest
wewfbœ ai‡bi privileges escalation

exploit cvmIqvW© µ¨vK‡g_W e¨envi K‡i
KgwcDUv‡i Administrator privileges,
DB‡ÛvR †Wv‡gBb A¨vKvD‡›Ui cvmIqvW© ev
mvf©vi A¨vKvD‡›Ui cvmIqvW© †ei Kivi
†Póv K‡i| G mgq AvµgYKvixiv Kx-jMvi
e¨envi K‡i, ARP ¯úywds, wewfbœ ai‡bi
ûwKs †g_W, pass the hash, brute force
attack BZ¨vw` †g_W e¨envi Ki‡Z cv‡i|

Lateral movement 
AvµgYKvixiv Ab¨vb¨ IqvK©‡÷kb,

mvf©vi Ges cwiKvVv‡gv Zv‡`i Ici Z_¨
msMÖn I †mBme wm‡÷‡gi wbqš¿Y †bqvi †Póv
K‡i|

Maintain Presencet
AvµgYKvixiv hv‡Z †h‡Kv‡bv mgq

†bUIqv‡K© AbycÖ‡ek Ki‡Z cv‡i Ges
†bUIqvK©, wm‡÷‡gi wbqš¿Y wb‡Z cv‡i Zv
wbwðZ Kivi Rb¨ wewfbœ ai‡bi tools
Bb÷j  K‡i (†hgb command line tools :
netcat ev Kv÷g connection tools)|

Complete Mission IData
Exfiltrationt

Uv‡M©U †bUIqvK© †_‡K Abby‡gvw`Z Z_¨
¯’vbvšÍi K‡i (Data Exfiltration) wgkb
m¤ú~Y© Kiv|

mZK©Zvg~jK c`‡¶c
mvBevi wW‡dÝ Bb †Wc_ †KŠk‡ji

(defense-in-depth strategy) mvnv‡h¨ GB
ai‡bi mvBevi AvµgY cÖwZnZ Kiv †h‡Z
cv‡i| †bUIqvK© jM we‡kølY Ges wewfbœ
Drm †_‡K jM correlation K‡i (G‡¶‡Î
SIEM mnvqZv †bqv †h‡Z cv‡i) APT
Kvh©µg kbv³ Kiv †h‡Z cv‡i| †bUIqvK©,
wm‡÷g, asset management (e¨eüZ

cÖ”Q` cÖwZ‡e`b : wWwRUvj wbivcËv
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