
KgwcDwUs we‡k¦i e¨enviKvixiv m¤úÖwZ
fvBivm, g¨vjIq¨vi, †UªvRvb, wdwks,
¯‹¨vg cÖf…wZi Kvi‡Y †ek DrKÉvi

g‡a¨ KgwcDwUs Rxeb AwZevwnZ Ki‡Qb|
myZivs wbwðZfv‡e ejv hvq, †ewkifvM
e¨enviKvix Zv‡`i wm‡÷‡g, †bvUey‡K,
†dv‡b Ges U¨ve‡j‡U GKwU A¨vw›UfvBivm,
GKwU wfwcGb Ges Ab¨vb¨ wmwKDwiwU
mdUIq¨vi Bb÷j K‡i‡Qb| wKš‘ †m¸‡jv
Kx h_vh_fv‡e KvR K‡i A_ev Avcwb Kx
B‡Zvg‡a¨ n¨v‡Ki wkKvi n‡q‡Qb Ggbme
cÖ‡kœi gy‡LvgywL n‡Z nq cÖvq me
e¨enviKvix‡K| G †jLvq e¨enviKvixi
D‡Ï‡k wKQz wUc Zz‡j aiv n‡q‡Q, †h¸‡jv
e¨enviKvix‡`i‡K mnvqZv Ki‡e Zv‡`i
wbR¯^ wmwKDwiwU †PKAvc cvidig Kiv‡Z|  

Avcbvi A¨vw›UfvBivm A_ev wmwKDwiwU
mÿU KZw`b Av‡M Bb÷j K‡i‡Qb? Gici
†_‡K KZevi G A¨vw›UfvvBivm A_ev
wmwKDwiwU mÿ‡Ui w`‡K jÿ K‡i‡Qb?
mvaviYZ wmwKDwiwU cY¨ wWRvBb Kiv nq
IBme BDRv‡ii cÖwZ jÿ †i‡L, hviv
wmwKDwiwU cY¨ †mU Kivi cwiKíbv K‡i
Ges fz‡j hvq| Avcbvi DwPZ Zv‡`i‡K
gv‡Sg‡a¨ g‡b Kwi‡q †`qv Ges †mLv‡b
†Kv‡bv ÎæwU †bB Zv wbwðZ Kiv|

Avcbvi wmwKDwiwU wm‡÷g †_‡K KZUzKz
wbivcËv †c‡Z cv‡ib, Zv wbwðZ Kivi Rb¨
wb‡P e¨enviKvixi D‡Ï‡k K‡qKwU mnR
avc Zz‡j aiv n‡q‡Q|

†miv wmwKDwiwU mdUIq¨vi
e¨envi Kiv

Avcbvi cÖwZwU wmwKDwiwU †cÖvWv‡±i
ˆewk‡ó¨i w`‡K †Lqvj Kiæb Ges Kxfv‡e
GwU †e‡Q wb‡Z cv‡ib Zv we‡ePbv Kiæb|
wUwf‡Z wK G wel‡qi †Kv‡bv weÁvcb
†`‡L‡Qb? †Kv‡bv eÜz wK GwU mv‡R÷

K‡i‡Qb? GwU wK KgwcDUv‡ii mv‡_
c¨v‡KR AvKv‡i G‡m‡Q?

Avcwb †h †miv A¨vw›UfvBivm mdUIq¨vi
e¨envi Ki‡Qb wbwðZ nIqvi Rb¨, wewfbœ
A¨vw›UfvBiv‡mi I‡qemvB‡U wfwRU K‡i
†R‡b wbb Zv‡`i ¸Yv¸Y I ˆewkó¨| hw`
A¨vw›UfvBivm †cÖvWv‡±i cÖ‡UKk‡b †Kv‡bv
ÎæwUi K_v Rvb‡Z cv‡ib A_ev fv‡jv
i¨v‡¼i bv n‡q _v‡K, Zv Gwo‡q †h‡Z
cv‡ib| jÿYxq, hw` wd« wmwKDwiwU
mdUIq¨vi e¨envi K‡ib, Zvn‡j g‡b
ivL‡eb jvB‡mÝW mdUIq¨v‡ii †P‡q Gi
wdPvi I myweav Kg _vK‡e m½Z Kvi‡Y| 

wfwcGb †fwidvB Kiv
GKwU wfwcG‡bi (VPN) c~Y© iƒc n‡jv

fvPz©qvj cÖvB‡fU †bUIqvK©| fvP©yqvj
cÖvB‡fU †bUIqvK© n‡jv GKwU †UK‡bvjwR,
hv Kg wbivc` †bUIqv‡K©i gva¨‡g ˆZwi

K‡i GK wbivc` Ges Gbwµc‡UW
Kv‡bKkb, †hgb B›Uvi‡bU| wi‡gvU
BDRvi‡`i Aby‡gv`b Kivi Rb¨ wfwcGb
†UK‡bvjwR †W‡fjc Kiv nq GKwU Dcvq
wn‡m‡e Ges eªvÂ Awdm wbivc‡` K‡c©v‡iU
A¨vwcø‡Kkb Ges Ab¨vb¨ wi‡mv‡m© A¨v‡·m
Ki‡Z cv‡i|

wfwcGb B›Uvi‡bU U¨vwdK †cÖv‡U± K‡i
GKwU Gbwµ‡ÞW Kv‡bKk‡bi gva¨‡g
GwU‡K ivDwUs K‡i| G mgq †KD Avcbvi
WvUv †`L‡Z cvi‡e bv, GgbwK †bUIqv‡K©i
¯^Z¡vwaKvixI †`L‡Z cvi‡e bv Ges †h
mvB‡Ui mv‡_ Kv‡b± n‡q‡Qb Zv wfwcGb
mvf©v‡ii AvBwc A¨v‡Wªm †`‡L, ïay Avcbvi
wb‡RiwU bq| Gfv‡e Avcbvi cÖvB‡fwm
iwÿZ n‡e| wKš‘ Kxfv‡e eyS‡eb GwU †h
KvR Ki‡Q?

Avcbvi wfwcGb hw` wjK K‡i, Zvn‡j
Zv eyS‡Z cvi‡eb wKQz mvaviY †KŠkj
Aej¤^b K‡i| wfwcGb eÜ Kiæb Ges
Avcbvi cÖK…Z AvBwc A¨v‡Wªm †`Lvi Rb¨
¸M‡j “what is my ip” mvP© Kiæb| Gevi
wfwcGb‡K e¨¯Í ivLyb Ges Avevi †PK
Kiæb| Avcbvi DwPZ GKwU wfbœ AvBwc
A¨v‡Wªm †`Lv| Avcwb B‡”Q Ki‡j IB
AvBwc A¨v‡Wª‡mi †jv‡Kkb †fwidvB Kivi
Rb¨ GKwU wRI‡jv‡Kkb I‡qemvBU e¨envi
Ki‡Z cv‡ib, hv‡Z wfwcG‡bi gva¨‡g Gi
†jv‡Kk‡bi Ae¯’vb wbwðZ Kiv hvq| 

†gvevBj wWfvBm †PK Kiv 
A¨vcj AvBIGm‡K AvKl©Yxqfv‡e

GqviUvBU K‡i ˆZwi K‡i‡Q| Z‡e A¨vÛª‡qW
wWfvBm †Zgbfv‡e wbivc` bq| eZ©gv‡b
cÖhyw³we‡k¦ jvL jvL g¨vwjkvm †cÖvMÖv‡gi
Aw¯ÍZ¡ i‡q‡Q, hv‡`i D‡Ïk¨ A¨vÛª‡qW
wWfvB‡mi e¨vcK ÿwZmvab Kiv| hw`
Avcbvi A¨vÛª‡qW wWfvB‡m †Kv‡bv
wmwKDwiwU †cÖvMÖvg bv _v‡K, Zvn‡j ejv
hvq, Avcwb GK gvivZ¥K SzuwKi g‡a¨ Av‡Qb
Ges wUwcK¨vj A¨vÛª‡qW wmwKDwiwU Uzj
g¨vjIq¨vi †cÖv‡UKkb Ges A¨vw›U‡_dU
Dfq wdPvi Advi K‡i|

B‡Zvg‡a¨B Avcbvi Kv‡Q A¨vÛª‡qW
†cÖv‡UKkb e¨e¯’v _vK‡Z cv‡i GKwU

e¨enviKvixi cvZv

72 KgwcDUvi RMr Rvbyqvwi 2019

wmwKDwiwU mdUIq¨vi †mwUs I
÷¨vUvm †PK Ki‡eb †hfv‡e

Zvmbxg gvn&gỳ

A¨vw›UfvBivm‡K Avc Uz †WU ivLv 
AvaywbK A¨vw›UfvBivm BDwUwjwU e¨envi K‡i

AvPiYwfwËK wW‡UKkb wm‡÷g| myZivs G¸‡jv Ggbme
g¨vjIq¨vi cÖwZnZ Ki‡Z cv‡i, †h¸‡jv BZtc~‡e© KL‡bvB
n‡Z †`Lv hvqwb| hvB †nvK, †ewkifvM A¨vw›UfvBivm
BDwUwjwU GL‡bv mnR-mij cwiwPZ ûgwK AcmviY Kivi
Rb¨ e¨envi K‡i g¨vjIq¨vi wmM‡bPvi, hv GK ai‡bi
wWwRUvj wd½viwcÖ›U| Avcbvi A¨vw›UfvBivm BDwUwjwU
I‡cb Kiæb| fvBivm WvUv‡eR Avc‡WU Kivi cÖ‡qvRbxqZv
mswkøó †Kv‡bv †g‡mR KL‡bv Kx †`‡L‡Qb? GgbwK Avcwb
hw` KgvÛ †LuvRvi Rb¨  cy•Lvbycy•L AbymÜvb bvI K‡ib, hv Avc‡W‡Ui Rb¨ Ab-
wWgvÛ †PK ivb K‡i|

Av‡iv †PK K‡i †`Lyb, c‡Y¨i wb‡Ri Rb¨ Avc‡WU A¨v‡fB‡j‡ej wK bv| Avm‡j
Avc‡W‡Ui Rb¨ Avcbvi me wmwKDwiwU cY¨ †PK Kiv DwPZ| Avc‡WU †PK Kivi Rb¨
Avcwb ˆewkó¨m~PKfv‡e File A_ev Help †gby‡Z GKwU Ackb cv‡eb A_ev
†bvwUwd‡Kkb Gwiqvq †cÖvWv± AvBK‡b Wvb wK¬K Ki‡j GKwU †gby Avwef‚©Z n‡e| G
KvR Kivi mgq Avwe®‹vi Ki‡Z cvi‡eb †h Avcbvi mvew¯Œckb †gqv` †kl n‡q‡Q|

bZzb fvm©‡bi Rb¨ †PK Kiv      

AvBwc A¨v‡Wªm m¤ú‡K© Rvbv



e¨enviKvixi cvZv

†W¯‹Uc wmwKDwiwU mÿ‡Ui Ask wn‡m‡e|
AvaywbK wKQz wKQz wmwKDwiwU mÿU gvwëcj
cøvUdig Ry‡o KvR Ki‡Z cv‡i| †Kvb
A¨vÛª‡qW A¨w›UfvBivm Uzj †Kgb cvidig
Ki‡Z cv‡i, Zv Rvb‡Z A¨vÛª‡qW †cÖv‡UKkb
I‡qemvB‡U wfwRU Kiæb|

cvmIqvW© A¨vbvjvBR Kiv
GKwU cvmIqvW© g¨v‡bRvi n‡jv GKwU

mdUIq¨vi A¨vwcø‡Kkb| GwU g~jZ e¨envi
nq cvmIqvW© †÷vi I g¨v‡bR Ki‡Z, hv
GwU e¨enviKvixi Av‡Q wewfbœ AbjvBb
A¨vKvD›U Ges wmwKDwiwU wdPv‡ii Rb¨|
GKwU cvmIqvW© g¨v‡bRvi RwUj cvmIqvW©
†Rbv‡iU Ges wiUªvBf Ki‡Z mnvqZv K‡i|

myZivs GLb cÖkœ n‡jv, Avcwb wK †Kv‡bv
cvmIqvW© g¨v‡bRvi e¨envi K‡i‡Qb? hw`
e¨envi K‡i _v‡Kb, Zvn‡j fv‡jv K_v|
wKš‘ GwU wK Avcbvi Rb¨ GK¸”Q `ye©j,
Wzwcø‡KU cvmIqvW© †mf Ki‡Q bv? Avm‡j
GKwU wm‡÷‡g Avcbvi me cvmIqvW©
cvIqvUvB n‡jv Avmj K_v| 

†ewkifvM cvmIqvW© g¨v‡bRvi cvmIqvW©
†÷ª‡š’i Ici GKwU wi‡cvU© m¤ú„³ K‡i|
†mivwU GKwU wj÷ cÖ`vb K‡i, hv Avcwb
kw³i Av‡jv‡K mU© Z_v µgvbymv‡i web¨vm
Ki‡Z cvi‡eb| hw` Avcwb GK¸”Q `ye©j
Ges Wzwcø‡KU cvmIqvW© †mf K‡ib, Zvn‡j
†m¸‡jv wd· Kivi Rb¨ †Póv Kiæb|
me‡P‡q Lvivc cuvPwU wd· Kiæb A_ev hw`
nv‡Z cÖPzi mgq _v‡K. Zvn‡j †m¸‡jvI
wd· Kiæb|

Have You Been Pwned?
Have I Been Pwned? (HIBP) n‡jv

GKwU I‡qemvBU, hv B›Uvi‡bU
e¨enviKvix‡`i‡K my‡hvM K‡i †`q Zv‡`i
cv‡m©vbvj WvUv †PK K‡i †`Lvi Rb¨ †h
WvUv e¨Z¨qKvix‡`i gva¨‡g Zv‡`i WvUv
Kg‡cÖvgvBR n‡q‡Q wK bv| G mvwf©mwU
RbwcÖq Ges GB Uzj mvaviYZ e¨envi nq
AvBwU wmwKDwiwU‡Z|

GKwU WvUv‡eR mvwf©m msMÖn Kiv nq
cwiwPZ wjK mvBU †_‡K| we‡kl †Kv‡bv B-
†gBj A¨vKvD›U WvUv e¨Z¨‡qi gva¨‡g
K‡¤úÖvgvBR n‡q‡Q wK bv Zv `ªæZMwZ‡Z

†PK K‡i †`Lvi Rb¨ mvwf©m
e¨enviKvix‡`i my‡hvM K‡i
†`q| †ek wKQz µj Kiv
I‡qemvBU Ges WvUv‡eR ¯Í‚c
†_‡K WvUv‡eR msMÖn Kiv
nq| 

cÖwZ mßv‡n WvUv e¨Z¨q
N‡U _v‡K Ges cv‡m©vbvj
Bbdi‡gkb WvK© I‡q‡e wjK
nq| Gi d‡j Avcwb nq‡Zv
G·‡cvR n‡Z cv‡ib, wKš‘ Zv Rvb‡eb
Kxfv‡e?

Ggb GK Ae¯’vq Have I Been
Pwned bv‡g GK I‡qemvBU Avcbv‡K

mvnvh¨ Ki‡Z cv‡i| G‡ÿ‡Î
GKwU cwiwPZ WvUv e¨Z¨‡q
(breach) Avcbvi Z_¨
cÖKvwkZ n‡q‡Q wK bv, Zv
Luy‡R †c‡Z A_ev Pastebin-
Gi g‡Zv mvB‡U WvUv Wv‡¤ú
ïay Avcbvi B-†gBj A¨v‡Wªm
G›Uvi Kiæb| hw` Avcwb ÔOh
no’ pwned †g‡mR wiwmf
K‡ib, Zvn‡j ZvrÿwYKfv‡e
Avcbvi A¨vKvD›U cvmIqvW©
e`wj‡q †djyb|

†mvk¨vj wgwWqv wmwKDwiwU wiwfD Kiv
webvev‡K¨ ejv hvq, Avcbvi †mvk¨vj

wgwWqv A¨vKvD›U (UzBUvi Qvov) cÖvB‡f‡U
†mU Kiv Kiv DwPZ, hv‡Z ïay Avcbvi

eÜziv Avcbvi †cv÷ †`L‡Z
cvi‡eb| Z‡e †miv wbivcËv
e¨e¯’vi Rb¨ Avcwb KbwdMvi
K‡i‡Qb wK bv, Zv wbwðZ
nIqvi Rb¨ KL‡bv wK †PK
K‡i †`‡L‡Qb? Gevi jMBb
Kiæb, †mwUs‡q †bwf‡MU Kiæb
Ges wmwKDwiwU A_ev
cÖvB‡fwmmswkøó †h‡Kv‡bv
wRwbm wiwfD Kiæb|

D`vniY¯^iƒc, Avcwb Pvb †dmey‡K eÜziv
ïay Avcbvi †cv÷ †`L‡Z cvi‡e Ges ïay
eÜz‡`i eÜziv bZzb †d«Û wi‡Kv‡q÷ cvVv‡bvi
Rb¨ Aby‡gvw`Z| mvP© BwÄb Avcbvi
†cÖvdvB‡j wj¼ KiæK Zv Avcwb Pvb bv|

†dmeyK Avcbv‡K me wWfvBm wiwfD
Kivi my‡hvM K‡i †`‡e †h¸‡jv Avcbvi
A¨vKvD‡›U jM Kiv Av‡Q| wj÷ wiwfD
Kiæb Ges G¸‡jvi g‡a¨ †Kv‡bvwU hw`
AwbqwgZ ev m‡›`nRbK g‡b nq, Zvn‡j
ZvrÿwYKfv‡e jMAvDU Kiæb|

Avcwb nq‡Zv GwU eyS‡Z bvI cv‡ib|
GgbwK hw` Avcbvi wb‡Ri †mwUs Lye `„p
nq, Zvn‡jI †d«Ûm Ges A¨vcm Avcbvi
WvUv wjK Ki‡Z cvi‡e| †dmey‡K GwcAvB
(API) †kqvwis wWR¨vej Kivi gva¨‡g
Avcwb IB wjK eÜ Ki‡Z cvi‡eb|
†dmeyK Ges ¸M‡ji gva¨‡g Avcwb
WvDb‡jvW Ges wfD Kiv WvUv †mf Ki‡Z
cvi‡eb KR
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wmwKDwiwU IqvP †jv‡Mv

B›Uvi‡bU Ae w_sm ¯‹¨vb Kiv
Avcbvi KgwcDUvi Ges †gvevBj wWfvBmB GKgvÎ DcKiY bq, hv Avcbvi †nvg

†bUIqv‡K©i mv‡_ KwgDwb‡KU Ki‡Z cv‡i| Avcbvi IB †bUIqv‡K© Ab¨vb¨ Av‡iv
A‡bK wWfvBm _vKvi m¤¢vebv Av‡Q, †hgb †Mg K‡Ývj, wfwWI †Wvi‡ej, M¨v‡iR-
†Wvi I‡cbvi BZ¨vw`|
wKš‘ mgm¨vUv n‡jv
Gme wWfvB‡m
wmwKDwiwU mdUIq¨vi
Bb÷j Kiv hvq bv|
myZivs Gme wWfvBm
†h wbivc` †m e¨vcv‡i
Avcwb wbwðZ n‡Z
cvi‡eb bv KL‡bvB| 

B`vbxs wd« †nvg
wmwKDwiwU ¯‹¨vbv‡ii
K¨vUvMwi µgea©gvb
nv‡i evo‡Q, †hgb
A¨vfvBiv †nvg Mv‡W©i
g‡Zv †cÖvMÖvg, hv `ywU cÖ‡qvRbxq KvR m¤úv`b K‡i| cÖ_gZ, †bUIqv‡K© wVK Kx Kx
wWfvBm Av‡Q Zv Rvbvi my‡hvM K‡i †`q| G wj‡÷i mvBR †`‡L Avcwb nq‡Zv wew¯§Z
n‡Z cv‡ib| wØZxqZ, G¸‡jv IBme wWfvB‡mi wmwKDwiwU mgm¨v †PK K‡i †`L‡e|  

weUwW‡dÛvi †nvg ¯‹¨vbvi m¤¢ve¨ fjwbqvwiwewjwUi Ici mvaviY wi‡cvU© GKavc
Qvwo‡q †M‡Q| hLb GKwU bZzb wWfvBm †bUIqv‡K© hy³ nq, ZLb GwU ccAvc K‡i
GKwU †bvwUwd‡Kkb Ges GwU ¯‹¨vb Kivi Rb¨ Advi K‡i|

weUwW‡dÛvi wmwKDwiwU Uzj w`‡q †bUIqvK© ¯‹¨vb Kiv

Have I Been Pwned I‡qemvBU


