
wµ
‡ÞvKv‡iwÝ gvBwbs GKwU cÖwµqv, hv wµ‡ÞvKv‡iwÝi wewfbœ
ai‡bi †jb‡`b hvPvB Kiv nq Ges eøK‡PBb wWwRUvj
A¨vKvD‡›U †hvM Kiv nq| cÖwZwU wµ‡ÞvKv‡iwÝ †jb‡`b

Kivi mgq †jb‡`b Z_¨wUi mZ¨Zv wbwðZ Kivi Rb¨ Ges
†jb‡`‡bi mv‡_ RwoZ eøK‡PBb †jRvi Avc‡WU Kivi Rb¨ GKwU
wµ‡ÞvKv‡iwÝ gvBwbs cÖwµqv ïiæ nq| GB cÖwµqv m¤úbœ Ki‡Z
RwUj MvwYwZK mgm¨v mgvavb Ki‡Z nq| GB MvwYwZK mgm¨v
mgvav‡bi mv‡_ RwoZ e¨w³ ev KgwcDUvi‡K mvaviYZ gvBbvi ejv
nq| GB MvwYwZK mgm¨v cÖ_g †h mgvavb Ki‡Z cvi‡e, †m weRqx
wn‡m‡e wµ‡ÞvKv‡iwÝ cv‡e (Kwgkb cv‡e)|   

Image source : https://sensorstechforum.com/
GKwU mdj wµ‡ÞvKv‡iwÝ gvBwbs‡qi Rb¨ GKRb gvBbvi‡K Ab¨

wµ‡ÞvgvBbvi‡`i mv‡_ cÖwZØw›ØZv Ki‡Z nq I `ªæZ mgvav‡bi Rb¨
A‡bK KgwcDwUs wi‡mv‡m©i cÖ‡qvRb n‡q _v‡K| †h‡nZz G ai‡bi
wµ‡ÞvKv‡iwÝ gvBwbs Ki‡Z cÖPzi KgwcDwUs cÖ‡mwms `iKvi nq,
ZvB mvBevi Acivaxiv wµ‡ÞvgvBwbs g¨vjIq¨vi w`‡q mvaviY
KgwcDUvi e¨enviKvix‡`i KgwcDUvi AvµvšÍ KgwcDUv‡ii cÖ‡mwms
ÿgZv e¨envi K‡i _v‡K| 

mvaviYZ mvBevi Acivaxiv wb‡Pi †h‡Kv‡bv c×wZ e¨envi K‡i
mvaviY KgwcDUv‡ii e¨enviKvix‡`i KgwcDUvi‡K AvµvšÍ K‡i
_vK‡Z cv‡i| †hgb-
01. Awek¦¯Í/Rvj WvDb‡jvW †cvU©vj †_‡K mdUIq¨vi WvDb‡jv‡Wi

gva¨‡g|
02. ¯ú¨vg cÖPviYv/wdwks B-†gB‡ji gva¨‡g| KgwcDUi

e¨enviKvix‡K Zv‡`i †cÖwiZ wdwks B-†gB‡j WKz‡g›U dvBj
I‡cb A_ev wj‡¼ wK¬K Ki‡Z  cÖ‡ivwPZ Kivi gva¨‡g|

03. AvµvšÍ I‡qemvBU wfwRU Kivevi gva¨‡g|
mvBevi m‡PZbZv evov‡bvi j‡ÿ¨ GB cÖeÜwU ˆZwi Kiv n‡q‡Q|

GB cÖe‡Ü `ywU wµ‡ÞvKv‡iwÝ gvBwbs g¨vjIq¨vi bgybv we‡kølY Kiv
n‡q‡Q| bgybv `ywU BGD e-GOV CIRT Zvi trusted source †_‡K
msMÖn K‡i‡Q|

we‡kølY-1
bgybv dvBj bvg : window.exe
MD5: d14888fa2e40a0ebef641233a9 72c6f1
SHA-1: 42c2805bfbd78e651b6b9ba9 bdba5ed33b57318f
mvaviYZ mvBevi Acivaxiv wdwks B-†gB‡j WKz‡g›U dvBj A_ev

wj¼ †cÖiY K‡i †mB WKz‡g›U dvBjwU ÿwZKviK g¨v‡µv‡KvW w`‡q
mshy³ _v‡K| hw` G dvBjwU I‡cb Z‡e powershell ev vbs script
Pvjy n‡Z cv‡i, hv mvBevi Acivaxi wbqwš¿Z mvf©v‡ii mv‡_ hy³ n‡q
g¨vjIq¨vi dvBj WvDb‡jvW nq I KgwcDUvi e¨enviKvixi ARv‡šÍ
Pvjy n‡q †h‡Z cv‡i|

mvaviYZ wµ‡ÞvKv‡iwÝ gvBwbs g¨vjIq¨vi Ab¨vb¨ g¨vjIq¨v‡ii

g‡Zv AvµvšÍ KgwcDUv‡ii Z_¨ ÿwZMÖ¯Í K‡i bv, wKš‘ GwU AvµvšÍ
KgwcDUv‡ii cÖ‡mwms ÿgZv e¨envi K‡i| d‡j KgwcDUv‡ii
cvidig¨vÝ A‡bK axiMwZ wn‡m‡e Abyf‚Z nq| 

01. Avgv‡`i we‡køwlZ bgyb window.exe Pvjy Kivi mv‡_ mv‡_
AvµvšÍ KgwcDUv‡ii cÖ‡mwms ÿgZv 100 kZvsk ch©šÍ e¨envi
Ki‡Z _v‡K|

02. AvµvšÍ KgwcDUviwU m¤¢eZ GKwU gvBwbs cy‡ji mv‡_
†hvMv‡hvM K‡i|

cÖ”Q` cÖwZ‡e`b : wWwRUvj wbivcËv
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cÖ”Q` cÖwZ‡e`b : wWwRUvj wbivcËv

03. wµ‡ÞvKv‡iwÝi Rb¨ AvµvšÍ KgwcDUv‡ii mv‡_ gvBwbs
cyj WvUv Av`vb-cÖ`vb| 

“jsonrpc”:“2.0” = JSON-RPC cÖ‡UvKj hv †bUIqvK© m‡KU ev
HTTP-Gi gva¨‡g mnRfv‡e WvUv Av`vb-cÖ`vb Kivi Rb¨ e¨envi
Kiv †h‡Z cv‡i| Params = c¨vivwgUvi job_id = gvBbvi I mvf©vi
gv‡S djvd‡ji B‡Ûw·s hv proof-of-work A¨vjMwi`g wn‡m‡e
e¨envi nq|

we‡kølY-2 
eªvDRviwfwËK wµ‡ÞvKv‡iwÝ gvBwbs : GKwU wµ‡ÞvKv‡iwÝ

gvBwbs c×wZ, hv Rvfv w¯Œ‡Þi mvnv‡h¨ eªvDRvi w`‡q Gw·wKDU n‡q
I‡qe e¨enviKvixi KgwcDUv‡ii cÖ‡mwms ÿgZv e¨envi K‡i _v‡K| 

G †ÿ‡Î Avgiv wµ‡ÞvKv‡iwÝ gvBwbs w¯ŒÞ w`‡q AvµvšÍ GKwU
I‡qemvBU wfwRU Kie|

01. hw` †Kv‡bv I‡qe e¨enviKvix AvµvšÍ I‡qemvBUwU eªvDR
K‡i, Z‡e e¨enviKvix‡K GKwU ccAvc †`Lvq I GKwU w¯ŒÞ
Pvjv‡bvi AbygwZ PvB‡Z cv‡i|

02. AvµvšÍ I‡qemvBUwUi †nvg‡c‡Ri †mvm© †KvW †`‡L Avgiv
GKwU m‡›`nRbK Rvfv w¯ŒÞ Luy‡R cvB|  

03. m‡›`nRbK I‡qemvBUwU wfwRU Kivi ci Avgiv GKwU
GbwµÞ †KvW †`L‡Z cvB| 

04. w¯ŒÞ †evSvi Rb¨ Avgiv wW‡KvW Kivi †Póv Kwi Ges

AvswkK wWw¯Œc‡UW †KvW Luy‡R cvB| †hgb- 
GB Rvfv w¯ŒÞ wewfbœ ai‡bi †i¸jvi G·‡cÖwgb Ges RC4

Gbwµckb A¨vjMwi`g e¨envi K‡i‡Q|
05. wi‡qj UvBg we‡køl‡Yi Rb¨ Avgiv AvµvšÍ I‡qemvBUwU

eªvDR Kwi I Rvfv w¯ŒÞwU Kvh©Ki n‡Z †`B Ges jÿ Kwi †h, GwU
KgwcDUv‡ii cÖ‡mwms ÿgZv 100 kZvsk ch©šÍ e¨envi Ki‡Z cv‡i|  

06. Avgiv GB w¯ŒcwU e¨env‡ii mgq wb‡¤œv³ †bUIqvK©
†hvMv‡hvM †`L‡Z cvB| 

07. Avgiv Av‡iv we‡kølY †_‡K eyS‡Z cvwi, G Rvfv w¯ŒÞwU
GKwU Monero Rvfvw¯ŒÞ I‡qe gvBbvi| KviY coinimp WKz‡g‡›Ukb
†_‡K  Avgiv GKB ai‡bi w¯ŒÞ †`L‡Z cvB KR
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