
e¨vKAvc Kv‡K e‡j, KZ ai‡bi,
†Kvb e¨vKAvc A¨vwcø‡Kkb fv‡jv,
RPO/RTO Kx, G¸‡jv ejvi Rb¨

†jLvwU bq| G †jLvwUi D‡Ïk¨ WvUv
e¨vKAvc m¤ú‡K© wKQy mnR wUc I e¨vKAvc
WvUvi wbivcËv wel‡q AeMZ Kiv Ges GUv
†_‡K †KD hw` DcK…Z nb, Z‡eB GB
†jLvwU mv_©K e‡j we‡ewPZ n‡e| Avgvi
GK hy‡Mi †ewk mgq WvUv e¨vKAvc,
wi‡Kvfvwi I wbivcËvi mv‡_ hy³ _vKvi
mgq †h wbqg †g‡b KvR‡K mnR Kivi †Póv
K‡iwQ Zv Zz‡j aiv n‡q‡Q G †jLvq|
01. e¨vKAvc, WvUv‡eR I A¨vwcø‡Kkb

A¨vWwgwb‡÷ªUi‡K GKmv‡_ KvR Ki‡Z
n‡e WvUvi e¨vKAvc cø¨vb, wbivcËv I
wWRv÷vi wi‡Kvfvwii mgq| 

02. WvUv‡eR e¨vKAvc †bqvi mgq
AvK©vBf j‡Mi e¨vKAvc wbwðZ Kiv
Riæwi| myZivs WvUv‡eR e¨vKAvc cø¨vb
Kivi mgq AvK©vBf j‡Mi e¨vKAvc
GKmv‡_ A_ev Avjv`v Avjv`v Ki‡Z
cv‡ib| Avcbvi WvUv‡e‡Ri AvK©vBf
jM hw` cÖPzi ˆZwi nq, Z‡e wbw`©ó
mgq cici wbqwgZfv‡e AvK©vBf jM
e¨vKAvc K‡i AvK©vBf j‡Mi RvqMvwU
duvKv ivL‡Z cv‡ib|

03. e¨vKAvc cø¨vb Kivi mgq Aek¨B
A¨vwcø‡Kkb Owner-Gi KvQ †_‡K
Rvb‡Z n‡e, †Kvb †Kvb dvBj¸‡jv
Zvi Avwcø‡Kk‡b Avc Kiv Riæwi|
†Zgwb WvUv‡eR A¨vWwgwb‡÷ªUi ej‡e
WvUv‡eR e¨vKAvc Ges AvK©vBf jM
e¨vKAvc KLb, Kxfv‡e wb‡Z n‡e|
e¨vKAvc A¨vWwgb j¶ ivL‡eb †Kv‡bv
†Kv‡bv WvUv Wzwcø‡KU n‡”Q wKbv,
e¨vKAvc n‡Z KZ mgq jvM‡Q Ges
WvUv wi‡÷vi (restore) Ki‡Z KZ mgq
jvM‡Z cv‡i| wi‡÷vi mgqwU Aek¨B
WvUv‡eR A¨vWwgb I A¨vwcø‡Kkb
A¨vWwgb Rvbv cÖ‡qvRb| 

04. †ewkifvM †¶‡Î †`Lv hvq, cÖPzi
Wzwcø‡KU e¨vKAvc Kiv nq Ges G‡Z
cÖPzi †÷v‡iR I mgq bó nq| GKwU
D`vniY †`qv †h‡Z cv‡i|
hw` mvßvwnK e¨vKAvc Full Backup
nq Ges gvwmK e¨vKAvc I Full
Backup nq, Z‡e GKwU mvßvwnK ev`
w`‡q †mB mßv‡n gvwmK e¨vKAvc
Pvjv‡bv n‡j GKwU mvßvwnK e¨vKAvc

K‡g hvq| gvwmK Full Backup Ges
WvUv wi‡Ubkb memgqB †ewk _v‡K|
†Zgwb gvwmK Ges evwl©K e¨vKAv‡ci
†¶‡ÎI GKB K_v cÖ‡hvR¨|

05. e¨vKAvc mgq †ewk jvMvi A‡bK¸‡jv
KviY _vK‡Z cv‡i| mvaviYZ cÖPzi
†QvU †QvU dvBj _vK‡j, j¨vb (LAN)
e¨vKAvc, e¨vKAvc Ges Awd‡mi Rb¨
hw` GKB LAN nq, e¨vKAvc mvf©vi

I †h mvf©vi †_‡K WvUv e¨vKAvc Kiv
n‡”Q Zv‡`i hw` `~iZ¡ A‡bK nq (dif-
ferent location), GKB mgq hw` cÖPzi
e¨vKAvc GKmv‡_ ÷vU© nq, GKwU
mvf©vi †_‡K hw` GKvwaK e¨vKAvc
P‡j| 

06. e¨vKAvc †ewk jvMvi KviY¸‡jv wKQy
†¶‡Î Gov‡bv hvqÑ
K) A¨vwcø‡Kkb I WvUv‡eR A¨vWwg‡bi

mv‡_ K_v e‡j A¨vwcø‡KkbwUi Pick
Ges Off-pick mgq wba©viY Kiæb Ges
Off-pick mg‡q e¨vKAvc Pvjvb|
L) hw` Avcbvi Awd‡m GKB j¨vb
Awd‡mi Kv‡R Ges e¨vKAv‡ci Kv‡R
e¨envi nq, Z‡e Awd‡mi c‡i
ga¨iv‡Z e¨vKAvc¸‡jv Auto Schedule
K‡i w`b|
M) †Kv‡bv †dvìv‡i AmsL¨ †QvU dvBj
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_vK‡j, †m¸‡jv mve-†dvìv‡i †f‡O
e¨vKAvc †bqvi †Póv Kiæb|
N) GKB mvf©v‡i GKB mgq †hb
GKwUi †ewk e¨vKAvc bv P‡j Zv j¶
ivLyb|
O) AwaK `~ieZ©x RvqMv †_‡K
e¨vKAv‡ci mgq dvBevi AcwUK
wgwWqvg e¨envi Kivi K_v wPšÍv Ki‡Z
cv‡ib A_ev hw` m¤¢e nq e¨vKAvc
mvf©vi †jvKvj ivLvi †Póv Kiæb|

07. e¨vKAvc A¨vWwgb I WvUv‡eR
A¨vWwg‡bi KvRwU WvUv wi‡Kvfvwii
mgq Avjv`v Kiv cÖ‡qvRb| wec‡`i
gyn~‡Z© †K WvUv wi‡Kvfvi Ki‡e, †K
WvUv‡eR Avc Ki‡e, †K A¨vwcø‡Kkb
Avc Ki‡e BZ¨vw` welq Av‡M †_‡K
wba©viY K‡i ivLyb|

08. eQ‡i GKevi AšÍZ wµwUK¨vj
A¨vwcø‡Kkb, WvUv‡e‡Ri
Drill Test Kiæb Ges
Zvi GKwU SOP ˆZwi
K‡i ivLyb| WvUv
wi‡Kvfvwii eo mvdj¨
wbf©i K‡i wWªj †U‡÷i
Ici|

09. e¨vKAvc hw` †U‡c nq,
Z‡e †Uc¸‡jv WvUv c~Y©
n‡q hvIqvi ci jvB‡eªwi
†_‡K †ei K‡i f‡ë ivLyb
Ges e¨vKAvc A¨vwcø‡Kk‡b
†mUv Avc‡WU Kiæb| g‡b ivLv
cÖ‡qvRb, †Kv‡bv e¨vKAvc
A¨vwcø‡KkbB jvB‡eªwi †_‡K †ei Kiv
†U‡ci Location auto Avc‡WU Ki‡Z
cv‡i bv| f‡ë ivLv †U‡ci †jv‡Kkb
Avc‡WU bv Ki‡j Avcwb c‡i WvUv
wi‡Kvfvwii mgq wec‡` co‡eb| 

10. †Uc e¨vKAvc mvaviYZ wW¯‹
e¨vKAv‡ci †P‡q axiMwZi nq|
myZivs, Lye Riæwi WvUv¸‡jv wW‡¯‹ Ges
†h WvUv wi‡Kvfvwi Ki‡Z mgq cv‡eb
Zv †U‡c ivLyb| Aek¨B cÖ‡Z¨KwU
wµwUK¨vj WvUv‡eR, A¨vwcø‡Kk‡bi dzj
e¨vKAvc wW‡¯‹ ivLvi †Póv Kiæb| j¤^v
mgq †h WvUv¸‡jv ivL‡Z n‡e,
cÖ‡qvR‡b Zv †U‡c ivLyb|

11. e¨vKAvc A¨vwcø‡Kkb (e¨vKAvc
mvf©vi) mvaviYZ `yB ai‡bi jvB‡mÝ
e¨envi Ki‡Z cv‡i| GKwU n‡jv
K¬v‡q›U †eR jvB‡mÝ Ges AciwU n‡jv
K¨vcvwmwU †eR jvB‡mÝ| K¬v‡q›U †eR
jvB‡mÝ n‡jv cÖwZwU K¬v‡q‡›Ui Rb¨
GKwU jvB‡mÝ| Avi K¨vcvwmwU †eR
jvB‡mÝ n‡jv K¨vcvwmwU c~Y© bv nIqv
ch©šÍ hZ B”Qv Avcwb K¬v‡q‡›Ui
e¨vKAvc wb‡Z cvi‡eb|

12. mvaviYZ e¨vKAv‡c †h mgq jv‡M,
wi‡÷vi Ki‡Z Zvi wØ¸Y mgq mgq
jvM‡e a‡i †bqv hvq| Z‡e Av‡iv wKQy
welq we‡ePbv Ki‡Z n‡e, †h mvf©vi I
†÷v‡i‡Ri WvUv e¨vKAvc Kiv n‡q‡Q
Ges †h mvf©vi I †÷v‡i‡R wi‡÷vi
Kiv n‡”Q Zv GKB ai‡bi wKbv ev Zvi
cvidig¨vÝ KvQvKvwQ wKbv| A‡bK
mgq WvUv GKB mvf©v‡i wi‡÷vi Kivi
cÖ‡qvRb nq, †m‡¶‡Î wØ¸Y mgq
jvM‡e e‡j Avgiv a‡i wb‡Z cvwi|

13. †ewkifvM e¨vKAvc A¨vwcø‡Kk‡b c~‡e©i
e¨vKAv‡ci WvUv wi‡Ubkb GLb bZzb
K‡i evov‡bv hvq| aiv hvK, GKwU

e¨vKAvc WvUv
2018

mv‡ji wW‡m¤^i
gv‡m †kl n‡e, wKš‘
A¨vwcø‡Kkb A¨vWwgb ev WvUv‡eR
A¨vWwgb Pv‡”Qb Av‡iv 6 gvm WvUv
_vKzK| †m‡¶‡Î IB cyi‡bv e¨vKAv‡ci
wi‡Ubkb Av‡iv 6 gvm evov‡bv hv‡e| 

14. e¨vKAvc cø¨vb Kivi mgq `ywU K_v
gv_vq ivLv cÖ‡qvRb| Avcwb †h
e¨vKAvcwU wb‡”Qb Zv wK wWRv÷vi
wi‡Kvfvwii cÖ‡qvR‡b bvwK compliance
I Regulatory cÖ‡qvR‡b| mvaviYZ
hw` WvUv‡eR I A¨vwcø‡Kkb e¨vKAvc
†QvU nq, Z‡e cÖwZw`b Full Backup
wb‡Z cv‡ib| hw` †mUv Disaster
Recovery cÖ‡qvR‡b nq| †Kbbv G‡Z
WvUv restoreI wi‡Kvfvwii mgq
cÖ‡mm¸‡jv‡K A‡bK mnR Ki‡e|

15. †Kv‡bv A¨vwcø‡Kkb ev WvUv‡e‡R †gRi
†PÄ wi‡Kv‡q‡÷i Av‡M Aek¨B GKwU
e¨vKAvc wW‡¯‹ ivLyb| A¨vwcø‡Kkb,
WvUv‡eR I e¨vKAvc A¨vWwgb GKmv‡_
WvUv e¨vKAvc I wi‡Kvfvwi cø̈ vb Kiv

Riæwi| 

16. WvUv Gbwµck‡b (Encryption) kãwU
Avcwb cÖvqB ïb‡eb, e¨vKAvc WvUvI
Encryption Kiv cÖ‡qvRb n‡Z cv‡i,
Z‡e g‡b ivL‡Z n‡e †ewkifvM
e¨vKAvc A¨vwcø‡Kkb Gbwµck‡bi
Rb¨ jvB‡mÝ wKb‡Z nq| mvaviYZ
`ywU Kvi‡Y g~jZ WvUv Encryption-Gi
cÖ‡qvRb nq, GKwU n‡jv WvUv
gyf‡g‡›Ui cÖ‡qvRb n‡j Ges Ab¨wU
n‡jv wbivcËv AwWU compliance-Gi
Rb¨|

17. e¨vKAvc Tape ¯’vbvšÍ‡ii Rb¨ ÒTurtle
CaseÓ e¨envi nq, hv Gi wbivcËv I
`yN©Ubv n‡Z i¶v K‡i Ges GwU
e¨vKAvc compliance-Gi GKwU Ask|

18. A‡bK e¨vKAvc A¨vwcø‡Kk‡b WvUv
e¨vKAvc †bqvi Av‡M Password
Protected K‡i †bqv hvq| G‡Z
e¨vKAvc WvUv †`Lvi Rb¨ I wi‡÷vi
Kivi Rb¨ IB cvmIqvW©wU cÖ‡qvRb|

Z‡e G c×wZ‡Z e¨vKAvc
†bqv  wbivcËv evov‡bvi
cvkvcvwk RwUjZv evovq|
†Kbbv, Zv i¶Yv‡e¶Y Kivi
Rb¨ cÖ‡Z¨KwU e¨vKAvc
Uª¨vwKs Kiv cÖ‡qvRb|

19. cÖ‡Z¨KwU e¨vKAvc
A¨vwcø‡Kk‡b wbR¯^ WvUv‡eR
Av‡Q hv‡Z cÖ‡Z¨KwU

e¨vKAv‡ci we¯ÍvwiZ mgq,
e¨vKAvc Kb‡U›U, e¨vKAvc UvBc,

e¨vKAvc wgwWqv ejv _v‡K, d‡j
WvUv‡eRwU e¨vKAvc A¨vwcø‡Kk‡bi
Rb¨ LyeB ¸iæZ¡c~Y© Ges Gi wbivcËvI
Riæwi| †ewkifvM e¨vKAvc
A¨vwcø‡Kkb Zvi wb‡Ri WvUvev‡Ri
e¨vKAvc wb‡Z cv‡i bv, ZvB e¨vKAvc
A¨vwcø‡Kk‡bi ¸iæZ¡c~Y© dvBj¸‡jv
Ab¨Î e¨vKAvc ivLvi `vwqZ¡ e¨vKAvc
A¨vWwg‡bi|

20. e¨vKAvc A¨vwcø‡Kkb e¨enviKvix‡`i
Access Control GKwU ¸iæZ¡c~Y© welq|
hviv e¨vKAvc A¨vwcø‡Kk‡b A¨vWwgb
wn‡m‡e _vK‡eb Zviv e¨vKAvc
A¨vwcø‡Kk‡bi me Root Privilege
cv‡e| User Privilege e¨vKAvc
A¨vWwg‡biv e¨vKAvc gwbUwis Ges
Start/Stop ai‡bi KvR¸‡jv Ki‡Z
cvi‡eb| gwbUwis Privilege User
mvaviYZ Audit Members/Senior
Management-G n‡q _v‡K| 

D‡jøL¨, I‡ii wUc¸‡jv cÖwZôvb I
e¨emvq bxwZgvjvi wfwË‡Z cwiewZ©Z n‡Z
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