
B›Uvi‡bU e¨enviKvixiv mvaviYZ bvbv mgm¨vi gy‡LvgywL nb|
†m¸‡jvi g‡a¨ Ab¨Zg GK mvaviY mgm¨v n‡jv B›Uvi‡bU †_‡K
Avcbvi Kvw•ÿZ Z_¨ mivmwi Lyu‡R cvIqv †ek KwVb| Gi KviY

n‡jv, GLv‡b †Kv‡bv †m›Uªvj Ômain menuÕ †bB, †hLv‡b e¨enviKvixiv
Av‡·m Ki‡Z cvi‡eb B›Uvi‡bU Ry‡o †bwf‡MU Kivi Rb¨| hw`I
GLv‡b †Kv‡bv Awdwmqvj †gby _vKvi m¤¢vebv †bB, Z‡e AbjvBb Ges
AdjvBb Df‡qi Rb¨ i‡q‡Q †ek wKQz wi‡mvm©, hv †bU mvwd©s‡K
mnRZi K‡i‡Q| B›Uvi‡bU n‡jv GK UªvwdK wi‡mvm©| GwU aviY K‡i
kZ kZ I‡qemvBU, hv nvRvi nvRvi Uwc‡Ki Rb¨ †WwW‡K‡UW| wKQz
wKQz I‡qemvBU i‡q‡Q, †h¸‡jv e¨envi nq I‡q‡e Z_¨ mvP© Kivi
Rb¨| I‡q‡e Z_¨ mvwP©s‡q gyf Ki‡Z nq †cR †_‡K †c‡R, I‡qemvBU
†_‡K I‡qemvB‡U, hv‡K ejv nq I‡qe eªvDwRs| GLv‡b GKwU cÖavb
mdUIq¨vi/A¨vwcø‡Kkb
Av‡Q, hv g~jZ e¨envi nq
I‡qe eªvDwRs‡q, hv‡K
ejv nq I‡qe eªvDR Kiv
ev I‡qe eªvDwRs|

g~jZ I‡qe eªvDRvi
n‡jv GKwU B›Uvi‡dm, hv
KgwcDUvi e¨enviKvix‡K
mnvqZv K‡i B›Uvi‡b‡Ui
Ges KgwcDUv‡ii
nvW©wW‡¯‹i me Kb‡U‡›U A¨v‡·‡mi| I‡qe
eªvDRv‡ii mnvqZvq e¨enviKvix  dvBj,
†dvìvi Ges I‡qemvBU Ry‡o †bwf‡MU Ki‡Z
cv‡i| hLb eªªvDRvi e¨envi nq I‡qe †cR
eªvDwRs‡qi Rb¨, ZLb †cR aviY Ki‡Z cv‡i
wbw`©ó wKQz  wj¼, hv bZzb eªvDRv‡i I‡cb n‡Z
cv‡i|

myZivs, GLb cÖkœ n‡jv, Avcwb Kx wbivc‡`
Ges †MvcbxqZvi mv‡_ I‡qe eªvDR Ki‡Z Pvb?
KwVb ev Í̄eZv n‡jv wbivc‡` Ges †MvcbxqZvi
mv‡_ I‡qe eªvDR Kiv cÖvq Am¤¢e|

†Kvb mvB‡U wfwRU Ki‡Qb Zv ïay Avcbvi
B›Uvi‡bU mvwf©m †cÖvfvBWvi Rv‡b Zv wKš‘ bq, eis miKvi Ges
Ab¨vb¨ miKviI Rv‡b| G Qvov †mvk¨vj wgwWqv mvBU, A¨vW
†bUIqvK© A_ev A¨vc I‡qe Avcbv‡K Uª¨vK Ki‡Z _v‡K mywbw`©ó Ges
Uv‡M©U Kiv A¨vW mieivn Kivi Rb¨| Avcbvi I‡qe eªvDwRs wnw÷ª
n‡Z cv‡i cÖPÛfv‡e cv‡m©vbvj| GwU D‡š§vPb Ki‡Z Avcbvi ¯^v¯’¨
m‡PZbZv, Avcbvi ivR‰bwZK wek¦vm Ges GgbwK Avcbvi cY©
Af¨vmI| Avcwb Qvov Ab¨ mevB †Kb Gme Z_¨ Rvb‡e?

hLbB Avcwb GKwU I‡qemvB‡U wfwRU Ki‡eb, ZLb WvUvi wPý
†cQ‡b †d‡j †i‡L hv‡eb| Avcwb Gme _vgv‡Z cvi‡eb bv
†Kv‡bvfv‡e| wVK †hfv‡e B›Uvi‡bU KvR K‡i, GUv n‡e wVK
†mfv‡e| Z‡e Avcbvi dzUwcÖ›U Kgv‡bvi Rb¨ i‡q‡Q cÖPzi cwigv‡Yi
DcKiY| G †jLvq wKQz wUc Zz‡j aiv n‡q‡Q Avcbvi †e‡Ri
†ewkifvM Kvfvi Kivi Rb¨|

GKwU wfwcGb AvB‡Ww›UwU nvBW Ki‡Z mnvqZv K‡i,
wKš‘ Avcbv‡K AvbAvB‡Ww›UdvBW K‡i bv

Avcwb nq‡Zv ï‡b _vK‡eb, GKwU wfwcGb Z_v fvPz©qvj cÖvB‡fU
†bUIqvK© mœydvi †_‡K Avcbvi B›Uvi‡bU UªvwdK wbivc` iv‡L|

wfwcGb Avcbv‡K GKwU †WwW‡K‡UW Uv‡bj ˆZwi Kivi my‡hvM
K‡i †`‡e, hv‡Z Avcbvi me UªvwdK Gi ga¨ w`‡q cÖevwnZ nq|
mvaviYZ GKwU wfwcGb mvf©vi Avcbvi B›Uvi‡bU UªvwdK‡K
B›Uvi‡bU mvwf©m †cÖvfvBWv‡ii KvQ †_‡K jywK‡q ivLvi my‡hvM Ki
†`q| GwU fv‡jv nq hw` Avcwb Ggb GKwU †`‡k _v‡Kb, †hLv‡b
†mÝiwkc A_ev mvwf©‡jÝ Pvjy Av‡Q A_ev †jv‡KkbwfwËK eøwKs
Gwo‡q hvIqvi †Póv Kiæb| Avcbvi me B›Uvi‡bU UªvwdK GKwU
wfwcGb †cÖvfvBWv‡ii Kv‡Q †mÛ Ki‡Qb| g~jZ Avcbvi wfwcGb
†cÖvfvBWvi A_ev Avcbvi B›Uvi‡bU †cÖvfvBWvi GB `yB‡qi g‡a¨
Kv‡K †ewk wek¦vm K‡ib, Zv †e‡Q wb‡Z n‡e| mgm¨vwU n‡jv me‡P‡q
wd« wfwcGb †cÖvfvBWvi Zv‡`i A_© evbv‡”Q Avcbvi WvUv wewµ K‡i
A_ev Avcbvi A¨vW mvf© Kivi gva¨‡g| GgbwK Avcwb hw`
cÖvB‡fwmi Rb¨ wcÖwgqvg wfwcGb †cÖvfvBWvi e¨envi K‡ib, Zvn‡j
G¸‡jv Avcbvi †c‡g›U Bbdi‡gkb Kv‡b± Ki‡Z cvi‡e Avcbvi
B›Uvi‡bU Uªvwd‡K Ges A‡bK wfwcGb †cÖvfvBWvi Avcbvi WvUv
GbwµÞ Kivi Rb¨ gv_v Nvgvq bv| 

wmwKDwiwU cÖ‡dkbvj‡`i gva¨‡g cwiPvwjZ wewfbœ cixÿvq †`Lv †M‡Q
wKQz wKQz wfwcGb †cÖvfvBWvi G‡K Ac‡ii †P‡q fv‡jv| †hgb

WireGuard-Gi g‡Zv
mvwf©m e¨vcKfv‡e
wi‡Kv‡gÛ Kiv nq, hv
AvB‡dvb Ges AvBc¨vWmn
wewfbœ wm‡÷g Ges
wWfvB‡m mØ¨envi Kiv
hvq| m¤úÖwZ wewfbœ
M‡elYv cÖwZôv‡bi
†cÖvdvB‡j †`Lv †M‡Q †h,
AvB‡dv‡bi Rb¨ Guardian

Mobile Firewall bv‡gi GK ¯§vU© dvqviIqvj-
UvBc A¨vc wbivc‡` Uv‡bj K‡i hv‡Z
e¨enviKvixi WvUv bvgnxbfv‡e _v‡K Ges Ab¨
Kv‡iv c‡ÿ eySv m¤¢e bq| G A¨vc Avcbvi
†dv‡bi A¨vc‡KI cÖwZnZ K‡i, hv‡Z Avcwb
Uª̈ vK Ki‡Z bv cv‡ib, †hgb Avcbvi K›Uv±
A_ev Avcbvi wRI‡jv‡Kkb|

†h‡nZz TechCrunch-Gi Romain Dillet
e¨vL¨v K‡i e‡jb †h, †miv wfwcGb n‡jv
IBwU †hwU‡K Avcwb wb‡RB wbqš¿Y Ki‡Z
cvi‡eb| Avcwb wb‡RB K‡qK wgwb‡Ui g‡a¨
ˆZwi K‡i wb‡Z cvi‡eb Avcbvi wbR¯^

wfwcGb mvf©vi Algo VPN| Avcbvi wbR¯^ Algo VPN †mUAvc w`‡q
Kv‡bKkb, mvf©vi Ges WvUv K‡›Uªvj Ki‡Z cvi‡eb|

Avcbvi `iKvi GKwU wbivc` wWGbGm
“your internet provider knows what sites you visit,” anyway?

Gi A_© Kx? 
B›Uvi‡b‡U c`©vi Avov‡j wWGbGm (Domain Name System)

I‡qe A¨v‡Wªm‡K KgwcDUvi wi‡Wej AvBwc A¨v‡Wª‡m iƒcvšÍi K‡i|
†ewkifvM wWfvBm ¯^qswµqfv‡e e¨envi K‡i wimjfvi, hv Avcbvi
Kv‡b‡±W †bUIqv‡K©i mvaviYZ B›Uvi‡bU †cÖvfvBWv‡ii gva¨‡g †mU
Kiv nq| Gi A_© n‡”Q Avcbvi B›Uvi‡bU †cÖvfvBWvi Rv‡b Avcwb
†Kvb I‡qemvB‡U wfwRU K‡i‡Qb| m¤úÖwZ Ks‡MÖm GK AvBb cvm
K‡i, hv Avcbvi B›Uvi‡bU †cÖvfvBWvi‡K Avcbvi eªvDwRs wnw÷ª

B›Uvi‡bU
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wbivc` I †MvcbxqZvi
mv‡_ I‡q‡e eªvDR Kiv
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I‡cb wWGbG‡mi B›Uvi‡dm

Iq¨viMv‡W©i B›Uvi‡dm



B›Uvi‡bU

weÁvcb`vZv‡`i Kv‡Q wewµ Kiv Aby‡gv`b K‡i|
GRb¨ `iKvi GKwU wbivc` Ges cÖvB‡fU wWGbGm †cÖvfvBWvi|

A‡b‡KB me©mvav‡Yi Rb¨ Dš§y³ mvwf©m †hgb OpenDNS A_ev
¸M‡ji PublicDNS e¨envi K‡ib| G¸‡jv mn‡R Avcbvi
KgwcDUv‡i A_ev wWfvB‡m A_ev †nvg ivDUv‡i †mUAvc Kiv hvq|

GKwU wi‡Kv‡g‡ÛW Advi n‡jv Cloudflare-Gi wmwKDwiwU
wWGbGm, hv‡K 1.1.1.1 ejv nq| K¬vDWd¬vqvi Avcbvi UªvwdK
GbwµÞ K‡i, A¨vW mvf© Kivi Rb¨ Avcbvi WvUv e¨envi K‡i bv
Ges †h‡Kv‡bv `xN©Zi 24 NÈvi Rb¨ Avcbvi AvBwc A¨v‡Wªm †÷vi
K‡i bv| Avcwb B‡”Q Ki‡j A¨vc‡ji A¨vc †÷vi Ges ¸Mj †cø
†_‡K K¬vDWd¬vqv‡ii 1.1.1.1 A¨vc WvDb‡jvW Ki‡Z cvi‡eb| 

GBPwUwUwcGm 
cv‡m©vbvj B›Uvi‡bU wmwKDwiwUi Rb¨ Ab¨Zg †miv Dcv`vb n‡jv

GBPwUwUwcGm (HTTPS)| GBPwUwUwcGm Avcbvi †dvb A_ev
KgwcDUvi †_‡K ïiæ K‡i wfwRU Kiv mvBU ch©šÍ me Kv‡bKkb
wmwKDi K‡i| †ewkifvM ¸iæZ¡c~Y© I‡qemvBU GBPwUwUwcGm-Gbvej
Ges Avwef‚©Z nq A¨v‡Wªm ev‡i wMÖb c¨vWjK mnKv‡i| GBPwUwUwcGm
†Kv‡bv †Kv‡bv e¨w³i Rb¨ Avcbvi B›Uvi‡bU UªvwdK B›Uvi‡m‡Þi
Ici †Mv‡q›`vwMwi Kiv Ges UªvbwR‡÷i mgq WvUv Pzwi Kiv cÖvq
Am¤¢e K‡i †Zv‡j|

hLbB Avcbvi eªvDRvi meyR e‡Y© cÖR¡vwjZ n‡e A_ev GKwU
c¨vWjK d¬¨vk Ki‡e, GBPwUwUwcGm Avcbvi KgwcDUvi Ges
I‡qemvB‡Ui gv‡S Kv‡bKkb GbwµÞ Ki‡e| GgbwK Avcwb hLb
GKwU cvewjK IqvB-dvB †bUIqv‡K© _vK‡eb, ZLb GKwU
GBPwUwUwcGm-GbvejW I‡qemvBU Avcbv‡K GKB †bUIqv‡K©i mœyd-
vi †_‡K iÿv Ki‡e|

cÖvq cÖwZw`b I‡qe n‡q DV‡Q AwaKZi wbivc`| wKQz I‡qemvBU
n‡jv GBPwUwUwcGm †iwW, Z‡e evB wWdë GwU Gbvej Kiv bq| Gi
gv‡b n‡”Q Avcwb †jvW Ki‡Qb GKwU AvbGbwµ‡ÞW GBPwUwUwcGm
†cR hLb Avcwb GKwU m¤ú~Y© GBPwUwUwcGm †c‡R A¨v‡·m Ki‡Z
cvi‡eb|

G‡ÿ‡Î GKwU eªvDRvi G·‡Ubkb HTTPS me RvqMvq  KvR
Ki‡Z cv‡i| GB G·‡Ubkb I‡qemvBU‡K eva¨ K‡i evB wWdë
¯^qswµqfv‡e HTTPS †jvW Ki‡Z| GwU GZ †QvU Ges mnvqK Uzj
n‡jI e¨enviKvix fz‡j hvq Gi Dcw¯’wZ| 

cybwe©‡ePbv Kiæb Avcbvi I‡qe cøvM-Bbm
d¬¨v‡ki K_v g‡b Av‡Q Kx? Rvfv m¤ú‡K© Kx Rv‡bb? m¤¢eZ

G¸‡jvi m¤ú‡K© mv¤úÖwZK †Kv‡bv Z_¨ Avcbvi Rvbv †bB, IBme
†m‡K‡j ev AcÖPwjZ †cÖvMÖvg †iÛvi Ki‡Z I‡qe weewa©Z n‡q‡Q|
GK mg‡qi RbwcÖq `yB I‡qe cøvM-Bb d¬¨vk Ges Rvfv DfqB
Avcbvi I‡qe eªvDRv‡i B›Uv‡iw±f Kb‡U›U wfD Kivi my‡hvM K‡i
†`‡e| wKš‘, GLb IB¸‡jvi †ewkifvMB cÖwZ¯’vwcZ n‡q‡Q HTML5-
Gi gva¨‡g| GwU Avcbvi I‡qe  eªvDRv‡ii GKwU mnRvZ
†UK‡bvjwR|

d¬¨vk Ges Rvfv `xN©w`b a‡i Dcnv‡mi cvÎ n‡q Av‡Q Zv‡`i
¯’vqx wbivcËvnxbZvi Kvi‡Y| G¸‡jv wQj evM I fvjwbqvwiwewjwU
cwic~Y©, hv B›Uvi‡bU‡K eQ‡ii ci eQi Ggbfv‡e Av”Qbœ K‡i
†i‡L‡Q| I‡qe eªvDRvi 2015 mv‡j Rvfvi e¨envi e‡Üi cwiKíbv
K‡i‡Q, mv‡_ d¬¨vk 2020 mv‡ji g‡a¨| 

hw` Avcwb G¸‡jv e¨envi bv K‡ib Ges †ewkifvM †jvK hw`
G¸‡jv bv Pvb, Zvn‡j AcmviY Ki‡Z cv‡ib| ïay G¸‡jv Bb÷j
Kiv n‡jI AvµvšÍ nIqvi SuzwKi g‡a¨ co‡Z n‡e Avcbv‡K|
DB‡ÛvR Ges g¨v‡K d¬¨vk Ges Rvfv AvbBb÷j Ki‡Z cvi‡eb gvÎ
K‡qK wgwb‡Ui cÖ‡Póvq|

dvqvid· Ges †µv‡gi g‡Zv †ewkifvM eªvDRvi Avcbv‡K
Ab¨vb¨ A¨vW-Abm A_ev G·‡Ubkb ivb Kiv‡bvi my‡hvM K‡i †`q
Avcbvi I‡qe G·‡cwi‡qÝ DbœZ Ki‡Z| †hgb Avcbvi †dv‡bi

A¨vc| G‡`i `iKvi Avcbvi eªvDRv‡i A¨v‡·m Kiv, GgbwK Avcbvi
WvUvq A_ev KgwcDUv‡i A¨v‡·m| hw`I eªvDRvi G·‡Ubkb
g¨vwjkvm e¨envi cÖwZ‡iv‡a †PK nq, ZviciI KL‡bv KL‡bv Lvivc
G·‡Ubkb Lyu‡R cvIqv hvq bv| Avevi †Kv‡bv †Kv‡bv G·‡Ubkb
¯^qswµqfv‡e Avc‡WU nq g¨vwjkvm †KvW aviY Ki‡Z A_ev †Mvc‡b
e¨vKMÖvD‡Û wµ‡ÞvKv‡iwÝ gvBb| 

†KvbwU fv‡jv G·‡Ubk Avi †KvbwU bq, Zv wba©viY Kivi †Kv‡bv
wbw`©ó wbqg †bB| G‡ÿ‡Î e¨envi Ki‡Z n‡e wbR¯^ †gav-gbb|
wbwðZ Kiæb, Avcbvi Bb÷j Kiv cÖwZwU G·‡Ubkb Avcbvi
cÖZ¨vkvi †P‡q †ewk wKQz Avkv K‡i bv| †hme G·‡Ubkb Avcwb
KL‡bv e¨envi K‡ib bv, †m¸‡jv AcmviY I AvbBb÷j Kivi
e¨vcviwU wbwðZ Kiæb| 

cøvM-Bbm Ges G·‡Ubkb Avcbv‡K †cÖv‡U± Ki‡Z cvi‡e
wKQz wKQz G·‡Ubkb Av‡Q, †h¸‡jv Lye g~j¨evb| Gme G·‡Ubkb

Avgv‡`i we‡ePbvq _vKv DwPZ-
A¨vW-eøKvi : bv‡gB eySv hv‡”Q A¨vW eøK Kivi Rb¨ A¨vW-eøKvi

(AdBlock) PgrKvifv‡e KvR Ki‡jI †KvW cÖvB‡fwm †f` K‡i, hv mvBU
Ry‡o Uª̈ vK Ki‡Z cv‡i| uBlock n‡jv GK Kvh©Ki RbwcÖq I‡cb †mvm©
eøKvi, hv Lye †ewk †ggwi KbRÿg K‡i bv †hgbwU A¨vWeøK Ges Ab¨vb¨

Uzj K‡i _v‡K| A‡bK A¨vW-eøKvi eZ©©gv‡b cviwgU Z_v Aby‡gv`b K‡i
“acceptable ads”, hv cvewjkvi‡`i‡K A_© Av‡qi my‡hvM K‡i †`q, Z‡e
cÖPzi cwigv‡Y †ggwi e¨envi K‡i bv A_ev AbwaKvi cÖ‡ekg~jK bq|
A¨vW-eøKvi Uzj I‡qemvBU †jvW K‡i ª̀æZMwZ‡Z| 

µm-mvBU Uª¨vKvi eøKvi : cÖvB‡fwm e¨vRvi (Privacy Badger)
n‡jv GK PgrKvi Uzj, hv eøK Ki‡Z cv‡i ÿz̀ ª “pixel” mvBR
Uª¨vKvi, hv I‡qe †c‡R wn‡Wb _v‡K, Z‡e Avcbv‡K Uª¨vK Ki‡e
mvBU †_‡K mvB‡U, Avcbv‡K A¨vW mvf© Kivi Rb¨ Avcbvi m¤ú‡K©
Av‡iv †ewk Rvb‡e| Ghostery n‡jv Av‡iKwU A¨vWf¨vÝW †j‡f‡ji
A¨vw›U Uª¨vKvi, hvi jÿ¨ n‡jv evB wWdë e¨enviKvix‡`i‡K wn‡Wb
Uª¨vKvi‡`i KvQ †_‡K iÿv Kiv|  

Ui e¨envi Kiv
Ui (Tor) M~p inm¨c~Y©Zv †bUIqvK© wn‡m‡e cwiwPZ| GwU GKwU

cÖ‡UvKj, hv e¨enviKvixi B›Uvi‡bU UªvwdK wek¦Ry‡o GK wmwiR
i¨vÛg wi‡j mvf©v‡ii gva¨‡g evDÝ K‡i Ges Kvfvi K‡i Avcbvi
Uª¨vK| Avcwb GwU †ewkifvM wWfvB‡m Ges ivDUv‡i KbwdMvi Ki‡Z
cvi‡eb| †ewkifvM †jvK hviv Ui e¨envi K‡ib, Zviv Ui eªvDRvi
e¨envi K‡ib| GwU dvqvid‡·i wcÖKbwdMvi Kiv Ges jKW-WvDb
fvm©b, hv fv‡jv KvR K‡i ïiæ †_‡K n‡Z cv‡i GwU †i¸jvi
I‡qemvBU A_ev GKwU Awbqb mvBU|

Avcbvi I‡qe Uªvwd‡Ki Ici bRi`vwi‡K cÖvq Am¤¢e K‡i
Zz‡j‡Q, we‡kl K‡i †Kvb mvBU wfwRU Ki‡Qb Zv Rvbv| A¨vw±wf÷
Ges mvsevw`‡Kiv mPivPi †mÝiwkc Ges bRi`vwi Gov‡bvi Rb¨ Ui
e¨envi K‡ib KR
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