
mwVK I‡qe eªvDRvi Ges cÖwZw`‡bi
I‡qe eªvDwRs AwfÁZvi gv‡S we¯Íi
cv_©K¨ _vK‡Z cv‡i, †Kbbv Avcwb

nq‡Zv `ªæZZi cvidig¨vÝ‡K A_ev
DbœZZi wmwKDwiwU‡K A_ev
WvDb‡jvW‡hvM¨ G·‡Ubk‡bi gva¨‡g †ewk
bgbxqZv‡K AMÖvwaKvi w`‡Z cv‡ib eªvDRvi
†e‡Q †bqvi †ÿ‡Î|

Z‡e hv-B †nvK, Avcwb DbœZgv‡b †h
eªvDRviwU e¨envi K‡i Avm‡Qb, †mwU nq‡Zv
eªvDRvi¸‡jvi g‡a¨ †miv bvI n‡Z cv‡i|
Z‡e `xN©w`‡bi e¨envi I Af¨v‡mi Kvi‡Y
ev¯ÍeZv Avcbvi Dcjwä‡Z Avm‡Q bv †h,
GB eªvDRv‡ii †P‡q †miv †Kv‡bv eªvDRvi
_vK‡Z cv‡i, hv Avcbvi B›Uvi‡bU eªvDwRs
AwfÁZv‡K Av‡iv mg„× Ki‡e| 

jÿYxq, I‡qe eªvDRvi †W‡fjcKvix
cÖwZwU †Kv¤úvwb `vwe K‡i Avm‡Q, Zv‡`i
†W‡fjc Kiv me©vaywbK I‡qe eªvDRviwU
me‡P‡q `ªæZ I wbivc`| myZivs, mvaviY
e¨enviKvix‡`i Rb¨ †miv I‡qe eªvDRvi
wbe©vPb Kiv n‡q I‡V Lye KwVb GK KvR|
Avi ZvB B›Uvi‡bU e¨enviKvixiv hv‡Z
Zv‡`i eªvDwRs AwfÁZv‡K Av‡iv mg„×,
`ªæZZi Ges AwaKZi wbivc` Ki‡Z
cv‡ib, †mRb¨ D‡jøL‡hvM¨ K‡qKwU
eªvDRv‡ii ˆewkó¨ Zz‡j aiv n‡q‡Q, hvi
Ici wfwË K‡i e¨enviKvixiv Zv‡`i Kv‡Ri
aib-cÖK…wZ Ges cÖ‡qvRbxqZvi Av‡jv‡K
†miv eªvDRviwU wbe©vPb Ki‡Z cv‡ib|

jÿYxq, wewfbœ Rwic cÖwZôvb wewfbœ
wel‡qi Av‡jv‡K †miv eªvDRvi wbe©vPb K‡i
_v‡K| ZvB G †jLvq DwjøwLZ µgweb¨vm
†Kv‡bv BDwbK µgweb¨vm bq|

¸Mj †µvg
hw` Avcbvi wm‡÷‡g ch©vß cwigv‡Y

wi‡mvm© _v‡K, Zvn‡j †µvg n‡Z cv‡i
Avcbvi Rb¨ †miv Ackb| †µvg eªvDRv‡ii
Abb¨ ˆewkó¨¸‡jv n‡jv wb¤œiƒcÑ

* `ªæZ cvidig¨vÝ
* Amxg m¤úÖmviYmva¨
* cÖPÛ wi‡mvm©

e¨envi K‡i A_©vr
wi‡mvm© nvswi

†µv‡gi mv‡_
¸Mj ˆZwi K‡i GK
e¨vcK-we¯Í…Z, Kvh©Ki
eªvDRvi Ges cÖZ¨vkv
K‡i Gi Ae¯’vb n‡e
eªvDRvi i¨vw¼s‡q

kx‡l©| w3schools-Gi eªvDRvi †UªÛ
A¨vbvjvBwm‡mi g‡Z, Gi BDRv‡ii wfwË
ïay evov‡”Q ‡h‡nZz gvB‡µvmdU G‡Ri
Bb÷j msL¨v Av¯’vi mv‡_ evo‡Q| †Kbbv,
GwU µk cøvUdig, Awek¦vm¨fv‡e ÷¨vej,
PgrKvifv‡e Kg w¯Œb †¯úm e¨envi K‡i,
hv mvaviYZ PgrKvi eªvDRv‡i e¨envi n‡Z

†`Lv hvq|
†µv‡gi eZ©gvb

fvm©b Ab¨vb¨ I‡qe
÷¨vÛv‡W©i †P‡q
A‡bK †ewk eªvDRvi
mv‡cvU© K‡i Ges
wbqwgZfv‡e Avc‡WU
nq, hvi A_© n‡”Q
wmwKDwiwU Bmÿ Ges

Ab¨vb¨ ev‡Mi Aw¯Í‡Z¡i m¤¢vebv A‡bK †e‡o
hvq| 

¸Mj †µv‡gi e¨vcK-we¯Í…Z †iÄ Ges
Bb÷j nIqv G·‡Ubk‡bi A_© n‡”Q Avcwb
GwU‡K wb‡Ri g‡Zv K‡i e¨envi Ki‡Z
cvi‡eb| G‡Z AšÍfz©³ Av‡Q c¨v‡i›Uvj
K‡›Uªv‡ji mv‡cvU©mn e¨vcK-we¯Í…Z †i‡Äi
†Uv‡qK Ges †mwUs‡mi m‡e©v”P `ÿZvi mv‡_
e¨env‡ii wbðqZv|

Z‡e hvB †nvK, ¸Mj †µv‡g i‡q‡Q †ek
wKQz cÖwZeÜKZv| wi‡mvm© e¨envi Kivi
†ÿ‡Î ¸Mj †µvg‡K ejv hvq me‡P‡q fvix
eªvDRvi| myZivs, mxwgZ i¨vgwewkó †µvg
†gwkb‡K †Kv‡bvfv‡e AvKl©Yxq †gwkb
wn‡m‡e wPwýZ Kiv hvq bv &Ges
†eÂgvwK©s‡qi we‡ePbvq Ab¨vb¨ eªvDRv‡ii

B›Uvi‡bU
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`ªæZ I wbivc` I‡qe eªvDRvi
Zvmbyfv gvn&&gỳ

gwRjv dvqvid·
gwRjv dvqvid‡·i

e¨vcK ms¯‹vi I
Dbœq‡bi ci ax‡i ax‡i
Avevi wd‡i †c‡Z ïiæ
K‡i‡Q Zvi nviv‡bv
†MŠie| gwRjv n‡jv
GK AjvfRbK gy³
†mvm© I‡qe eªvDRvi|
gwRjv dvD‡Ûk‡bi
D‡`¨v‡M mviv we‡k¦i
A‡bK †cÖvMÖvgv‡ii
cÖ‡Póvq GwU ˆZwi
n‡q‡Q| gwRjv dvqvid‡·i Abb¨ ˆewkó¸‡jv n‡jvÑ

* Lye `ªæZ
* Kg wm‡÷g wi‡mvm© e¨envi K‡i
* kw³kvjx cÖvB‡fwm Uzj
MZ 13 eQ‡ii g‡a¨ dvqvid‡· AwZm¤úÖwZ me‡P‡q eo Avc‡WU AšÍfz©³ Kiv nq,

hv GB eªvDRvi‡K wb‡q hvq G †jLvq DwjøwLZ ZvwjKvi kx‡l©| 
dvqvid· memgq Gi †d¬w·wewjwU Ges G·‡Ubkb mv‡cv‡U©i Rb¨ mycwiwPZ| Z‡e

mv¤úÖwZK eQi¸‡jv‡Z w¯ú‡Wi we‡ePbvq dvqvid· Gi cÖwZØ›Øx‡`i Zzjbvq wcwQ‡q
co‡Q| dvqvid· †Kvqv›Uvg cÖ_g Aegy³ nq MZ eQi| Dc¯’vcb K‡i eªvDRv‡ii
mvwe©K †KvW †eR Dbœqb, d‡j Gi w¯úW GLb ¸Mj †µv‡gi mv‡_ Zzjbv Kiv hvq| G
ˆewkó¨ ïay †miv KgwcDUvi¸‡jvq mxgve× bq eis bZzb dvqvid· i¨vg e¨envi K‡i
cÖ‡qvRb Abyhvqx Ggb wK A‡bK¸‡jv U¨ve I‡cb †i‡LI|  

cÖvB‡fwmi we‡ePbvq dvqvid· GK `viæY PgrKvi c‡q›U AR©b K‡i| gwRjv n‡jv
GK AjvfRbK AM©vbvB‡Rkb, hvi A_© n‡jv Avcbvi WvUv wewµ Kivi Rb¨ Ab¨vb¨
eªvDRvi †W‡fjcvi‡`i g‡Zv GKB ai‡bi Av‡eMcÖeY bq| G AM©vbvB‡Rkb
eªvDRvi‡K wbqwgZfv‡e Avc‡WU K‡i Avm‡Q Zvi e¨enviKvix‡`i cÖvB‡fwm myiwÿZ
Ki‡Z| 

†Kvqv›Uvg G·‡Ubk‡bi Rb¨ GKwU bZzb wm‡÷g cÖeZ©©b K‡i, hv cÖwZnZ K‡i
Lvivc †W‡fjcvi‡`i| g¨vwjkvm eªvDRv‡ii B›Uvibvj †KvW cwieZ©b NUvq| 



B›Uvi‡bU
mv‡_ Zzjbv Ki‡j ejv hvq Gi cvidig¨vÝ
m‡šÍvlRbK bq| 

dvqvid‡·i g‡Zv †µvg WebAuthn-Gi
gva¨‡g cvmIqvW©-wd« jMBb mv‡cvU© K‡i nq
MZvbyMwZK cvmIqvW© m¤ú~Y©iƒ‡c cÖwZ¯’vcb
Ki‡Z A_ev Uz-d¨v±i A‡_w›U‡Kk‡bi GKwU
dig wn‡m‡e KvR Ki‡Z| I‡qe A¨vc
†W‡fjcvi‡`i Rb¨ †µvg Advi K‡i A‡bK
A‡bK wdPvi, AwaKZi `„p AwfÁZvmn
wewfbœ ai‡bi wfAvi †nW‡mU Ry‡o Ges
†mÝi †_‡K BbcyU e¨envi Kivi mÿgZv| 

A‡civ
A‡civ GKwU AvÛvi‡i‡UW eªvDRvi, hv

axiMwZi Kv‡bKk‡bi Rb¨ GK †miv cQ›`|
GwU `ªæZZi, wmwKDi Ges mn‡R
e¨envi‡hvM¨ I‡qe eªvDRvi| G‡Z mgwš^Z
Av‡Q GKwU weëBb A¨vW eøKvi, e¨vUvwi
†mfvi Ges wd« wfwcGb| A‡civ eªvDRv‡ii
Abb¨ ˆewkó¨¸‡jv wb¤œiƒcÑ

* GK PgrKvi Uv‡e©v †gvW

* Bw›U‡MÖ‡UW A¨vW-eøKvi
* cÖwZØ›Øx eªvDRvi¸‡jvi Zzjbvq Kg

cøvM-Bb
`ytLRbKfv‡e eªvDRvi gv‡K©‡U Ab¨vb¨

eªvDRv‡ii Zzjbvq A‡civi `L‡j Av‡Q gvÎ 1
kZvsk †kqvi| evRvi `L‡ji †ÿ‡Î A‡civ
eªvDRv‡ii Ae ’̄vb A‡bK wcwQ‡q _vK‡jI GwU
GK PgrKvi eªvDRvi| A‡civ eªvDRvi Lye ª̀æZ
Pvjy nq, Gi BDRvi B›Uvi‡dm `viæYfv‡e
cwi¯‹vi, Gi cÖwZØ›Øx †Kv¤úvwb¸‡jv hv hv KvR
Ki‡Z cv‡i Zvi me¸‡jvB A‡civ Ki‡Z cv‡i
evowZ wKQz myweavmn|

we‡klÁ‡`i A‡b‡Ki AwfgZ, Avcbvi
g~j eªvDRv‡ii cvkvcvwk A‡civ Bb÷j K‡i
†bqv| Gi g~j KviY n‡jv WvUv-K‡¤úÖkb
A‡civ Uv‡e©v wdPvi| GwU Avcbvi I‡qe
UªvwdK K‡¤úÖm K‡i, A‡civ mvf©v‡ii gva¨‡g
PvwjZ nIqvq Ab¨vb¨ eªvDRv‡ii mv‡_
eªvDwRs w¯ú‡W e¨vcK ZviZg¨ cwijwÿZ
nq hw` MÖvgxY Wvqvj-Av‡c Ave× _v‡Kb
A_ev Avcbvi eªWe¨vÛ Kv‡bKkb _v‡K|

A‡civ Avcbvi eªvDwRs‡K iv‡L wbivc`|
myZivs, Avcwb Kb‡U‡›Ui jÿ ivL‡Z
cvi‡eb| G eªvDRvi I‡q‡e g¨vjIq¨vi Ges
cÖZviK‡`i nvZ †_‡K e¨enviKvix‡K iÿv
K‡i| A‡civ n‡jv cÖ_g GK ¸iæZ¡c~Y© I‡qe
eªvDRvi A¨vW-Ab QvovB Avcbvi Rb¨ A¨vWm
eøK Ki‡Z cv‡i| wewfbœ M‡elYv cÖwZôv‡bi
ch©‡eÿ‡Y †`Lv †M‡Q, A‡civi weëBb A¨vW
eøKvi Kb‡U›Umg„× I‡qe‡cR‡K Ab¨vb¨

eªvDRv‡ii Zzjbvq A‡civq 90 kZvsk †ewk
ª̀æZMwZ‡Z †jvW Ki‡Z cv‡i|  

A‡civ eªvDRvi DB‡ÛvR, AvBIGm Ges
wjbAv· †hgb mv‡cvU© K‡i, †ZgbB mv‡cvU©
K‡i †gvevBj A¨vc; A¨vÛªwq‡Wi Rb¨ A‡civ,
A‡civ wgwb (A¨vÛªwqW  Ges AvBIGm),
A‡civ UvP Ges A‡civ wbDR| 1000-Gi
†ewk G·‡Ubkb A‡civ‡K mn‡R

Kv‡÷vgvBR‡hvM¨ K‡i Zz‡j‡Q| GwU WvUv
UªvÝdv‡ii cwigvY Kwg‡q †`q, Lye mnvqK
n‡e hw` †gvevBj Kv‡bKkb e¨envi Kiv nq|

gvB‡µvmdU B›Uvi‡bU G·‡cøvivi
gvB‡µvmdU B›Uvi‡bU G·‡cøvivi †ek

`ªæZ KvR Ki‡Z cv‡i Ges
h‡_ó `ÿ n‡jI dvqvid·
Ges †µvg eªvDRv‡ii Zzjbvq
Kg m¤úÖmviY‡hvM¨|

gvB‡µvmdU B›Uvi‡bU G·‡cøviv‡ii Abb¨
wKQz ˆewkó wb¤œiƒcÑ

* wi‡mvm© e¨env‡ii †ÿ‡Î wgZe¨qx
* cwi®‹vi wWRvBb
* `ye©j cøvMBb
eªvDRv‡ii gv‡K©‡U wb‡R‡`i AvwacZ¨

we¯Ívi Ki‡Z gvB‡µvmdU B›Uvi‡bU
G·‡cøvivi `xN©w`b a‡i †ek PovB-DZivB cvi
K‡i GwM‡q Pj‡jI cÖavb `yB cÖwZØ›Øx eªvDRvi
dvqvid· Ges †µv‡gi Zzjbvq h‡_ó wcwQ‡q
c‡o‡Q| B›Uvi‡bU G·‡cøvivi kw³kvjx,
`viæYfv‡e K¤ú¨vwUej GK eªvDRvi| GKB
ai‡bi †cR †jvW Ki‡Z †µvg ev dvqvd·
eªvDRvi †h cwigv‡Yi i¨vg Ges wmwcBD
cvIqvi wWg¨vÛ K‡i gvB‡µvmdU B›Uvi‡bU
G·‡cøvivi Zvi †P‡q Kg i¨vg Ges wmwcBD
cvIqvi  wWg¨vÛ K‡i|

Ui eªvDRvi
Ui (The

Onion Router)
n‡jv GK cwic~Y©
AbjvBb
wmwKDwiwU Uzj|
GwU GK Kvh©Ki
A¨vw›U-mv‡f©B‡jÝ
Uzj hv Avcbvi AbjvBb A¨vw±wfwU Ges
†jv‡Kkb nvBW K‡i GwU AvbeøK Ki‡Z cv‡i
†mÝi Kiv I‡qe mvBU| Ui Lye mn‡R e¨envi
Kiv hvq| G Ui eªvDRv‡ii Abb¨ wKQz ˆewkó¨
wb‡P Zz‡j aiv n‡q‡QÑ 

* eªvDwRs AwfÁZv‡K ivL‡e cÖvB‡fU
* eøK K‡i Uª¨vwKs KzwKR
* cvidig¨vÝ †¯øv
Ui eªvDRvi g~jZ Uz‡ji GKwU c¨v‡KR| Ui

wb‡RB cÖPÛfv‡e †gvwWdvB Kiv dvqvid·
G·‡U‡ÛW mv‡cvU© fvm©b Gi GK wiwjR|
me‡P‡q wbivc` eªvDwRs AwfÁZv cÖ̀ vb Ki‡Z
G‡Z †hvM Kiv nq †ek wKQz msL¨K Ab¨vb¨
cÖB‡fmx c¨v‡KR| G¸‡jvi †Kv‡bvwU Uª̈ vK nq
bv, †Kv‡bvwU †÷vi nq bv Ges Avcwb fz‡j †h‡Z
cv‡ib eyKgvK©m Ges KzKwR m¤úwK©Z welq|

Avcbvi eªvDwRs Af¨vm cwieZ©b Kiv
`iKvi n‡Z cv‡i| GwU wbwðZ Ki‡Z
AbjvB‡b †Kv‡bv A¨vKkb cvidig Ki‡eb
bv hv Avcbvi AvB‡Ww›UwU cÖKvk Ki‡e| Ui
eªvDRvi ïay GKwU Uzj hv Avcbvi cÖvB‡fU
gyû‡Z©i Rb¨ `iKvi n‡Z cv‡i 

m~Î : †M‡RUm bvD
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gvB‡µvmdU GR
gvB‡µvmd‡Ui I‡qe

eªvDRv‡ii me‡P‡q
D‡jøL‡hvM¨ Avc‡WU nq
gvB‡µvmdU G‡Ri gva¨‡g| ejv hvq,
1995 mv‡j †Kv¤úvwbwU DB‡ÛvR 95
Acv‡iwUs wm‡÷‡gi mv‡_ B›Uvi‡bU
G·‡cøvivi Pvjy Kivi ci GwUB
gvB‡µvmd‡Ui I‡qe eªvDRv‡ii me‡P‡q
eo Avc‡WU ev Dbœqb| GR eªvDRvi‡K
Avc‡WU K‡i AvaywbK hy‡Mi Dc‡hvMx
K‡i Ges hy³ K‡i bZzb GK mvwi
wdPvi, hv weR‡bm BDRvi Ges
KbRÿgvi Dfq‡K cÖ‡jvwfZ K‡i| MZ
wZb eQi a‡i GR eªvDRv‡ii
D‡jøL‡hvM¨ DbœwZ cwijwÿZ nq, †Kbbv
gvB‡µvmdU cÖPzi A_© wewb‡qvM K‡i|
G mgq hy³ nq G·‡Ubk‡bi mv‡cvU©
Ges DbœZ Kiv nq MwZ| 

gvB‡µvmd‡Ui bZzb eªvDRvi Advi
K‡i DB‡ÛvR 10-Gi mv‡_ cwic~Y©
Bw›U‡MÖkb| hviv DB‡ÛvR 10 e¨envi
K‡ib, eªvDRvi GR Zv‡`i Rb¨ _vW©-
cvwU© eªvDRvi †hgb †µvg Ges
dvqvid‡·i Zzjbvq evowZ myweav cÖ̀ vb
K‡i| Z‡e Lye Kg wKQz bq, †Kbbv GwU
Acv‡iwUs wm‡÷‡gi Ask wn‡m‡e wcÖ-
Bb÷j  n‡q Av‡m| Gi A_© n‡”Q
WvDb‡jvW A_ev Bb÷j bv K‡i GwU
e‡·i evB‡i e¨envi Kiv hv‡e| GwU
DB‡ÛvR 10-G Lye fv‡jvfv‡e
Bw›U‡MÖ‡UW, A‡bK cøvUdi‡gi †bwUf
wdPvi †hgb KU©bv Ges Gi IqvbWªvBf
K¬vDW †÷v‡iR cøvUdi‡g wbiewQbœfv‡e
KvR Ki‡Z cv‡i| 

GR eªvDRv‡ii Ab¨Zg GK ¯§vU©
wdPvi n‡jv eªvBRvi DB‡Ûv‡Z mivmwi
ivBU Kivi mÿgZv| wUKv ev
A¨v‡bv‡Ukb ˆZwi Kiv, †U·‡Ui
Askwe‡kl nvBjvBU Kivmn Av‡iv wKQz
ˆewkó¨ mgwš^Z K‡i| GR mv‡cvU© K‡i
wWfvBm Ry‡o| myZivs Avcwb †hgb
e¨envi Ki‡Z cvi‡eb †QvU †gvevBj
w¯Œb, †ZgbB e¨envi Ki‡Z cvi‡eb
U¨ve‡jU, nvBweªW A_ev `xN© w¯Œ‡b
j¨vcUc| GwU mv‡cvU© K‡i wd½vi Ges
÷vBjvm, gvDm, wK‡evW© Ges UvP
†d«Ûwj|   gvB‡µvmdU GR eªvDRv‡ii
Abb¨ wKQz ˆewkó¨ wb¤œiƒcÑ

* Lye `ªæZ KvR K‡i
* weëBb wiwWs †gvW
* e¨vKIqvW© K¤ú¨vwUej bq


