
eZ©gv‡b we‡k¦ †gvevBj †dv‡bi ci
B›Uvi‡bU mshy³ `ªe¨mvgMÖx (AvBIwUÑ
B›Uvi‡bU Ae w_sm) GKwU eo wecøe|

we‡k¦ cÖwZwbqZ bZzb bZzb KgwcDwUs
wWfvBm B›Uvi‡b‡U mshy³ n‡”Q| wKQyw`b
Av‡MI ïay †W¯‹Uc, mvf©vi, †bvUeyK,
†gvevBj †dvb BZ¨vw`‡Z B›Uvi‡b‡U hy³
nIqvi ¶gZv wQj| wKš‘ GLb Avgv‡`i
Pvicv‡ki cÖvq mewKQyiB B›Uvi‡b‡Ui mv‡_
hy³ nIqvi ¶gZv i‡q‡Q| GUv n‡Z cv‡i
wVK GB gyn~‡Z© Avcbvi cwi‡aq nvZNwoUv
ev Ab¨ †h‡Kv‡bv wKQy| B›Uvi‡b‡U hy³
nIqvi ¶gZvm¤úbœ Gme h‡š¿i (B›Uvi‡bU
Ae w_sm) msL¨v DË‡ivËi evo‡Q| 

AvBIwU wWfvBm¸‡jvi B›Uvi‡b‡U hy³
nIqvi †cQ‡b g~j KviY n‡jv Giv K¬vDW
mvf©v‡i Z_¨ cvVv‡Z cv‡i Ges GwU
e¨env‡ii Rb¨ †h‡Kv‡bv RvqMv †_‡K
A¨v‡·m Kiv hvq| B›Uvi‡b‡Ui gva¨‡g
K¬vDW mvf©v‡i Z_¨ cvVv‡bvi †¶‡Î `ywU
c×wZ‡Z B›Uvi‡b‡U †hvMv‡hvM ¯’vcb Ki‡Z
cv‡iÑ Zv‡ii ms‡hv‡M ev Zvinxb ms‡hvM
w`‡q| Avcwb `~ieZ©x †Kv‡bv RvqMvq †_‡KI
Avcbvi †gvevBj †dv‡bi gva¨‡g evmvi
A_ev Kg©¯’‡ji wbivcËv K¨v‡givwU †PK
Ki‡Z cvi‡eb, †dvb w¯Œ‡b GKwUgvÎ evUb
wU‡c Ges †mÝi e¨envi K‡iB Avcbvi

IqvUvi cv‡¤úi cvwbi ¯Íi †PK Ki‡Z
cvi‡eb A_ev IqvUvi cv¤úwU myweavg‡Zv
eÜ ev Pvjy Ki‡Z cvi‡eb| †m‡¶‡Î
B›Uvi‡bU mshy³ AvBIwU wWfvBm¸‡jvi
wbivcËvi welq j¶ ivLv DwPZ| AvBIwU
`ªe¨mvgMÖxi me‡P‡q SzuwKc~Y© w`K n‡”Q,
mwVKfv‡e †mUAvc bv Ki‡j Gi gva¨‡g
e¨w³MZ wbivcËvq weNœ NU‡Z cv‡i|
D`vniY¯^iƒc, GKwU ¯§vU© wgUvi hv wewjs
A_ev wi‡qj UvBg cvIqvi wMÖW
AwÞgvB‡Rk‡bi Rb¨ BDwUwjwU mvwf©‡mm
†Kv¤úvwb‡K cvIqvi e¨enviKvixi WvUv
cvVv‡Z m¶g| GB WvUv ev Z_¨ hw` †Kv‡bv
Dcv‡q A‰ea e¨enviKvixi Kv‡Q †cuŠ‡Q hvq,
Zvn‡j AcivacÖeY e¨w³ MÖvn‡Ki we`ÿr
e¨env‡ii gvÎv †`‡L eyS‡Z cv‡i †Kvb evmv
duvKv Av‡Q Ges †m Zvi Awf‡cÖZ Aciva
msNU‡bi †Póv Pvjv‡Z cv‡i| 

cÖwZeQi mshy³ wWfvBm¸‡jvi evovi
mv‡_ mv‡_ wbivcËv SzuwKI Lye `ªæZ †e‡o
hv‡”Q| AvBIwU wWfvBm¸‡jvi eo
wbg©vZv‡`i (wmm‡Kv, GwiKmb, AvBwWwm,
GweAvB, d‡i÷vi Ges MvU©bvi BZ¨vw`)
†`qv c~e©vfvm Abyhvqx 2020 mv‡ji g‡a¨
25-50 wewjqb wWfvB‡mi g‡a¨ B›Uvi‡b‡Ui
ms‡hvM †`qvi c~e©vfvm w`‡q‡Q Ges †mB
mv‡_ GB ms¯’v¸‡jvi AvBIwU wWfvBm

msµvšÍ A_©‰bwZK cÖfv‡ei cwigvY `uvov‡e
2-6 wUªwjq‡bi g‡Zv| AvBIwU hš¿vw` I
cø¨vUd‡g©i mgvšÍivj e„w× B‡›Uwj‡RÝ ms¯’v
Abyhvqx mvBevi wmwKDwiwU welq¸‡jvi Ici
cÖfve †dj‡Q| eo wbg©vZv ms¯’v fwel¨‡Z
Av‡iv A¨v‡·m wbqš¿Y, AbycÖ‡e‡ki
cÖwZ‡iva, cwiPq kbv³KiY Ges fvBivm I
g¨vjIq¨vi myi¶v Kivi Rb¨ wewb‡qvM
Ki‡e| †QvU †QvU †¶Î †_‡K ïiæ n‡q evmv,
e¨emvq, wkí, cwienb, ¯^v¯’¨mn wek¦e¨vcx
wewfbœ Lv‡Z AvBIwU hš¿vwa Qwo‡q co‡Q|
AvBIwU cÖhyw³¸‡jvi †¶‡Î †hme wbivcËv
ÎæwU †`Lv hvq, Zv Av‡¯Í Av‡¯Í we¯Í…Z
cø¨vUd‡g©I Qwo‡q co‡Z cv‡i| G‡¶‡Î
me©vwaK cÖPwjZ wKQy wWfvB‡mi wbivcËv
ÎæwUB GLv‡b Av‡jvPbv Kiv n‡q‡Q| 

AvBIwU m¤úwK©Z mvBevi µvB‡gi g‡a¨
2016 mv‡j wWb †Kv¤úvwbi Ici wW-Wm
AvµgY Pvjvq mvBevi Acivaxiv| wWb
†Kv¤úvwb UzBUvi, mvDÛ K¬vDW, ¯úwUdvB,
†iwÇUmn wewfbœ wm‡÷g‡K wWGbGm †mev
†`q| wW-Wm Avµg‡Yi g~j D‡Ïk¨
B›Uvi‡bU †mev e¨vnZ Kiv, hv‡Z
e¨enviKvix Zvi cÖ‡qvRb Abyhvqx wbw`©ó
I‡qemvBU¸‡jv‡Z cÖ‡ek Ki‡Z bv cv‡i|
GwU GKwU mgwš^Z AvµgY, †hLv‡b we‡k¦i
wewfbœ RvqMv †_‡K GKvwaK KgwcDUvi
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e¨envi Kiv nq| wbqg Abyqvqx
KgwcDUvi¸‡jvi Acv‡iwUs wm‡÷g
g¨vjIq¨vi w`‡q AvµvšÍ nq| mwVK mg‡q
g¨vjIq¨viwU mwµq Kiv nq Ges
KgwcDUvi‡K eU‡b‡U (`~ieZ©x †gwk‡bi
GKwU †bUIqvK©) mshy³ Kiv nq Ges
Gfv‡eB wW-Wm AvµgY N‡U| hw`I wW-Wm
AvµgY bZzb bq, ZviciI wW‡bi
Avµg‡Yi †¶‡Î GwU GKwU bZzb gvÎv †hvM
K‡i| †Kbbv, wWb †Kv¤úvwb‡Z wW-Wm
AvµgY †Kv‡bv KgwcDUv‡ii gva¨‡g N‡Uwb,
GUv N‡UwQj wbivcËv K¨v‡giv A_ev
†bUIqvK© mshy³ †÷v‡iR wWfvB‡mi
gva¨‡g| 2016 mv‡ji 20 †m‡Þ¤^i d«v‡Ýi
K¬vDW KgwcDwUs †Kv¤úvwb OVH-G wgivB
eU‡bU w`‡q wW-Wm AvµgY K‡i cÖwZ
†m‡K‡Û 1 †UivweU WvUv cvwV‡q Gi

¯^vfvweK Kvh©µg e¨vnZ K‡iwQj|
M‡elK‡`i g‡Z, Gme mvBevi Avµg‡Yi
mgq 6 jv‡Li †ewk AvBIwU wWfvBm
e¨envi Kiv n‡qwQj|

2017 mv‡ji gvP© gv‡m wbg©vZv cÖwZôvb
Wvûqv (Dahua) B›Uvi‡bU myweavm¤úbœ
wbivcËv K¨v‡giv I wWwRUvj wfwWI †iKW©vi
ˆZwi K‡i eva¨ n‡qwQj Zv‡`i wbwg©Z wewfbœ
c‡Y¨i wbivcËv ÎæwU `~i K‡i
mdUIq¨vi¸‡jv‡K Avc‡WU Ki‡Z| KviY,
G wbivcËv `ye©jZv¸‡jv AvµgYKvix‡K
jMBb cÖwµqvwU Gwo‡q Lye mn‡RB `~ieZ©x
cÖwµqvi wbqš¿Y jv‡f mnvqZv K‡i| ïay
mdUIq¨v‡ii Avc‡W‡Ui gva¨‡gB Zviv
Zv‡`i wbivcËv ÎæwU `~i Ki‡Z †c‡iwQj,
wKš‘ G cÖwµqvwU m¤úbœ Ki‡Z wM‡q
†Kv¤úvwbi fveg~wZ© ÿzYœ n‡qwQj| 

A‡bK mshy³ wWfvBm¸‡jv‡Z Avgiv
MZvbyMwZK BDRvi †bg I cvmIqvW©
e¨envi K‡i B›Uvi‡b‡U cÖ‡e‡ki AbygwZ
cvB, hv Lye mn‡RB wbivcËvq weNœ NUv‡Z

cv‡i| hw`I AvBIwU wWfvBm¸‡jv †`L‡Z
†QvU, ZeyI Avgv‡`i g‡b ivLv DwPZ
G‡`iI cÖ‡mmi, mdUIq¨vi Ges nvW©Iq¨vi
Av‡QÑ hv g¨vjIq¨vi w`‡q AvµvšÍ n‡q
wbivcËv ÎæwU NUv‡Z cv‡i, †hgb †`Lv hvq
KgwcDUv‡ii †¶‡Î| 

AvBIwU wWfvB‡mi wbivcËv e¨e¯’v I
wewfbœ mvBevi Aciv‡ai cwi‡cÖw¶‡Z wb‡P
DwjøwLZ †PKwj÷wU AvBIwU †W‡fjcvi‡`i
AbymiY Kiv AZ¨šÍ ¸iæZ¡c~Y©Ñ

* MZvbyMwZK wWdë cvmIqvW© w`‡q
cY¨ ˆZwi Ki‡eb bv, cY¨wU cÖ¯‘ZKv‡j Gi
cÖwZwU wWfvB‡mi Rb¨ GKwU RwUj
cvmIqvW© e¨envi Kiæb| 

* †Kv‡bv h‡š¿ MÖvn‡Ki Rb¨ wWevM
A¨v‡·m ivLv DwPZ bq| hw`I wWevM
A¨v‡·‡mi †¶‡Î RwUj cvmIqvW© e¨envi

Kiv nq, ZviciI Gi wbivcËvq weNœ NU‡Z
cv‡i|

* GKwU AvBIwU wWfvBm I K¬vD‡Wi
g‡a¨ me ai‡bi †hvMv‡hvM GbwµÞ Kiv
cÖ‡qvRb| G‡¶‡Î SSL/TLS e¨envi Ki‡Z
n‡e|

* †Kv‡bv e¨w³MZ WvUv (D`vniY¯^iƒc
IqvBdvB cvmIqvW©) †hb n¨vKvi Lye
mn‡RB A¨v‡·m Ki‡Z bv cv‡iÑ G
e¨vcviwU wbwðZ Kiæb| e¨w³MZ Z_¨
msi¶‡Yi Rb¨ Gbwµckb e¨envi Kiæb|

* †h‡Kv‡bv I‡qe B›Uvi‡dmwU‡K
GmwKDGj Bb‡RKkb (SQL injection)
Ges µm mvBU w¯ŒcwUs (cross-site script-
ing) BZ¨vw` n¨vwKs †KŠkj¸‡jvi weiæ‡×
myiw¶Z ivLvi Rb¨ Av`k© e¨e¯’v †bqv
DwPZ|

* me AvBIwU wWfvB‡m ¯^qswµqfv‡e
dvg©Iq¨vi (Firmware) Avc‡WU myweav ivLv
DwPZ Ges Avc‡WU¸‡jv cÖ‡qvM Kivi Av‡M
Aek¨B hvPvB K‡i †bqv DwPZ|

†fv³v‡`i DwPZ Zv‡`i µq Kiv AvBIwU
c‡Y¨i wbivcËvi e¨vcv‡i mywbwðZ nIqv
Ges †W‡fjcv‡ii cvkvcvwk GKRb
†fv³viI Dc‡ivwjøwLZ welq¸‡jvi w`‡K
j¶ Kiv| AvBIwU wWfvBm¸‡jv ÿz̀ ª Ges
mxwgZ ¶gZvm¤úbœ| Zv‡`i Kg©mÂvj‡bi
Rb¨ cÖ‡qvRbxq cÖwµqvKiY ¶gZv Ges
†ggwi Lye mxwgZ| cÖPzi cwigv‡Y Z_¨
AvBIwU wWfvBm¸‡jv ˆZwi K‡i Ges
we‡køl‡Yi Rb¨ K¬vD‡W ¯’vbvšÍi K‡i|
Drcv`bKvix Ges †mB mv‡_ AvBIwU
wWfvBm e¨enviKvix‡K Zv‡`i wWfvBm¸‡jvi
†cQ‡b mgq e¨q Ki‡Z n‡e Ges Zv‡`i
j¶ ivL‡Z n‡e wWfvBm¸‡jv †Kvb ai‡bi
WvUv msMÖn K‡i, Kv‡`i mv‡_ †Kvb ai‡bi
WvUv wewbgq Ki‡Q Ges Z_¨¸‡jv Kxfv‡e
MÖnY Ki‡Q I cvVv”Q| Dciš‘, †hLv‡b WvUv

msi¶Y Kiv nq Zvi wbivcËv myi¶v `„p
Ki‡Z n‡e| h_vmg‡q mdUIq¨vi Avc‡WU
Kiv Ges wWfvB‡mi mv‡_ mshy³ A¨vc¸‡jv
KgwcDUvi wWfvB‡mi cvkvcvwk Avc-Uz-†WU
Ki‡Z n‡e Ges GUv Aek¨B KiYxq|
AvBIwU wWfvB‡mi wbivcËv evov‡bvi Rb¨
DbœZ wbivcËv ¶gZvm¤úbœ Acv‡iwUs
wm‡÷g, mdUIq¨vi Ges nvW©Iq¨vi wbe©vPb
Kiv‡Z n‡e|

cÖvq GK `kK Av‡M ïay Avgv‡`i
KgwcDUvi Ges K‡qK eQi Av‡M †_‡K
Avgv‡`i ¯§vU©‡dv‡bi myi¶v wb‡q KvR Ki‡Z
n‡”Q, eZ©gv‡b Avgv‡`i M„n¯’vwj, Mvwo,
cwi‡aq, GgbwK Avgv‡`i †gwWK¨vj
wi‡cvU©¸‡jvi myi¶vi e¨vcv‡iI DwØMœ n‡Z
n‡”Q| KviY, n¨vKvi †h‡Kv‡bv `~ieZ©x
RvqMvq †_‡K †h‡Kv‡bv wWfvB‡mi gva¨‡g
¶wZmvab Ki‡Z cv‡i| G‡¶‡Î AvBIwU
wWfvBm wbg©vZv Ges e¨enviKvix‡K
n¨vKv‡ii g‡ZvB wPšÍv Ki‡Z n‡e Ges
wWfvBm¸‡jv Ggbfv‡e ˆZwi Ki‡Z n‡e,
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