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AbjvB‡b AwaKZi myiwÿZ _vKvi Rb¨

†hme KvR Ki‡Z cv‡ib

Avcbvi wWfvBm, WvUv, B›Uvi‡bU UªvwdK Ges cwiPq myiÿvi Rb¨ wb‡P ewY©Z 

mnR †KŠkj¸‡jv AbymiY Ki‡Z cv‡ibÑ

       w` eo †Kv‡bv kwcs A_ev wdb¨vwÝqvj mvBU WvUv j•N‡bi wkKvi nq,   

       Zvn‡j cvmIqvW© cwieZ©b Kiv, GKwU bZzb †µwWU KvW© e¨envi Kiv 

Ges †µwWU Kv‡W©i e¨envi eÜ Kiv Qvov †Zgb wKQz Kivi _v‡K bv| G 

ai‡bi AvµgY †_‡K iÿv cvIqv cÖvq Am¤¢e ejv †M‡jI A‡bK ai‡bi 

wmwKDwiwU mgm¨v i‡q‡Q, hvi wbqš¿Y Avgv‡`i nv‡Zi bvMv‡j| gyw³cY 

cÖ`vb bv Kiv ch©šÍ i¨vbmvgIq¨vi Kvh©Kifv‡e Avcbvi KgwcDUvi‡K 

AvUK Ki‡Z cv‡i| WvUv Pzwi Kiv †UªvRvb Avcbvi me wmwKDi jMBb 

Zzj‡Z cv‡i| †mŠfv‡M¨i welq, †jvKvj Gme mgm¨vi weiæ‡× cÖwZ‡iva 

Mo‡Z Avcwb A‡bK wKQz Ki‡Z cv‡ib| 

     Avcbvi wWfvBm, AbjvBb AvB‡Ww›UwU Ges Kvh©Kjvc‡K AwaKZi 

myiwÿZ Kivi Rb¨ Lye †ewk cwikÖg Ki‡Z nq bv| cÖK…Zc‡ÿ, AbjvB‡b 

AwaKZi wbivc` _vKvi Rb¨ Avcwb hv Ki‡Z cv‡ib, Zv n‡jv mvaviY 

Ávb cÖ‡qvM K‡i Kvh©Ki wKQz c`‡ÿc MÖnY Kiv, hv nq‡Zv †ewkifvM 

mgq Avgiv Gwo‡q hvB| G †jLvq e¨enviKvixi AbjvBb Rxeb‡K 

AwaKZi myiwÿZ Kivi D‡Ï‡k¨ GgbB wKQz mvaviY Ávbg~jK †KŠkj 

Zz‡j aiv n‡q‡Q|

1. GKwU A¨vw›UfvBivm Bb÷j Ges wm‡÷g‡K Avc‡WU ivLyb

     Avgiv †hme mdUIq¨vi‡K A¨vw›UfvBivm mdUIq¨vi wn‡m‡e Rvwb, 

†m¸‡jv Avm‡j me ai‡bi g¨vwjkvm Z_v ÿwZKi mdUIq¨vi †_‡K 

Avgv‡`i‡K myiwÿZ K‡i| i¨vbmvgIq¨vi Avgv‡`i dvBj‡K GbwµÞ K‡i 

Ges †m¸‡jv wi‡÷vi Kivi Rb¨ gyw³cY `vwe K‡i| †UªvRvb nm© †cÖvMÖvg ˆea 

†cÖvMÖv‡gi g‡Zv AvPiY K‡i, wKš‘ c`©vi Avov‡j G¸‡jv e¨enviKvixi e¨w³MZ 

Z_¨ nvwZ‡q †bq| eUm Avcbvi KgwcDUvi‡K Rw¤^ Avwg©i GK ̂ mwb‡K iƒcvšÍi 

K‡i W¨vwbqvj Ae mvwf©m A¨vUv‡K (DoS) A_ev †h‡Kv‡bv ¯ú¨vg ev Kgv‡Û 

e¨¯Í _v‡K| GKwU fv‡jv A¨vw›UfvBivm †cÖvMÖvg wewfbœ ai‡bi g¨vjIq¨vi Ges 

Ab¨vb¨ ÿwZKi †cÖvMÖv‡gi weiæ‡× Kvh©Kifv‡e cÖwZ‡iva M‡o Zzj‡Z cv‡i|

ZË¡xqfv‡e, Avcwb A¨vw›UfvBivm †cÖv‡UKkb †mU Ki‡Z Ges fz‡j †h‡Z cv‡ib 

hv e¨vKMÖvD‡Û WvDb‡jvW, Avc‡WUmn AviI wKQz KvR K‡i| †ewkifvM 

A¨vw›UfvBivm BDwUwjwU wWm‡cø K‡i GK meyR e¨vbvi A_ev AvBKb hLb 

†Kv‡bv mgm¨v _v‡K bv Ges mewKQz wVKfv‡e KvR K‡i| hw` †Kv‡bv 

BDwUwjwU I‡cb Kivi ci njy` ev jvj eY© †`L‡Z cvIqv hvq, Zvn‡j 

mewKQz Uª¨v‡K wdwi‡q Avb‡Z wb‡P ewY©Z avc¸‡jv m¤úbœ Kiæb|

wPÎ-2 : mvBevi i¨vbmvgIq¨v‡ii wkKvi    

     Avcwb nq‡Zv fve‡Z cv‡ib, A¨vw›UfvBivm DB‡Ûv‡R weë-Bb bq| 

gvB‡µvmdU DB‡ÛvR wW‡dÛvi wmwKDwiwU †m›Uvi ïay Acv‡iwUs wm‡÷‡gi 

g‡a¨ †eBK Kiv bq| GwU hLb Ab¨ †Kv‡bv A¨vw›UfvBivm kbv³ K‡i bv, 

ZLb ¯^qswµqfv‡e myiÿvi fvi MÖnY K‡i Ges _vW©-cvwU© †cÖv‡UKkb Bb÷j 

Kivi ci ¯^qswµqfv‡e Avjv`v n‡q hvq| e¨vcviwU n‡jv GB weë-Bb 

A¨vw›UfvBivmwU †miv _vW©-cvwU© mwjDk‡bi mv‡_ Zzjbv K‡i bv| A‡b‡Ki 

g‡Z, †miv wd« A¨vw›UfvBivm¸‡jv DB‡ÛvR wW‡dÛv‡ii †P‡q fv‡jv KvR K‡i|

    hw` †Kv‡bv mvaviY A¨vw›UfvBivm A_ev GKwU cwic~Y© wmwKDwiwU my¨U 

†e‡Q wb‡q _v‡Kb, Zvn‡j Avcbv‡K cÖwZ eQi bZzb K‡i bevqb K‡i wb‡Z 

n‡e| Avcbvi Rb¨ me‡P‡q fv‡jv n‡e, ¯^qswµqfv‡e bevq‡bi Rb¨ wbeÜb 

Kiv| Aek¨ wKQz wmwKDwiwU cY¨ g¨vjIq¨vigy³ wn‡m‡e wbðqZv cÖ`vb 

K‡i| Z‡e wmwKDwiwU cY¨¸‡jv wfbœ Ack‡b myBP Kivi Rb¨ my‡hvM cÖ`vb 

K‡i memgq| 

     Av‡iKwU jÿYxq welq, hw` Avcbvi A¨vw›UfvBivm A_ev wmwKDwiwU 

my¨‡U i¨vbmvgIq¨vi †cÖv‡UKkb mgwš^Z bv nq, Zvn‡j cÖ‡UKk‡bi Avjv`v 

Av‡iKwU †jqvi hy³ Kivi K_v we‡ePbv Ki‡Z cv‡ib| i¨vbmvgIq¨vi-wbw`©ó 

A‡bK BDwUwjwU Av‡Q, †h¸‡jv m¤ú~Y© wd«| †Kv‡bv KviY †bB, G¸‡jv w`‡q 

†Póv bv Kivi| myZivs Avcbvi Pvwn`v Abyhvqx †miv my¨U wbb|

2. Avcbvi Bb÷j Kiv wmwKDwiwU Uzj G•‡cøvi Kiv

     A‡bK A¨vwcø‡Kkb Ges †mwUsm Avcbvi wWfvBm Ges AvB‡Ww›UwU iÿv 

Ki‡Z mnvqZv K‡i| Z‡e G¸‡jv ïay ZLbB ¸iæZ¡c~Y© f‚wgKv ivL‡Z cvi‡e, 

hLb h_vh_fv‡e e¨envi Ki‡Z cvi‡eb| D`vniY¯^iƒc, ¯§vU©‡dv‡b Ggb 

GK Ackb hy³ Kiv n‡q‡Q, hv †dvb nvwi‡q †M‡j Luy‡R †c‡Z mnvqZv 

Ki‡e| G wdPviwU memgq mwµq A_©vr Ab ivLv DwPZ|

     Avcbvi A¨vw›UfvBivm UzjwU m¤¢eZ c‡Ubwkqvwj AvbIqv‡›UW A¨vwcø‡Kkb 

(PUAs) cÖwZ‡iva Kivi ÿgZv iv‡L, Sv‡gjvhy³ A¨vcm hv ûeû g¨vjIq¨vi 

bq, Z‡e DcKvix wKQz K‡i bv| kbv³KiY †mwUsm cixÿv K‡i †`Lyb Ges 

wbwðZ Kiæb †h GwU weiw³Ki welq¸‡jv eøK Kivi Rb¨ KbwdMvi Kiv 
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n‡q‡Q| †ZgbB Avcbvi wmwKDwiwU my¨‡U Ggb †Kv‡bv  Dcv`vb _vK‡Z cv‡i, 

hv Pvjy bv Kiv ch©šÍ mwµq nq bv| GKwU bZzb wmwKDwiwU cY¨ Bb÷j Kivi 

ci g~j DB‡Ûvi me c„ôv wd¬c Kiæb Ges †mwUs‡m b~¨bZg GKevi bRi w`b| 

   

   wPÎ-3 : wdPvi †mwUsm †PK †cR

     Avcbvi A¨vw›UfvBivmwU KbwdMvi Kiv n‡q‡Q Ges mwVKfv‡e KvR 

Ki‡Q Zv m¤ú~Y©iƒ‡c wbwðZ nIqvi Rb¨ Avcwb GGgwUGmIi 

(Anti-Malware Testing Standards Organization) I‡qemvB‡U wmwKDwiwU wdPvi †PK 

†c‡R wd‡i †h‡Z cv‡ib| cÖwZwU wdPvi †PK †cR A¨vw›UfvBivm Uz‡ji wj÷ K‡i, hv cvm 

Kiv DwPZ| hw` Avcbvi ZvwjKvq cÖ`wk©Z nq wKš‘ cvm bv nq, Z‡e †UK mv‡cv‡U©i mv‡_ 

†hvMv‡hvM K‡i Zvi KviY Luy‡R †ei Kivi mgq n‡q‡Q a‡i wb‡Z cv‡ib|

3. cÖwZwU jMB‡bi Rb¨ ¯^Zš¿ cvmIqvW© e¨envi Kiv

     n¨vKvi‡`i Rb¨ Z_¨ Pzwi Kivi Ab¨Zg mnR Dcvq n‡jv GK Drm †_‡K e¨enviKvixi 

bvg Ges cvIqvW© mswgkÖ‡Yi GKwU e¨vP †c‡q Ab¨ †Kv_vI GKB mswgkÖY e¨envi Kivi 

Rb¨ †Póv Kiv| D`vniY¯^iƒc aiv hvK, n¨vKv‡iiv †Kv‡bv B-†gBj †cÖvfvBWvi‡K  n¨vK 

K‡i Avcbvi BDRvi †bg Ges cvmIqvW© †c‡q‡Q| n¨vKv‡iiv GKB BDRvi †bg Ges 

cvmIqv‡W©i mswgkÖYwU e¨envi K‡i e¨vswKs mvBU A_ev cÖavb AbjvBb †÷vi¸‡jv‡Z 

jMBb Kivi Rb¨ †Póv Ki‡e| myZivs GKwU Wwg‡bv B‡d± †_‡K WvUv j•Nb cÖwZ‡iv‡ai 

me‡P‡q fv‡jv GKK Dcvq n‡jv Avcbvi cÖ‡Z¨KwU wm‡½j AbjvBb A¨vKvD‡›Ui Rb¨ 

GKwU kw³kvjx BDwbK cvmIqvW© e¨envi Kiv| 

     cÖwZwU A¨vKvD‡›Ui Rb¨ GKwU BDwbK Ges kw³kvjx cvmIqvW© ˆZwi Kiv gvby‡li 

Rb¨ m¤¢eci KvR bq| Avi G Kvi‡Y e¨enviKvixiv GKwU cvmIqvW© g¨v‡bRvi e¨envi 

K‡i| †ek K‡qKwU fv‡jv gv‡bi wd« cvmIqvW© g¨v‡bRvi i‡q‡Q, hv Lye mn‡R e¨envi 

Kiv hvq| Z‡e †cBW fvm©‡bi cvmIqvW© g¨v‡bRvi AwaKZi wdPvi msewjZ, hv 

mvaviYZ evwYwR¨K cÖwZôvb¸‡jv e¨envi K‡i _v‡K|

     hLb †Kv‡bv cvmIqvW© g¨v‡bRvi e¨envi Ki‡eb, ZLb Avcbv‡K ïay gv÷vi cvmIqvW©wU 

g‡b ivL‡Z n‡e, hv wb‡RB cvmIqvW© g¨v‡bRvi‡K jK K‡i| hLb AvbjK Kiv n‡e, 

ZLb cvmIqvW© g¨v‡bRvi ¯^qswµqfv‡e Avcbvi AbjvBb A¨vKvD‡›U jMBb Ki‡e| GwU 

Avcbv‡K ïay wbivc` ivL‡ZB mnvqZv Ki‡e bv eis Avcbvi `ÿZv Ges Drcv`bkxjZv 

evov‡Z mnvqZv K‡i| Avcbv‡K jMBb UvBc Ki‡Z mgq e¨q Ki‡Z n‡e bv A_ev fz‡j 

hvIqv cvmIqvW© Avevi †mU Kivi Rb¨ Avcbv‡K mgq e¨q Ki‡Z n‡e bv|

4. wfwcGb e¨envi Kiv

     IqvB-dvB †bUIqvK© e¨envi K‡i hLbB B›Uvi‡b‡U hy³ n‡eb, ZLb Avcbvi Rb¨ DwPZ 

n‡e fvPz©qvj cÖvB‡fU †bUIqvK© A_ev wfwcGb e¨envi Kiv| D`vniY¯^iƒc ejv hvq, Kwd k‡c 

†M‡jb Ges wd« IqvB-dvB †bUIqv‡K©i mv‡_ hy³ n‡jb| Avcwb GB ms‡hv‡Mi wbivcËvi 

e¨vc‡i †Zgb wKQzB Rv‡bb bv| GwU m¤¢e n‡Z cv‡i †h G †bUIqv‡K© Ab¨ †KD Avcbvi 

ARv‡šÍB Avcbvi j¨vcUc A_ev †gvevBj wWfvBm †_‡K †mÛ Kiv dvBj Ges WvUv Pzwi K‡i 

wb‡Z cv‡i A_ev Avcbvi AbjvBb A¨vw±wfwUi Ici Zxÿè bRi ivL‡Z cv‡i| wfwcGb 

B›Uvi‡bU UªvwdK GbwµÞ K‡i, GwU‡K wfwcGb †Kv¤úvwb mvf©vi wn‡m‡e iæU K‡i| Gi A_© 

n‡”Q †KD Avcbvi WvUv †`L‡Z cvi‡e bv, GgbwK wd« IqvB-dvB †bUIqv‡K©i gvwjKI|

   wfwcGb e¨envi Kivi mgq Avcbvi AvBwc A¨v‡Wªm nvBW K‡i iv‡L| A¨vWfvU©vBRvi Ges 

Uª¨vKvi Avcbv‡K †mB 

AvBwc A¨v‡Wª‡mi 

gva¨‡g kbv³ Kivi 

A_ev wRI‡jv‡KU 

Ki‡Z PvB‡e wfwcGb 

†Kv¤úvwbi A¨v‡Wªm 

 wPÎ-4 : wfwcGb †bUIqvK© 

†`Lvi cwie‡Z©| Ab¨ †`‡k wfwcGb mvf©vi e¨envi K‡i Avcbvi †jv‡Kkb avàv w`‡q nvwZ‡q 

wb‡q Kb‡U›U AvbjK Kivi Rb¨ mvf© Ki‡Z cv‡i, †h¸‡jv Avcbvi AÂ‡j cvIqv hvq bv| 

Av‡iKwU gvivZ¥K welq n‡jv, mš¿vm `gbKvix †`k¸‡jvi mvsevw`K Ges A¨vw±wf÷iv 

wbivc‡` †hvMv‡hv‡Mi Rb¨ `xN©Kvj a‡i wfwcGb cÖhyw³ e¨envi K‡i Avm‡Q|

me‡k‡l ejv hvq, Avcwb hw` IqvB-dvB‡qi gva¨‡g Kv‡b± nb Zv j¨vcUc, †dvb ev 

U¨ve‡jU †nvK bv †KbÑ cÖK…Z A‡_© Avcbvi `iKvi wfwcGb|  

5. Uz-d¨v±i A‡_w›U‡Kkb e¨envi Kiv  

     A‡b‡Ki Kv‡Q Uz-d¨v±i A‡_w›U‡Kkb 

hš¿Yv`vqK g‡b n‡Z cv‡i, Z‡e GwU 

wbwðZfv‡e e¨enviKvixi A¨vKvD›U‡K 

AwaKZi myiwÿZ K‡i| Uz-d¨v±i 

A‡_w›U‡Kk‡bi A_© n‡jv Avcbvi A¨vKvD‡›U 

A¨v‡•m Kivi Rb¨ ïay BDRvi‡bg Ges 

cvmIqvW©B `iKvi nq bv eis Avcbv‡K 

A‡_w›U‡Kk‡bi Av‡iKwU †jqvi AwZµg 

Ki‡Z nq| hw` GKwU A¨vKvD‡›Ui WvUv A_ev 

e¨w³MZ Z_¨ Lye ms‡e`bkxj A_ev g~j¨evb 

nq Ges A¨vKvD›U Advi K‡i Uz-d¨v±i 

A‡_w›U‡Kkb, Zvn‡j Avcbvi DwPZ GwU 

Gbvej Kiv| wR-†gBj, Gfvi‡bvU Ges Wªce• 

n‡jv K‡qKwU AbjvBb mvwf©‡mi D`vniY, hv Uz-d¨v±i A‡_w›U‡Kkb Advi K‡i| 

     Uz-d¨v±i A‡_w›U‡Kkb b~¨bZg `ywU wfbœ ai‡bi A‡_w›U‡Kkb e¨envi K‡i Avcbvi 

cwiPq hvPvB K‡i| †hgb something you are, something you have, or something you 
know| mvgw_s BD †bv n‡jv ¯^vfvweK cvmIqvW©| mvgw_s BD Avi n‡jv wd½viwcÖ›U A_ev 

†dwmqvj wiKMwbkb e¨envi K‡i A‡_w›U‡Kkb| mvgw_s BD n¨vf w`‡q Avcbvi †gvevBj 

†dvb †evSv‡Z cv‡i| Avcbv‡K nq‡Zv †U•‡Ui  gva¨‡g †KvW G›Uvi Kivi Rb¨ A_ev GKwU 

†gvevBj A¨v‡c Kbdvi‡gkb evU‡b U¨ve Kivi Rb¨ ej‡Z cv‡i| mvgw_s BD n¨vf G 

wdwRK¨vj wmwKDwiwU Kx eySvq ¸Mj Ges gvB‡µvmdU G ai‡bi A‡_w›U‡Kkb mg_©b K‡i|

     hw` A‡_w›U‡Kk‡bi Rb¨ ïay cvmIqvW© e¨envi K‡ib, Zvn‡j hviv IB cvmIqvW©wU 

Rv‡bb, Zviv Avcbvi A¨vKvD‡›Uvi gvwjK| Uz-d¨v±i A‡_w›U‡Kkb Gbvej Kivi mv‡_ mv‡_ 

cvmIqvW© GKB A‡K‡Rv n‡q c‡i| †ewkifvM cvmIqvW© g¨v‡bRvi Uz-d¨v±i A‡_w›U‡Kkb 

mv‡cvU© K‡i hw`I GwU ïay ZLbB `iKvi nq hLb †Kv‡bv bZzb wWfvBm †_‡K GKwU ms‡hvM 

kbv³ K‡i| myZivs Avcbvi cvmIqvW© g¨v‡bRv‡ii Rb¨ Aek¨B Uz-d¨v±i A‡_w›U‡Kkb 

Gbvej Kiv DwPZ| 

6. K¨vk wK¬qvi Kiv

     Avcbvi eªvDRvi K¨vk Avcbvi m¤ú‡K© KZUzKz Rv‡b †m e¨vcv‡i KL‡bv Zz”Q-Zvw”Qjø 

Kiv DwPZ bq| †mf Kiv KzwKR, †mf Kiv mvP©mg~n Ges I‡qe wnw÷ª Avcbvi evwoi wVKvbv, 

cvwievwiK Z_¨ Ges Ab¨vb¨ e¨w³MZ Z_¨ wbw`©ó Ki‡Z cv‡i|

     Avcbvi I‡qe wnw÷ª‡Z jywK‡q _vKv Z_¨wU AviI myiwÿZ Ki‡Z eªvDRvi KzwKR gy‡Q 

†djvi wel‡q wbwðZ nb Ges wbqwgZfv‡e A vcbvi eªvDRvi wnw÷ª wK¬qvi Kiæb| G KvRwU 

Lye mn‡R Kiv hvq| †µvg, GR, dvqvid•, B›Uvi‡bU G•‡cøvivi A_ev I‡civi †ÿ‡Î Ctrl + 
Shift + Del Pvc‡j GKwU WvqvjM e• Avwef‚©Z nq| †Kv‡bv eªvDRvi WvUv wK¬qvi i‡Z Pvb Zv 

GB WvqvjM e• †_‡K Avcwb †e‡Q wb‡Z cvi‡eb| KzwKR gy‡Q †djvi d‡j wKQz I‡qemvB‡U 

mgm¨v m„wó n‡Z cv‡i| †ewkifvM eªvDRvi †dfvwiU I‡qemvB‡Ui wj÷ K‡i|

wPÎ-4 : Uz-d¨v±i A‡_w›U‡Kkb
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