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= English Section

WiFi Continues to Have
Serious Security Weaknesses

always a great concern. Different

messages are sent constantly over
the network whether they are simple
correspondence  between  ordinary
people, enterprise data or government
secrets which all need to be kept secret.
If you are using a Wi-Fi router to provide
access to your home, business or
customers (such as in a coffee shop),
then you need to take action to protect
your network from a recently discovered
security weakness. Discovered late last
year (2011) by Stefan Viehbock, this
vulnerability in

S ecurity in communication has been

w i - F i
Protected
Setup (WPS)

affects
numerous Wi-
Fi devices from
a range of
vendors.
Details of the
vulnerability
have been
made public; in
other words,
hackers know
about it and
will, no doubt,
exploit it in
unprotected
systems.

Nowadays
Wireless
Protected
Access (WPA)
and it's
improvement
WPA2, which uses stronger primitives,
are the most widespread solutions for
wireless security. Wired Equivalent
Privacy (WEP) is the predecessor of
WPA and is considered to be deprecated
however it still is in wide use.

WEP uses RC4 stream cipher for
encryption and decryption. RC4 consists
of Key Scheduling Algorithm (KSA) and
Pseudo-Random Generation Algorithm
(PRGA). KSA is used with concatenated
24-bit Initialization Vector (IV) and pre-

M J Morshed Chowdhury

shared key to initialize the state. PRGA
uses that state to generate the stream
which will be used to XOR together with
the plaintext. IEEE 802.11 does not
specify the selection of IV. Each WEP
packet contains CRC-32 Integrity Check
Value (ICV) which is supposed to
indicate communication errors.

Over the years many weaknesses and
attacks have been found for different
parts of WEP. WEP was first broken by
Fluhrer, Mantin and Shamir in 2001.
ICV, which is included in ciphertext, do
not actually provide information whether

the packet has been tampered with or
not. It indicates only transmission errors.
Replaying packets is possible since WEP
does not count packets. One of the first
results on RC4 was by A. Roos who
showed that there exists a class of weak
keys that determine a large number of
bits in KSA-s output (first permutation).
How Does the Wi-Fi Vulnerability
Compromise Your Network?

WPS is a widely used means of
easing the process of connecting to a Wi-
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Fi network, while still maintaining
security. This protocol uses an eight-digit
PIN to authenticate users. If you know
your basic probability/counting theory,
then you can easily calculate the number
of possible PINs that a hacker has to
choose from: 108 (eight digits, each
between 0 and 9 inclusive). That’s 100
million (100,000,000) possibilities. The
‘brute force’ method of attacking a WPS-
protected Wi-Fi network is simply to try
all the different combinations—a tedious
process that can even take a computer a
while to accomplish, given this number
of variations.
(Of course, the
average brute
force hack of
such a network
would take
much  fewer
tries, but still
somewhere
near 50
million.)

In his
investigation of
the WPS
vulnerability,
however,
Viehbock
discovered that
the  protocol
has design
flaws that
could greatly
simplify a brute
force attack.
First, because
the PIN is the
only requirement for gaining access—no
other means of authentication is
required—brute force attacks are
feasible. (If a username or some other
means of identification was also
required, for instance, then hacking the
network would be much more
complicated.)

Second, the eighth digit of the WPS
PIN is a checksum, which the hacker can
calculate given the first seven digits.
Thus, the number of unique PINs is
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actually 107 (seven digits), or
10,000,000 variations. But when
performing authentication of the PIN,
the access point (router) actually tells the
potential client whether the first and
second halves of the PIN are correct. In
other words, instead of needing to find a
single eight-digit PIN (actually, just a
seven-digit PIN), a hacker need only find
a four-digit PIN and a three-
digit PIN (the second one
includes the checksum).
Again looking at the
numbers, the problem thus
reduces from finding one
number among 10 million to
finding two smaller
numbers: one among 104 (or
10,000) possibilities and one
among 103 (1,000)
possibilities.

So, a hacker who wants
to break into  your
(unpatched) network via
your WPS-enabled Wi-Fi
router need only try a
maximum of 11,000 times—
but on average, he would
need to try only about 5,500 |
times. This is a far cry from
the average 50 million or so attempts
needed to hack the router were these
design flaws unrecognized.

How Long Does It Take?

The other relevant factor in brute
force attacks of this kind is how long it
takes to attempt authentication. Even for
only about 11,000 possibilities, if a
single authentication takes several
minutes, then the average hack could
take days or weeks—nearly an eternity,
particularly when gaining access
requires physical proximity. (A customer
in the coffee shop sitting there for a few
days straight might draw attention to
himself.) Needless to say, however, most
users wouldn’t tolerate such a long
wait—according to Viehbdck, a typical
authentication takes between one and
three seconds. A smart hacker could also
take some measures to reduce that
duration.

Assume that an authentication
attempt takes 1.5 seconds. Given a
maximum of 11,000 attempts, a hacker
could gain access in about 4.5 hours or
less—probably closer to 2 hours. A
couple hours is certainly not a length of
time that would draw attention in a
coffee shop, or even in many other
situations. And this type of attack is not
exactly sophisticated (although some
knowledge is required to do it

efficiently): as the name implies, it is the
equivalent of knocking the door down
instead of picking the lock.
Who Is Affected?

This Wi-Fi vulnerability affects

essentially any router that implements
WPS security. According to the United
States Computer Emergency Readiness
Team (US-CERT), affected vendors

include Belkin, Buffalo, D-Link, Linksys
(Cisco), Netgear, Technicolor, TP-Link
and ZyXEL. After identifying the PIN of
the access point, a hacker could then
“retrieve the password for the wireless
network, change the configuration of the
access point, or cause a denial of
service,” according to the US-CERT
Vulnerability Note for this weakness. In
other words, a hacker could potentially
cause serious damage to your network.

Thus far, some vendors have
provided more of a response than others.
According to US-CERT, no practical
solution to the problem is yet available,
although some “workarounds” can
mitigate the weakness to one extent or
another. Certain routers, such as those
from Technicolor, provide anti—brute
force countermeasures to prevent
hackers  from  gaining  access:
specifically, Technicolor states that its
routers will temporarily lock out access
attempts after a certain number of failed
attempts (five retries). As noted in US-
CERT’s vendor information section for
Technicolor, the vendor states that this
feature prevents successful brute force
hacks of the WPS-enabled router from
being successful in less than about a
week. Other vendors have responded
differently to the problem, but no real fix
to the problem has yet emerged.
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What You Can Do in the Meantime
If a consumer lives in a house at the
center of a 100-acre plot of land, he
probably doesn’t need to worry about his
router being hacked. (Chances are, in this
case, you don’t even use a password.)
Wi-Fi routers require a certain proximity
to access the network, so by their nature,
the scope of the problem is limited. Not

everyone need worry about it. But if
individuals not authorized to use your
network (or who might abuse it) might be
in range of his router, he needs to act.

Possibly the most effective means of
protecting his network is deactivation of
WPS. Even if he thinks he has disabled
it, however, he may not has actually done
so in some cases. Cisco hasn’t offered a
fix for the problem, Linksys routers
could be vulnerable regardless of any
steps he might take. A tool can be
developed that allows anyone to test the
security of his Wi-Fi router specifically
with regard to this vulnerability. Beyond
this action, he may have little recourse
with his current router, pending further
vendor action. Anti broute force attack
should be impletemented to overcome
this security vulneribility.

Conclusions

The Wi-Fi WPS vulnerability is just
one more instance of how security flaws
can enable hackers to harm your network,
your privacy and your business. The
battle will continue as hackers (or ‘good
guys’) find vulnerabilities, vendors and
protocol workgroups implement
countermeasures, hackers find a way
around the countermeasures and so on. To
protect our network and our data, we need
to stay up to date on security issues

Source : Different Blogs
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SSL Wireless Brings
apps2play

mobile application platform in association with ICT

Mobile Solution Provider Software Shop Limited (SSL
Wireless), in association with Ministry of Information,
Communication and Technology (ICT) has inaugurated a mobile
application platform named apps2play at Bangladesh Computer
Council (BCC) auditorium in the city 30 March 2013.

The inauguration ceremony was chaired by the honorable
Secretary of Ministry of ICT, Mr. Nazrul Islam Khan.

Software Shop
Limited was
launched on the
day of 7th January
1999 as a
associated
; company of one of
I ' the biggest
_-— garments exporting
groups in Bangladesh, Concorde Garments with the brand
name “SSL Wireless”.

Since its launch in 1999, SSL Wireless has been striving to
become one of the pioneers in the mobile value added industry
in Bangladesh and competing both nationally and internationally
to be the innovation leader in the Asia Pacific Region. It always
tries to be the organization that not only positively impacts the
local economy but also contributes significantly to bringing
information at the fingertips of the people all over Bangladesh.

In line with its vision, with consistent efforts, SSL Wireless
has come up with a unique platform, which is first of its kind in
this industry and the country as a whole. Using this platform,
mobile application developers of Bangladesh will be able to
create, publish, and sell their Android/Smart phone applications to
different mobile users in the local as well as in the global market.
This state-of-the-art technical innovation will allow mobile users
of our country to buy different applications as per their
requirement, just by using mobile talktime or credit/debit card.

Speaking on the occasion the sectary of ICT Ministry, Mr.
Nazrul Islam Khan said, "This initiative by SSL Wireless,
would certainly create a new platform for all our local
developers to present their creations to the global mobile
market. Through this platform, SSL Wireless has taken the
lead in creating an INNOVATION ECOSYSTEM based on the
concept of “Learning & Earning” and thus facilitating the
capacity utilization by enabling the young talents to become
free lancers.” “This is how e-commerce can have significant
contribution in GDP growth” he added.

Speaking on the occasion Chief Operating Officer of SSL
Wireless, Mr. Anisul Islam said, “while we are at core a
technology driven organization whose services primarily focus
on the ever and fast moving telecommunication industry, the
force that fuels our business strategies, technological
infrastructure and motivation are not the equipments, but our
highly competent and knowledgeable human resources who
actually innovate and develop all the plans from scratch.
Through our innovation of apps2play, local developers will be
able to publish their applications absolutely FREE OF COST,
which on the contrary, would have cost them huge investment
with the existing infrastructure of other conventional play
stores.” “Our innovations are expected to create affordable
solutions for mobile users and thus, contribute yet again to the
establishment of a Digital Bangladesh” m

1st Time in Bangladesh
VMWARE Authorized Training
@ IBCS-PRIMAX

Recently IBCS-PRIMAX and GTE India jointly organized
VMWare VCP-5.1 Authorized training session for the very 1st
time in Bangladesh. It was from 26-30 Mar, 2013. In total 40
hours training session was conducted by Mr. Wais Ahmed

o

Sharief, a professional VMware certified expert, from India. It
was very successful session with 13 professional participants
from many well-reputed organizations. Note that the 2nd batch
of VMware is expected to start on 28th April to 2nd May,
2013. Admission is going on for 2nd Batch m

Successfully Completed RH-436
RedHat Enterprise Clustering and
Storage Management Training by

Redhat Authorize Instructor

Ist time in Bangladesh IBCS-PRIMAX Education
department has successfully completed RH-436 RedHat
Enterprise Clustering and storage management training by
Redhat Authorize instructor Mr. Snehangshu Karmakar,
RHCSS Technical Consultant — GLS, Red Hat India Pvt. Ltd m

ASUS Zenbook UX32A Ultrabook
Asus Zenbook UX32A Ultrabook pack
brilliant performance into thin, sturdy

bodies. Measuring 5.5mm to 18mm and

weighing just 1.45Kg, artistically-crafted
; ZENBOOK presents a delectable hairline
3 } spun metal finish with precision-etched
ok concentric circles. Superior portability,
— versatility and entertainment all converge at

a highly affordable price point. ZENBOOK UX32A
extends value with powerful graphics, offering Integrated Intel
HD Graphics 4000. That power drives a gorgeous HD 13.3-
inch wide view panel, perfect for multimedia and gaming. The
screen has matte finishes to reduce glare while enhancing
images' colors. Under the hood, there's 3rd generation Intel
Core i5 processor of 1.7 GHz clock speed, 6 GB DDR3
memory, S00GB hard drive plus 24GB SSD hybrid storage,
HD audio with Bang & Olufsen ICEpower speaker. The slim
notebook also offer a wide range of ports- 3 USB 2.0, HDMI,
VGA. With its stunning design and incredible performance,
ZENBOOK is a perfectly balanced ultraportable. The
Ultrabook has a price-tag of Taka 77,000/-. For contact- Phone
101713257942, 9183291 m

-
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def avg(num):
=0
numlist = num.split()
for n in numlist:
r+=int(n)
res = r/len(numlist)
return res
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import average

def showtext(buttontext):

if buttontext=="0OK":

entry.insert(t. END,”. The average is:

age.avg(entry.get())))
else:
entry.delete(0,t.END)
import tkinter as t
root=t.Tk()
t.Button(root,text="Get Average”,
cofmand=lambda
showtext(x)).grid(row=1,column=0)
t.Button(root,text="Clear All”",
command=lambda
showtext(x)).grid(row=1,column=1)
label=t.Label(root, text="Numbers to average
(Give a space between them)”)
label.grid(row=0,column=0)
entry=t.Entry(root, width=40)
entry.grid(row=0,column=1)
root.mainloop()
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“+str(aver-

x="OK":

x="CA”:

class BankClient:

name = 7

acc_no =0

address =

acc_bal =

def createProfile(self,p_name,p_address):

self.name=p_name

self.address=p_address

def createAccount(self,a_acc no,a_acc_bal):

self.acc_no=a_acc_no

self.acc_bal=a_acc_bal

def showDetails(self):

print(“Mr. “t+self.name+” has Account Balance:
“+str(self.acc_bal))

QI BankClient TR GF16 F, IR
g JIRERE ¢ (=T IR(R | TF I,
A (T TR FOW  (SOET
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clientl = BankClient()
client].createProfile(“Rony”,”Dhaka”)
clientl.createAccount(1122,1000)
client2 = BankClient()
client2.createProfile(“Johny”,”Khulna”)
client2.createAccount(2211,2000)
clientl.showDetails()
client2.showDetails()

aF T (O R AT FICACE 2,
AT showDetails() (VTS TGN (@AT
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class BankClient:

name = “”

acc no=0

address = *”

acc_bal=0

def createProfile(self,p_name,p_address):

self.name=p_name

self.address=p_address

def createAccount(self,a_acc_no,a_acc_bal):

self.acc_no=a_acc_no

self.acc_bal=a_acc_bal

def showDetails(self):

print(“Mr. “+self.name+” has Account Balance:
“+str(self.acc_bal))
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class LoanInfo(BankClient):
loan_Type=""
loan_Amount=0
def ApprovedLoan(self,l_type,l_amount):
self.loan_Amount=l_amount
self.loan_Type=l_ type
def LoanInfo(self):
print(“Loan Type: “+self.loan_Type+” and
Amount: “+str(self.loan_Amount))
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client3 = LoanInfo()
client3.createProfile(“ Salman”, “Khulna”)
client3.createAccount(2445, 10000)
client3.ApprovedLoan(“House”, 200000)
client4 = LoanInfo()
client4.createProfile(“ Amir”, “Rajshahi”)
client4.createAccount(2477, 10900)
client4.ApprovedLoan(“Consumer”, 208000)
client3.showDetails()

client3.LoanInfo()

client4.showDetails()

client4.LoanInfo()
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Q¥ PAPIEOIAR System Platform,
System Version, OS name, Current time
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print("A Simple Python Script to find out system
platform, system version, OS name & Current time')

import sys

sys.platform

sys.version

import os

o0s.name

import time

time.asctime(time.localtime(time.time()))
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# import sys 93 et sys
library modulels (3@ F4T 203C= |

4 OFTOE AR importeT@NE A3
T Pl AR |

# *I12AC (FICAT function AT variable-
@3 Y fe6 FACS BIRT print 04 ST
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(9 : print(sys.platform)
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if(age>=18)
printf(*“You are mature.”);
if(age<=18)
printf(*You are immature.”)
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QN :
If(age>=18)
printf(*“You are mature.”);
else
printf(*“You are immature.”)
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if(age>=50)
printf(*“You are old.”);
else if((age>=25)&&(age<50))
printf(“You are young™);
else if((age>=18)&&(age<25))
printf(““You are mature”);
else if((age>=10)&&(age<18))
printf(*“You are a boy”);
else
printf(“’You are a child”);
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if(score>=90)

if(grade=="A")
printf(“grade is A”);
else
printf(“grade is not A”);
}

else
printf(“disqualified!”);
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int grade=8;
switch(grade)
{

case 10:

case 9:
printf(“grade=9");
break;

case 8:
printf(“grade=8");
break;

case 7:
printf(“grade=7");
break;

default:

printf(“no score!”);
break;

}
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int i=1;
while(1)
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printf(*“%d”,i);
it++;
if(i==100)
break;
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