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Penetration Testing: is a
great way to discover where
your business security fails

Md. Mushfiqur Rahman e

Information Security, Penetration
testing and Risk Practitioner

Information system auditing,
vulnerability assessment and penetration
testing is become essential to secure the
information and systems which are using in
the business. To beat a hacker, we need to
havethink like a hacker. Penetration testers
analyze network environments, identify
potential vulnerabilities, and try to exploit
those vulnerabilities (or coding errors) just
like a hacker would. In simpler terms,
penetration tester tries to break into your
company’s network to find security holes.

The Bank, telecom, corporate
companies requires both an internal and
external penetration test, to secure their
Information systems. Penetration testing
isn’t limited any company can request a
penetration test whenever they wish to
measure their business security.

Vulnerability

Vulnerability assessment is the
process of identifying weaknesses and
quantifying security vulnerabilities in
an environment. It is an in-depth
evaluation of your information
security posture, indicating
weaknesses as well as providing the
appropriate mitigation procedures
required to either eliminate those
weaknesses or reduce them to an
acceptable level of risk.

Penetration Test

Penetration Tests are designed to
achieve a specific, attacker-simulated goal
and should be requested by customers who
are already at their desired security
posture. A typical goal could be to access
the contents of the prized customer
database on the internal network, or to
modify a record in an HR system. There
are different tools and techniques, the
penetration tester attempts to exploit
critical systems and gain access to
sensitive data.Depending on the scope, a
pen test can expand beyond the network to
include social engineering attacks or
physical security tests. Also, there are two
primary types of pen tests: “white box”,
which uses vulnerability assessment and
other pre-disclosed information, and
“black box”, which is performed with very
little knowledge of the target systems and
it is left to the tester to perform their own
reconnaissance.

Benefits of penetration test — With
the growing frequency and complexity of
cyber-attacks, more and more companies
are investing in a penetration test. A
penetration test is a small cost compared
to the disruption caused by a cyber-attack.
Here are some benefits of undertaking
penetration testing:

Protect company’s profits and
reputation — by avoiding financial
disaster and negative publicity associated
with a compromise of the systems.

Satisfy regulatory requirements —
Penetration testing is the regulatory
requirements as well in different countries
and industries require penetration testing
to comply with the regulation to secure
the business and client’s information.

Protection against compliance
breaches — VAPT assure business is
compliant with regulatory requirements
and ensure avoidance of regulatory fines
and potential law suits.

Vulnerability scanning and penetration
testing are different

Some people mistakenly believe
vulnerability scanning or antivirus scans are
the same as a professional penetration test.
Even some companies tout ‘penetration
testing services’ when in fact, they only
offer vulnerability scanning services. An
external vulnerability scan is an automated,
affordable, high-level test that identifies
known weaknesses in network structures.
Some are able to identify more than 50,000
unique external weaknesses.

Cost of a penetration test

With any business service, cost varies
quite a bit based on a set of variables. The
following are the most common variables
with regard to penetration testing services:

Complexity: the size and complexity
of your environment and network devices
are probably the biggest factors of your
penetration test quote. A more complex
environment requires more labor to
virtually walk through the network and
exposed web applications looking for
every possible vulnerability.

Experience: pen testers with more
experience will be more expensive. Just
remember, you get what you pay for.
Beware of pen testers that offer prices that
are too good to be true. I suggest looking
for penetration testers with credentials
behind their name like CISSP, CISA, CEH,
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CHFI, CLPTP. LPT, CCISO, ISO — ISMS
27001 LA, CCNA, CCNP, OCP, SCSA,
RHCE, MCSA, MCSE, CASP etc...

Penetration tests are worth it, every
time: If you think that price is
unreasonable, think of this. A hacker only
has to find one hole to get into your
network and steal data. A pen tester works
hard to find as many holes as possible that
could allow you to be compromised. You
are paying a professional to look through
every nook and cranny of your business to
find each possibility of compromise.
There is no better way to test the actual
effectiveness of your security systems
than by the skills of an experienced
penetration test team.

Become a Good Penetration Tester /
Information System Auditor: It is
important to consider different issues
beyond raw technical knowledge that make
a good tester. It’s key to remember again
that Penetration testing is not ‘hacking’ and
although there is a place for the borderline-
autistic who hacks on their neighbors’
wireless. Again, I’ve added a bullet pointed
list to describe some of what I consider key
attributes of good and great testers.

Good knowledge of networking and
network protocols —A penetration tester
must have knowledge on networking it’s
protocols, routing, switching and Firewall,
IDS, IPS systems.

Learn some basic scripting. Start
with something simple like vbs or Bash.
As a matter of fact, I’ll be posting a
“Using Bash Scripts to Automate Recon”
video tonight. So if you don’t have
anywhere else to start, you can start there!
Eventually you’ll want to graduate from
scripting and start learning to actually
code/program or in short write basic
software (hello world DOES NOT count).

Learn a little about databases, and
how they work. Go download oracle, db2,
MS SQL server, mysql, read some of the
tutorials on how to create simple sample
databases. I’'m not saying you need to be a
DB expert, but knowing the basic
constructs help.

Always be willing to interact and
share your knowledge with like-minded
professionals and other smart people.

As part of the penetration test, the
organization should assess the ability of
its staff and systems to identify and
respond to an ongoing attack. At the
conclusion of the test, the testers should
be thoroughly debriefed by the
organization’s information security staff
and should work in cooperation with
security staff to identify key weaknesses,
based on risk, and develop a detailed
mitigation and remediation plan finally
submit the report and follow-up regarding
the implementation and mitigation task
which are recommended by the tester /
auditor
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credit/debit card (or, any kinds of
Aelectronic payments card) is a

convenient method of payment and
it has become a way of life in many parts of
the world including our country,
Bangladesh. Today, use of cards/ plastic
money is preferred than to use hard cash.
All cards have one thing in common,
namely that the bearer can obtain
something of value simply by presenting
the card.

Fraudulent transactions attempted on
legitimate credit card accounts have risen
sharply in recent years. While in some
instances, credit card fraud occurs when
someone’s physical credit card is lost or
stolen by another party who uses it, credit
card fraud is driven primarily by

Card Fraud

Eleven’ and ‘Hannaford Brothers’, and two
other unidentified companies.

On September 8, 2014, The “Home
Depot, USA” confirmed that their payment
systems were compromised. They later
released a statement saying that the hackers
obtained a total of 56 million credit card
numbers as a result of the breach.

Types of Card Fraud

Card not present transaction fraud

Identity theft (Application fraud)

Card Skimming

Tele phishing

Balance transfer checks

Card Not Present Transaction fraud:
Since  card-not-present  transactions
climinate the situation where both the

Debit & Credit Card

Mohammad Tohidur Rahman

compromise of credit card account data
during their normal course of usage. Such
compromises can range from theft of data
by skimming (copying) the information
contained on a small number of credit
cards’ magnetic stripes to large scale data
breaches where millions of credit card
accounts are compromised through
exploitation of a data security weakness at
an online or physical store or chain. Stolen
credit card data is then often used to
attempt fraudulent online purchases.
Technological advances have allowed the
perpetrators to produce counterfeit cards
with stolen data that resemble the genuine
card so closely that it is difficult for
shopkeepers, tellers, police and bank
investigators to identify a fraudulent card.
Identity theft and the exponential growth of
the internet have further compounded the
crime of credit card fraud by allowing for
on-line purchasing, resulting in huge
financial losses to the card industry, banks
and consumers alike.

This article discusses credit card fraud,
key types of card fraud and offers potential
information about the measures be taken to
reduce it.

Some of the Credit Card

Fraud Attacks

Between July 2005 and mid-January
2007, a breach of systems at TJX
Companies exposed data from more than
45.6 million credit cards.

In August 2009, same man behind the
TJX Company fraud was also indicted for
the biggest known credit card theft to date
— information from more than 130 million
credit and debit cards was stolen at
‘Heartland Payment Systems’, retailers ‘7-

Bhuiyan

Global Card Fraud
Total Losses in SBillions
and in Cents per 5100
in Total Volume

owner and the card are present, exposure to
fraud increases by stolen information.

Identity theft: 1t happens when a
criminal obtains your personal information
— such as your full name, Social Security
number, date of birth and address by any
means. Once the criminal has obtained
your personal information, he or she can
commit identity theft by taking control of
your existing credit accounts or opening
new ones. Some people refer to this as
‘identity fraud.’

Card Skimming or card cloning: 1t
uses a Card Skimming device to
fraudulently copy bank customer details
stored on the magnetic strip (brown/black
strip at the back) on a debit or credit card.
Whenever you present your card for
payment you run the risk of being
skimmed. However, the majority of
skimming incidents in South Africa are
recorded around ATMs and, to a lesser
extent, at retail merchants when bank cards
are presented for payments. The customer
and card information stolen with skimming

lilfe] COMPUTER JAGAT MARCH 2016

devices is often used to manufacture
counterfeit (duplicate) cards which
criminals use to make fraudulent
transactions on a victim’s account.

Tele Phishing: Tel phishing is another
way thieves try to collect sensitive
information from you. In this type of fraud,
they will either contact you by telephone or
send you a fake e-mail and ask for you to
respond by telephone.

Balance transfer checks: Some
promotional offers include active balance
transfer checks which may be tied directly
to a credit card account. These are often sent
unsolicited, and may occur as often as once
per month by some financial institutions. In
cases where checks are stolen from a
victim’s mailbox they can be used at point of
sales locations thereby leaving the victim
responsible for the losses.

Countermeasures of card fraud

Over the past 25 years there has been a
constant race between the credit card
industry developing new security features
to deter counterfeiting, and criminals
working hard to compromise the
technology and manufacture counterfeit
cards. For safeguarding customers data,
major card schemes including Visa,
MasterCard, American Express, Discover,
and JCB altogether constitutes Payment
Card Industry Security Standards Council
(PCI SSC). This council mandated an
industry level security framework/global
standard, PCI DSS (Payment Card Industry
Data Security Standard) which has the
most efficient and effective controls/
requirements to beat up various fraudulent
activities of  cyber-criminal by
safeguarding card data.

Card fraud in Bangladesh

Recently some banks of Bangladesh are
affected by card fraud. Investigation proved
that, these fraudulent activities were done
through skimming several ATM’s. Central
Bank has already mandated PCI DSS
Compliance for branded (VISA, Master,
JCB, American Express and Discovery) as
well as non-branded (custom card by issuer)
card through its ICT Guideline Version 3.0
Published May 2015.

Conclusion

Credit card fraud has been committed
since credit cards were first introduced;
however, modern technology has increased
the ways in which it can be committed.
Criminals see the card industry as a
lucrative business that can be exploited by
the use of technology. To counter the
problem, credit card companies must
constantly review security features and
measures that are applied to card system.
It’s the right time for securing cardholder
data by adopting PCI DSS through a PCI
DSS Service Provider.
Source: all contributor in the www, PCI SSC, Right

Time Limited (Bangladesh Based First and only PCI
OSA Company)
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LeadSoft Bangladesh Limited Has Been
Appraised at CMMI Level 5 for
Software Development

( jMMI Institute of Carnegie
Mellon University of the United
States of America has appraised

LeadSoft Bangladesh Limited, a

subsidiary of LEADS Corporation

Limited, at CMMI Level 5 for Software

development. The company was able to

earn this unique and prestigious
appraisal due largely to the financial and
other supports from Bangladesh High-

Tech Park Authority of the Ministry of

Information and Communication

Technology on a continuous basis

throughout the appraisal process.

LeadSoft Bangladesh Limited has

always been committed to quality

standards & processes, practicing the
same and delivering quality software
products. In 2002 it was certified as an

ISO 9001-2008 company, and continues

to hold that certification. Since 2008

LeadSoft has been a CMMI Level 3

company, and now it has been appraised

at CMMI Level 5.

The Capacity Maturity Model

Integration (CMMI) is a process model

that provides a clear definition of what

an organization should do to promote
behaviors that lead to improved
performance. With 5 ‘Maturity Levels’
and 3 ‘Capability Levels’ CMMI
defines the most important elements
required to build great products or
deliver great services, and wraps those
all up in a comprehensive model.

CMMI helps organizations in

identifying & achieving measurable

business objectives, building better
products, keeping customers happy and
ensuring that the organization works at
an optimum efficiency.

The model is comprised of a set of

‘Process Areas’; each area is intended to

be adapted to the organizational culture

and behavior. CMMI does not prescribe
any process. It is a book of ‘what’, and
not ‘how’, and does not define how the
organization should behave. More
accurately, it defines which behaviors
need to be identified and improved.

Thus CMMI is a ‘behavioral model’, as

well as a ‘process model’. It is not a

‘standard’ like ISO or similar quality

Main Uddin Mahmood

Level Focus

Process Area

i Continuous Process
5 Optimizing Improvement Management

«Organizational Performance

«Causal Analysis & Resolution

4 Quantitatively | Quantitative

«Organizational Process

s(Juantitative Project

Management

Management

1 Initial

Managed Management Perfarmance Management
*Requirements Development *Organizational Process
«Technical Solutions Definition
P #Product Irtegratio s0Organizational Trainin
3 Defined rocess L s . 9
Standardization s\erificatio sIntegrated Project Management
s\Validatior Risk Management
«Oroanizational Process Foous sDecision Analysis & Resolution
sRequirements Managament sMeasurement & Analysis
Basic Pr =Froject Planning sProcgss B Product Quality
2 Managed o T *Project Monitoring & Control Assurance

«Supplier Agreement

«Configuration Management

criteria. Hence getting an appraisal at a
Level (1 to 5) is not a certification, but
a ‘rating’.
CMMI was developed at the Software
Engineering Institute of Carnegie
Mellon University of the United States
of America, with participation from
Defense, Industry, Government and
Academia. It is now being operated &
maintained by ‘CMMI Institute’, an
operating unit of the same University.
There are multiple flavors of CMMI,
called ‘constellations’. These are,
CMMI for Development (CMMI-DEV),
CMMI for Services (CMMI-SVC) and
CMMI for Acquisition (CMMI-ACQ).
CMMI-DEV has 22 process areas. It
can be used in either ‘staged’ or
‘continuous’ representation. Staged
representation, which groups process
areas into 5 Maturity Levels, is the most
commonly used. However, an
organization is free to pick & choose
the ‘Process Areas’ which make most
sense to work on by using the
‘continuous representation’.
Following chart describes Focus Areas
and Process Areas under different
Levels of Maturity:
Few advantages of CMMI:
* Implementation of Centralized
Quality Management System (QMS)
which ensures uniformity in the
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documentation, shorter learning
cycle for new resources and better
management of project status &
project health.

* Institutionalization of Software
Engineering Best Practices in the
Organizations.

* Measurement & Improvement of
Productivity.

* Cost saving in terms of lesser effort

due to fewer defects and less rework.

Timely Delivery.

Increased Customer Satisfaction.

Increased Return on Investment.

Reduced operation costs.

Increased Predictability.

Doing business with a CMMI appraised

company for software development has

many advantages. Since CMMI for

Development (CMMI-DEV) leads to

better quality products, doing business

with such a company means that the
products provided will be of high quality.

Another benefit of doing business with

such a company is that they can provide

more accurate schedules and realistic
timelines, leading to more realistic
deadlines for product releases. CMMI-

DEYV, therefore, ensures best practices

throughout the product lifecycle, and

thereby ensures quality and timely
delivery =

LI R R



NEWSWATCH

China Lays out Its Vision to
Become a Tech Power

China aims to become a world leader in advanced industries,
such as semiconductors and in the next generation of chip
materials, robotics, aviation equipment and satellites, the
government said in its blueprint for development between
2016 and 2020. In its new draft five-year development plan
unveiled recently, Beijing also said it aims to use the internet
to bolster a slowing economy and make the country a cyber
power. China aims to boost its R&D spending to 2.5 percent of
gross domestic product for the five-year period, compared with
2.1 percent of GDP in 2011-2015. Innovation is the primary
driving force for the country’s development, Premier Li
Keqiang said in a speech at the start of the annual full session
of parliament. China is hoping to marry its tech sector’s
nimbleness and ability to gather and process mountains of data
to make other, traditional areas of the economy more advanced
and efficient, with an eye to shoring up its slowing economy
and helping transition to a growth model that is driven more
by services and consumption than by exports and investment.
This policy, known as ‘Internet Plus’, also applies to
government, health care and education.

As technology has come to permeate every layer of Chinese
business and society, controlling technology and using
technology to exert control have become key priorities for the
government. China will implement its ‘cyber power strategy’,
the five-year plan said, underscoring the weight Beijing gives
to controlling the Internet, both for domestic national security
and the aim of becoming a powerful voice in international
governance of the web. China aims to increase Internet control
capabilities, set up a network security review system,
strengthen cyberspace control and promote a multilateral,
democratic and transparent international Internet governance
system, according to the plan. Since President Xi Jinping came
to power in early 2013, the government has increasingly reined
in the Internet, seeing the web as a crucial domain for
controlling public opinion and eliminating anti-Communist
Party sentiment. China will ‘strengthen the struggle against
enemies in online sovereign space and increase control of
online public sentiment,” said the plan. It will also ‘perfect
cybersecurity laws and legislation’.

Such laws and regulations have sparked fear amongst foreign
businesses operating in China, and prompted major powers to
express concern to Beijing over three new or planned laws,
including one on counterterrorism. These laws codify
sweeping powers for the government to combat perceived
threats, from widespread censorship to heightened control over
certain technologies

Acer of Twenty Laptop Model
Three Year Bikrayattara Service

Bangladesh distributor of world famous PC maker Acer Acer
Executive Technologies Ltd. Bangladesh market of the twenty
three year old laptop models announced bikrayattara service.
Acer V-series 14-inch and 15.6-inch screen is ayaspayara
lyapatapagulote this is the fifth generation of Intel Core i II1
processor, 4 GB of

RAM, 500 GB or

1000 GB hard disk.

Any configuration of

these laptops are

available in black,

red, white, yellow

and blue colors of the

imposing interiyare.

Acer’s ayaspayara e-

five series, like other

laptops have

lyapatapaguloteo five

and a half hours of

battery backup, high-

speed wireless AC and Gigabit LAN, VGA and HDMI ports,
USB Power of Three carajim, Acer True Harmony all the
features, including audio.

Bikrayattara three years has kept the price of services,
including laptops, 500 GB hard disk and a 1000 GB hard disk
with Tk 33,000 from Tk 34,000.

Also serving the market with the year bikrayattara ayaspayara
Acer One 14-series has brought two models. Three of the fifth-
generation Intel Core i processors, 4 GB RAM, 500 GB or
1000 GB hard disk to hold the sale price Rs 31.300 and Rs
32300 respectively. Contact 01919, leave, leave

ASUS 100 Series Gaming Motherboards

Launched in Bangladesh

Realizing the huge demand of gaming, Global

Brand Pvt. Ltd. the authorized distributor of

ASUS in Bangladesh has released ASUS 100

Series motherboards in the local IT market of

Bangladesh. The models are MAXIMUS VIII

RANGER, Z170 PRO GAMING,B150 PRO GAMING D3
and H170 PRO GAMING motherboard. The motherboards are
packed full of features that we typically look for to maximize
our gaming experience. The motherboard supports Intel 6
Generation Core i7, Core i5, Core i3, Pentium, Celeron
Processors in the Intel socket 1151, full support for PCIE SSD
and SATA modes. ASUS 100-series motherboards are
breakthrough, Easy-to-use, stable and trusted

UIU is Now Connected with
SSLCOMMERZ Network

Recently an agreement regarding Online Payment Gateway
Service has been signed between United International
University and SSL (Software Shop Ltd.) Wireless. As per
agreement, UIU students would be able to make payment of
their tuition & other fees through Debit/Credit Card, Nexus
Card, Bkash or Mobile Banking any time from their own
house.

Prof. A.S.M. Salahuddin, Registrar - United International
University and Ashish Chakrabarty, General Manager - SSL
Wireless signed the agreement on behalf of their respective
organizations in the main campus of United International
University. Prof. Dr. M. Rezwan Khan, Vice Chancellor and
Prof. Dr. Chowdhury Mofizur Rahman, Pro-Vice Chancellor
on the part of United International University and Saqib
Nayeem, Head - E-Business and Mahbubur Rashid Khan,
Manager - E-Business from SSL Wireless were also present in
the program
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import javax.swing.*;
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SwingLabel java ST (T FCO 2T |

import java.awt.*;
import javax.swing.*;

class SwingLabel extends JFrame {

public SwingLabel(){

super(“Swing Label”;

setSize(600, 100);

JPanel content = (JPanel)
getContentPane(); content.setLayout(new
GridLayout(1, 4, 4, 4));

JLabel label = new JLabel();
label.setText(“You”);
label.setBackground(Color.red);

content.add(label);

label = new JLabel(“Are”,
SwingConstants. CENTER);
label.setOpaque(true;
ckground(Color.blue);

content.add(label);

label = new JLabel(“Using”);

label.setFont(new Font(“Helvetica”,
Font.BOLD, 18));

label.setOpaque(true);
label.setBackground(Color.red);
content.add(label);

(T [T IS

label = new JLabel(“Swing Label”,
SwingConstants.RIGHT);
label.setVertical TextPosition(SwingConsta
nts. TOP);

label.setOpaque(true);

label.setBackground(Color.yellow);

content.add(label); }

public static void main(String args[]) {

SwingLabel frame = new
SwingLabel();

frame.setDefaultCloseOperation(JFram
¢.EXIT ON_CLOSE);
frame.setVisible(true); }

}
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