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Strengthening the Cyber Security
Ecosystem of Bangladesh

Farhad Hussain

Technical Specialist, Leveraging ICT for Growth, Employment and Governance Project, Bangladesh Computer Council

he cyber security ecosystem is
I global, evolving and includes

government and private sector
information infrastructure; the
interacting persons, processes, data,
information and communications
technologies; and the environment and
conditions that influence cyber security.
As part of its ambition to strengthen and
consolidate it’s positioning in the ICT
field, also attested by its “Digital
Bangladesh” initiative, Bangladesh
needs to position cyber security as a
matter of high priority, particularly to
remain an attractive and competitive
location for all companies already doing
business or aiming at setting up their
operations in Bangladesh.

At present, cyber defenses in
organizations across Bangladesh largely
rely on ad hoc, manual processes.
Unfortunately, cyber criminals often
plan attacks in a systematic fashion,
starting with reconnaissance activities
and escalating to more sophisticated and
devastating levels of system entry. This
leaves us struggling to keep up. As
Bangladesh strives to ensure that state-
of-the-art technology is enabled, better
cross fertilization among the cyber
security organizations is necessary,
which have to operate in an ever-
changing ecosystem. There should be a
strong incentive, willingness and need
for governmental bodies and companies
to come together and jointly agree on an
action plan. The first task at hand
should be better connecting, across the
board between the key contact points
and mission statements of relative
government agencies. Moreover,
creating and implementing competitive
and state-of-the-art cyber security
legislation and including cyber security
in the national ICT strategy at the same
time, would greatly help Bangladesh
become a benchmark in the cyber
security landscape.

An effective cyber security ecosystem
requires not only the continual
development of efficient cyber defense
processes and technologies, but also a
close collaboration between the public
and private sectors. The effectiveness

and resilience of this ecosystem,
however, can be hampered by the cyber
threats in today’s connected digital
world. As cyber attacks become
increasingly sophisticated, complex and
difficult to detect, advanced solutions
that enable seamless security processes
are essential. It is also no longer feasible
for a single entity to rely on its own
capabilities to defend against such cyber
attacks. There is a crucial need for the
various entities in the cyber environment
to work together to tackle the challenge.

Accordingly, the Government, the
academia and industry partners need to
develop a close partnership that will
enable such initiatives and measures as
the sharing information, the
development of innovative cyber
solutions, the training of the next
generation of cyber security
professionals and the establishment of
local operational and research facilities.
These and other collaborative efforts of
all stakeholders will aid in the shaping
of a cyber security ecosystem that is
both robust and vibrant. The cyber
security ecosystem can broadly be
divided into two categories, with some
players (e.g. governments) having roles
in both categories. The following figure
depicts an indicative model of cyber
security ecosystem.

Macro-level players: Consists of
those stakeholders who are in a position
to exert influence on the way the cyber
security field looks and operates at the
micro-level. Key examples include
governments, regulators, policymakers
and standards setting organizations and
bodies (such as the International
Organization for Standardization,
Internet Engineering Task Force and
National Institute for Standards and
Technology).

Micro-level players: Consists of those
stakeholders who, both collectively and
individually, undertake actions on a day-
to-day basis that affect the community’s
overall cyber security posture. Examples
include end users/consumers,
governments, online businesses,
corporations, SMEs, financial institutions
and security consultants.
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The macro level has, in the past,
been somewhat muted with its
involvement in influencing
developments in cyber security.
Governments and regulators, for
example, often operated at the fringes of
cyber security and primarily left things
to the micro-level. While collaboration
occurred in some instances (for
example, in response to cyber security
incidents with national security
implications), that was by no means
expected.

Nevertheless, we are now regularly
seeing more formalized models being
introduced to either strongly encourage
or require collaboration on cyber
security issues between multiple parties
in the ecosystem. Recent prominent
examples include proposed draft
legislation in Australia that would, if
implemented, require nominated
telecommunications service providers
and network operators to notify
government security agencies of
network changes that could affect the
ability of those networks to be
protected, proposals for introducing
legislative frameworks to encourage
cyber security information sharing
between the private sector and
government in the United States, and
the introduction of a formal requirement
in the European Union for companies in
certain sectors to report major security
incidents to national authorities.

The universe of cyber space is made
of diverse entities that interact in ever-
changing ways, much like in the natural
world. From people with laptops, smart
phones, and tablets, to companies and
government agencies with computers
and servers — not to mention all the data
those devices contain - this “cyber
space” creates a target-rich
environment. Malicious individuals or
groups exploit vulnerabilities to steal
identities, resources, and competitive
secrets. And with cyber attacks on the
rise, economic security and the
continuity of businesses and
government services are at risk.
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To address this risk, we must develop
“the cyber security ecosystem of the
future,” a place where private industry,
academia, and the government can work
together quickly to predict when cyber
attacks might take place, limit their
spread, and minimize their
consequences. The key elements of
effective cyber security are threat
intelligence, automation, interoperability,
and authentication. With these building
blocks in place, companies and
government agencies would have much
more effective tools to identify and
respond to data or network breaches.
There are several key attributes of a
healthy cyber security ecosystem, which
are the following:

Information is connected across
space and time. Information created in
one part of the ecosystem conveys
rapidly to others, and can be configured
to protect sensitive data.

Rapid and universal learning.
Machines learn from each other and
people learn from machines.

Greater attribution. Machines and
people work together to improve data
attribution.

Emerging analytics. Data from
multiple, discrete sources are fused and
aggregated to create new intelligence.

Greater network reach. Security
content is separated from delivery
mechanisms and managed as an
ecosystem asset.

New defensive tactics. Attacks only
work once, if at all.

Lifecycle feedback. Rich feedback
loops from the front end of system and
technology life cycles reduce costs,
shorten adoption cycles, and improve
ecosystem health.

Traditional approaches for cyber
security that focus inward on

The Cyber Security Ecosystem
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understanding and addressing
vulnerabilities, weaknesses, and
configurations are necessary but
insufficient in today’s dynamic cyber
landscape. Effective defense against
current and future threats also requires
the addition of an outward focus on
understanding the adversary’s behavior,
capability, and intent. Only through a
balanced understanding of both the
adversary and ourselves can we
understand enough about the true nature
of the threats we face to make
intelligent defensive decisions. The
development of this understanding is
known as cyber threat intelligence
(CTI). Cyber threat intelligence itself
poses a challenge in that no single
organization can have enough
information to create and maintain
accurate situational awareness of the

threat landscape. This limitation is
overcome by sharing of relevant cyber
threat information among trusted
partners and communities. Through
information sharing, each sharing
partner can achieve a more complete
understanding of the threats they face
and how to defeat them.

The proliferation of hacking
activities, coupled with the growing
cyber threats associated with mobile
devices, cloud computing, financial
technology and targeted attacks on
critical infrastructures, have posed ever-
increasing challenges on cyber security.
To maintain a secure, stable and reliable
e-government and e-business
environment it is indispensable to
strengthen the Cyber Security
Ecosystem of Bangladesh
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Augmedix Announced as

Software Technology Park

Augmedix Bangladesh office building has been designated as a
Software Technology Park (STP). The announcement was given at
a colorful celebration event of Augmedix on its one year operations
in Bangladesh held at Augmedix Building, Dhaka on May 19,
2016; Thursday evening. They also launched their new logo at the
event along with new branding of Augmedix Bangladesh office
building. The program was graced by the presence of the Chief
Guest Honorable State Minister Zunaid Ahmed Palak, MP, ICT
Division, Ministry of Posts, Telecommunications & Information
Technology. Shyam Sunder Sikder, Honorable Secretary, ICT
Division, Ministry of Posts, Telecommunications & Information
Technology and Kazi Md. Salahuddin, President of Bangladesh
Football Federation were also present as Special Guests. Ahmadul
Hoq, Managing Director, Augmedix BD Ltd. chaired the event.
The company declared their future plan to create around 7000 jobs
in Augmedix Bangladesh office immediately.

Two brilliant young minds Ian Shakil, CEO and Pelu Tran,
President and Co-founder are behind this groundbreaking
concept. This San Francisco based startup has established a
firm foothold in Business Process Outsourcing (BPO) both in
India and Bangladesh. The company is expanding rapidly and
globally and has confirmed their future expansion plans in
Bangladesh to create around 7000 jobs with the support of the
ICT Ministry and the High Tech Park authority.

Augmedix is the world’s first and largest Google Glass based
startup, they are revolutionizing healthcare by rehumanizing
the interaction between doctors and patients. Augmedix has
developed a platform for doctors to collect, update and recall
patient and other medical data in real-time. They have recently
closed a $17 million strategic round of funding which includes
investments from 5 leading healthcare systems across the US.
Augmedix Bangladesh also provides major back office solutions;
research & development, finance & accounting services, IT &
networking and customer care services. An integral part of
Augmedix Bangladesh’s R&D team is to perform research in
wearables, smart glass and streaming technologies to improve the
product performance and cost efficiency. IT & Networking
department provides vital direct services, optimizing traffic,
supporting WIFI-audits, network infrastructure globally and
provides constant software support. Customer support is also an
integral part of the Bangladesh operations. It’s quite exciting to
see the talented youth of Bangladesh supporting and growing
alongside the US based company.

Augmedix a “mission-driven” organization that strives for
positive and innovative contributions in the field of healthcare
have already raised more than $40 million. They were recently
named the “Most Innovative Healthcare Company in 2016” by
Fast Company beating IBM Watson & Johns Hopkins.
Augmedix, with around 450 employees worldwide, told
Reuters, it serves physicians in more than 30 US States and
has plans to expand its services beyond the US as well

Dell tops HP in PC Shipments

Dell shipped more PCs in the U.S. in the first quarter than any
other computer maker. Dell tops HP in PC shipments for the
first time in 7 years. Ending a seven-year slump, Dell shipped
more PCs in the first quarter of this year than any other
computer maker.

According to technology industry research firm Gartner Inc.
Dell shipped 3.5 million desktops and laptops in the first
quarter of 2016 in the U.S., which is a 3.1 percent increase
over the previous quarter. Gartner analyst Mikako Kitagawa
said Dell benefited from emphasizing the business market over
the consumer market.

Round Rock-based Dell topped longtime rival HP Inc., which
shipped 3.1 million PCs in the first quarter, which was a 17
percent decline for them. The last time Dell beat HP in a single
quarter was 2009, Kitagawa said.

This gives Dell about 26 percent of the market share for PCs,
versus 23 percent for HP, according to Gartner.
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“HP is now trying to stay away from the very low-priced PCs,
Kitagawa said, because they tend to be less profitable. but this
strategy means losing market share.

Dell has been more aggressive as a private company, said
Patrick Moorhead, an industry analyst and the President of
Moor Insights and Strategy, noting that it came at the same
time as HP being focused on profitable growth.

Kitagawa warned against reading too much into the first-
quarter numbers. “At the end of the year it might be different,”
she said. “We’re just looking at one quarter’s results,
sometimes it doesn’t tell the whole story.

Gartner’s report came out the same day that rival tech industry
research firm IDC put out a report on PC shipments that
reached similar conclusions. According to IDC, Dell narrowly
overtook HP in U.S. shipments. They report that Dell shipped
3.5 million PCs, which represents a 4.2 percent increase,
versus HP shipping 3.4 million. While declining to discuss
their PC shipments in the first quarter, Dell did note to the
American-Statesman that it was one of the first computer
makers to sell Windows 10 products in 2015.

The first quarter is typically the slowest for PC sales. Large
public sector purchases tend to happen in the second and third
quarter, Kitagawa said, and consumer sales pick up in the
fourth quarter due to holiday shopping.

Overall, the PC market was down 6.6 percent in the United
States during the first quarter, reflecting a preference for other
Internet-connected devices, such as tablets or smartphones.
Worldwide, PC shipments declined 9.6 percent. Dell’s
shipments fell less than 1 percent to 9.1 million. Globally, Dell
was third in PC shipments behind Lenovo and HP. Dell Inc. is
the largest private employer in the Central Texas region with
about 13,000 local employees. This story has been updated to
include information from Patrick Moorhead and Dell Inc
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def fact(n):
result=1
while n>0:
result = result * n
n=n-1
print(result)

fact(5)

@ (R I 0T AN
Ted A S0 | QAT SRl
GG *FRINGRE n #F7 FCafZ |
RINGR AR 51 RS Sl
FIR forere Al |

def prt():

for i in range(3):
print(‘computer jagat’)
prtQ)

GEgNcqInE I (G

>>>

computer jagat

computer jagat

computer jagat

>>>
fog Fltem +1 7 vz |
AR WEl I O1R
TREAGE I FAE, OL[L
CR  JaeT Y RS |
FIEGEE o [, ST AN

TR TG ©r T4 |
def div(a, b= 10):
print(a/b)
div (15, 4)
div (15)
(RIS A T S
@ AT
>>>
3.75
1.5
>>>
N P FAE Gy
Feue  SETrG (keyword
arguments) TIRE I I
kwarg = value TG | SR
feeT feos wREAG e
QTS AC-
def parrot(voltage, state="a
stiff”’, action="voom’,
type="Norwegian Blue’):
print(“— This parrot
wouldn’t”, action, end=" )
print(“if you put”, volt-
age, “volts through it.”)
print(“— Lovely
plumage, the”, type)
print(‘ —It’ ”, state, “1”)
@2 FRANG F FACS (N
SR SRR voltage-9R I
ARG [ a1 feeTe 51 |
T (@ FEFend @
FRAGCS o1 FACS #IIf | AT
parrot(1000) # QT AT
G5 AT Snders iz |
parrot(voltage=1000)  #
G W @30 feeare

S Wz |
parrot(voltage=1000000,
action="VOOOOOM’) # @<t
SR g5 feeare séts fftz |
parrot(action="VOOOOOM’,
voltage=1000000) # @M
SR g5 feeare sét fftz |
parrot(‘a million’, ‘bereft of
life’, jump’) # QAT AT
foafG wAfemiaeT sdesrs bz |
parrot(‘a thousand’,
state="pushing up the daisies’)
# QAT ST G5 AT
qETT qR 96 feeae
ST ffv |
8 SIEr TV Sreg 9«2
T T FAE GBI I,
Ol G (RIS | (-
parrot() # FRI QT
CRICAT AR (=7 |
parrot(voltage=5.0, ‘dead’)
# PG SECHR #Ica 77-
fPeae =gt fuet 9ww
(TGS |
parrot(110, voltage=220) #
G2 IECHF o T T |
parrot(actor="John Cleese’)
# S fPere wndts
e |
SR T T IR (@
TP IE A0S J(A |
(F@ *name GR  **keywards
G2 @ ONENT R A,
O eRNGE (A T GHC
1571 Q| B e R
**keywards fCF*AIR BIZel ©IoT
fafTe waq | Taresel R s
GRS A 3/ (TS A |
def function(*names,
**types):
for name in names:
print(name,end=" )
print()
keys =
sorted(types.keys())
for key in keys:
print(key,”
“types[key])
@I S FRAAGE P
I GO
function(‘cat’,’dog’, horse’
,cat="kitty’ ,
dog="max’,horse=’star”)
G T A A @D
TS #FE, ST G Z(3-
>>>
cat dog horse
cat : kitty
dog : max
horse : star
>>>

Nld  E6R Trie G 000

G5 FYB T THART 20 S=_IY
(arbitrary) FRF ARG
AP FAE TAR AN @R
afers ARfGReET Gest
(tuple) TRETCT 797 =77 |

def concat(*args, sep="/"):

return sep.join(args)

a8 FRANGE
7R T FACo AAIf-

print(concat(‘a’,’b’,’c’))

print(concat(‘a’,’b’,’c’,sep

TS SRl G2 4A0E 86d
AG-

>>>

a/b/c

a-b-c

>>>

oy oF@ @1 TrH =W
ATCF | SR ©IoT B2 3 7F%
R Wtz | (78 FRAE qR
SEWT R R ZS A |
@- range() TR CFQ
a6 rRftE % R o7
R AR | (T (G FRH
T - FAROER A=RY W
P a1 BT (A Sy
qEwT Fq | v ReE
feeost cermsfG 1w e -

>>> args = [3, 6]

>>> list(range(*args))

(3,4,5

>>>

I TR JY FEF AN
9 G THOACHHT FAO T |
e TR Koy 604 A,
MO O (O (ARG (T
RCS AE | GF & T

ST

“) oz M Wmﬁ‘m (i)
T R | GFAT BIRETR AT
S FRHACT  CFCACHI
TS (TS e b e |
def function():

“**“do nothing, but docu-

ment it.
it really dose nothing

€96c

pass

feos fers e et st
(MACS A1
print(function. _doc_ )
G T G AT
(MACS AT
>>>

do nothing, but document it.

it really dose nothing
>>>

TR THE wKe feifre
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Rregre - : ahmadalsajid@gmail.com




= = I

S IERMG AE SO[ A
G ¢ (GHG IH O, o
T IREAEH , 2T (=,
ICFMCTOE  (FTANCs 41 8
TIOTe WAGH @R (12 AN
T (AT =R | Q@ A
TNACONT IR FNEE  ABRH
g e @3 @R o
TRCR | @A~ FERPCEGA (oA
OFTO (2T (FITAT ZCACR |
FIFPEDT AW (AT JCe JIREE G0 S
AT 48 | fife iz et FFFEtEe aremTse
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Programs— Accessories—Calculator | 0 *BHIE @I 0 &
9tz- fFF Start Button—513 calc |
a8 FEFEHGAT AN SACADS RS Srers Jrord
TS T AW O EE 415 (&N =6 Caleulatorjava | 67
(&S @ GATTE 5185 0 Calculator.java FITT (TS FACS TJ |

import java.awt.*;

import java.awt.event.*;

import javax.swing.*;

/*<applet code=Calculator.class width=220
height=200></applet>*/

class CalculatorPanel extends JPanel implements ActionListener

public CalculatorPanel()

{
setLayout(new BorderLayout());
display = new JTextField("0");
display.setEditable(false);
add(display,”North”);
JPanel p = new JPanel();
p.setLayout(new GridLayout(4,4));
String buttons = “789/456*123-0.=+";
for (int i =0; i<buttons.length(); i++ )
{

addButton(p,buttons.substring(i,i+1));

¥
add(p,”Center”);
¥

private void addButton(Container c, String s)
JButton b = new JButton(s);
c.add(b);
b.addActionListener(this);

b

public void actionPerformed(ActionEvent evt)

String s = evt.getActionCommand();
if("0’<= s.charAt(0) && s.charAt(0)<="9" || s.equals(*.”))

{
if (start)
{
display.setText(s);
¥
else
{
display.setText(display.getText()+s);
start = false;
¥
else
{
if(start)
{
if(s.equals(*-"))
{
display.setText(s);
start = false;
>
else
{
op =s;
¥

¥
else
@I_I‘ {
m m‘ calculate(Double.parseDouble(dis-
¢ *Y  play.getText()));
(’\'Jia 9 @R

: ST IR

op =s;
start = true;
¥
public void calculate(double

{

n)
if (op.equals(™+"))

arg +=n;
(/ else if (op.equals(“-")) arg -
=n;
‘- else if (op.equals(“*”)) arg

else if (op.equals(*/”)) arg
else if (op.equals(“=")) arg

display.setText(“"+arg);

Java ™
private JTextField display;

private double arg =0;
private String op = “=";
private boolean start = true;

public class Calculator extends JApplet
public void init()
{

Container contentPane = getContentPane();
contentPane.add(new CalculatorPanel());

}

}
9 FAF Tafe

2RI TSl PGP javac WA W67 forag scer F=i2s
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