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he real world is not like the online

I world. In the real world, you only
have to worry about the criminals,

who live in your city or country. But in
the online world, you have to worry
about criminals who could be on the
other side of the planet. Online crime is
always international, because the
Internet has no borders. Today computer
viruses and other malicious software are
no longer written by hobbyist hackers
seeking fame and glory among their
peers. Most of them are written by
professional criminals, who are making
millions of dollars with their attacks.
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Cyber Attacks

Farhad Hussain

Technical Specialist (e-GOV), Leveraging ICT for Growth, Employment and Governance Project, Bangladesh Computer Council

These criminals want access to your
computer, your PayPal passwords, and
your credit card numbers.

National police forces and legal
systems are finding it extremely difficult
to keep up with the rapid growth of
online crime. They have limited
resources and expertise to investigate
online criminal activity. The victims,
police, prosecutors, and judges rarely
uncover the full scope of the crimes that
often take place across international
boundaries. Action against the criminals
is too slow, the arrests are few and far
between, and too often the penalties are
very light, especially compared with
those attached to real-world crimes.
Because of the low prioritization for
prosecuting cybercriminals and the
delays in launching effective cybercrime
penalties, we are thereby sending the
wrong message to the criminals and that
is why online crime is growing so fast.
Right now would-be online criminals
can see that the likelihood of their
getting caught and punished is
vanishingly small, yet the profits are
great.

The reality for those in positions like
cybercrime investigator is that they must
balance both fiscal constraints and
resource limitations. They simply
cannot, organizationally, respond to
every type of threat. If we are to keep up
with the cybercriminals, the key is
cooperation. The good news is that the
computer security industry is quite
unique in the way direct competitors
help each other. The overall security
level of end-user systems is now better
than ever before. The last decade has

brought us great improvements.
Unfortunately, the last decade has also
completely changed who were fighting.
In the past all the malware was still being
written by hobbyists, for fun. The
hobbyists have been replaced by new
attackers: not just organized criminals,
but also Hacktivists and Governments.
Criminals and especially governments
can afford to invest in their attacks. As an
end result, we are still not safe with our
computers, even with all the great
improvements.

In 2008, a mathematician called
Satoshi Nakamoto submitted a technical
paper for a cryptography conference.
The paper described a peer-to-peer
network where participating systems
would do complicated mathematical
calculations on something called a
Blockchain. This system was designed to
create a completely new currency: a
crypto currency. In short a currency that
is based on mathematics. The paper was
titled “Bitcoin: A Peer-to-Peer Electronic
Cash System.” Since Bitcoin is not
linked to any existing currency, its value
is purely based on the value people
believe it is worth. And since it can be
used to do instant transactions globally, it
does have value. Sending Bitcoin around
is very much like sending e-mail. If I
have your address, I can send you
money. I can send it to you instantly,
anywhere, bypassing exchanges, banks,
and the tax man. In fact, crypto
currencies make banks unnecessary for
moving money around—which is why
banks hate the whole idea. The beauty of
the algorithm behind Bitcoin is solving
two main problems of crypto currencies
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by joining them: how do you confirm
transactions and how do you inject new
units of currency into the system without
causing inflation. Since there is no
central bank in the system, the
transactions need to be confirmed
somehow—otherwise ~ one  could
fabricate fake money. In Bitcoin, the
confirmations are done by other
members of the peer-to-peer network. At
least six members of the peer-to-peer
network have to confirm the transactions
before they go through. But why would
anybody confirm transactions for others?
Because they get rewarded for it: the
algorithm issues new Bitcoin as reward
to users who have been participating in
confirmations. This is called mining.

When Bitcoin was young, mining
was easy and you could easily make
dozens of Bitcoin on a home computer.
However, as Bitcoin value grew, mining
became harder since there were more
people interested in doing it. When
Bitcoin became valuable, people were
more and more interested in Satoshi
Nakamoto. He gave a few e-mail
interviews, but eventually stopped
correspondence altogether. Then he
disappeared. When people went looking
for him, they realized Satoshi Nakamoto
did not exist. Even today, nobody knows
who invented Bitcoin. Indeed, however,
Bitcoin fans have been spotted wearing
T-shirts saying “Satoshi Nakamoto Died
for Our Sins.”

Today, there are massively large
networks of computers mining Bitcoin
and other competing crypto currencies.
The basic idea behind mining is easy
enough: if you have powerful computers, »
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you can make money. Unfortunately,
those computers do not have to be your
own computers. Some of the largest
botnets run by online criminals today are
monetized by mining. So, you would
have an infected home computer running
at 100 percent utilization around the
clock as it is mining coins worth tens of
thousands of dollars a day for a
cybercrime gang. Presently such mining
botnets have become very popular for
online criminals. Even more importantly,
such an attack does not require a user for
the computers in order to make money.
Most traditional botnet monetization
mechanisms required a user’s presence.
For example, credit card key loggers
needed a user at the keyboard to type in
his payment details or ransom Trojans
needed a user to pay a ransom in order to
regain access to his computer or his data.
Mining botnets just need processing
power and a network connection. Some
of the upcoming crypto currencies do not
need high-end GPUs to do the mining: a
regular CPU will do. When you combine
that with the fact that home automation

and embedded devices are becoming
more and more common, we can make
an interesting forecast: there will be
botnets that will be making money by
mining on botnets created out of
embedded devices. Think botnets of
infected printers or set-top boxes or
microwave ovens or toasters. Whether it
makes sense or not, toasters with
embedded computers and Internet
connectivity will be reality one day.
Before crypto currencies existed, it
would have been hard to come up with a
sensible reason for why anybody would
want to write malware to infect toasters.
However, mining botnets of thousands of
infected toasters could actually make
enough money to justify such an
operation. Sooner or later, this will

happen.

Spying is  about  collecting
information. When information was still
written on pieces of paper, a spy had to
physically go and steal it. These days
information is data on computers and
networks, so modern spying is often
carried out with the help of malware. The
cyber spies use Trojans and backdoors to
infect their targets’ computers, giving
them access to the data even from the
other side of the world. Who spends
money on spying? Companies and
countries do. Online espionage and
spying have become important tools for
intelligence purposes. Protecting against
such attacks has proven to be very
difficult.

The most effective method to protect
data against cyber spying is to process
confidential information on dedicated
computers that are not connected to the
Internet. Critical infrastructure should be
isolated from public networks. And
isolation does not mean a firewall: it
means being disconnected. And being
disconnected is painful, complicated,
and expensive. But it is
also safer.

A very big part of
criminal or
governmental  cyber
attacks use exploits to
infect  the  target
computer. Without
vulnerability, there is
no  exploit.  And
ultimately,
vulnerabilities are just
bugs:  programming
errors. And we have
bugs because programs
are written by human
beings and human
beings make errors.
Software bugs have
been a problem as long

as we have had programmable
computers, and they are not going to
disappear.

Before the Internet became

widespread, bugs were not very critical.
You would be working on a word
processor and would open a corrupted
document file and your word processor
would crash. While annoying, such a
crash was not too big of a deal. You
might lose any unsaved work in open
documents, but that is it. But as soon as
the Internet entered the picture, things
changed. Suddenly bugs that used to be
just a nuisance could suddenly be used to
take over your computer.

We have different classes of
vulnerabilities and their severity ranges
from a nuisance to critical. First, we have
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local and remote vulnerabilities. Local
vulnerabilities can only be exploited by a
local user who already has access to the
system. But remote vulnerabilities are
much more severe as they can be
exploited from anywhere over a network
connection.

Vulnerability types can then be
divided by their actions on the target
system: denial-of-service, privilege
escalation, or code execution. Denial-of-
service vulnerabilities allow the attacker
to slow down or shut down the system.
Privilege escalations can be used to gain
additional rights on a system, and code
execution allows running commands.

The most serious vulnerabilities are
remote code execution vulnerabilities.
And these are what the attackers need.
But even the most valuable
vulnerabilities are worthless if the
vulnerability gets patched. So the most
valuable exploits are targeting
vulnerabilities that are not known to the
vendor behind the exploited product.
This means that the vendor cannot fix the
bug and issue a security patch to close
the hole. If a security patch is available
and the vulnerability starts to get
exploited by the attackers five days after
the patch came out, users had five days
to react. If there is no patch available,
they users had no time at all to secure
themselves: literally zero days. This is
where the term zero-day vulnerability
comes from: users are vulnerable, even if
they had applied all possible patches.

The knowledge of the vulnerabilities
needed to create these exploits is
gathered from  several sources.
Experienced professionals search for
vulnerabilities systematically by using
techniques like fuzzing or by reviewing
the source code of open-source
applications, looking for bugs. Specialist
tools have been created to locate
vulnerable code from compiled binaries.
Less experienced attackers can find
known vulnerabilities by reading
security themed mailing lists or by
reverse engineering security patches as
they are made available by the affected
vendors. Exploits are valuable even if a
patch is available, as there are targets
that do not patch as quickly as they
should.

Originally, only hobbyist malware
writers were using exploits to do
offensive attacks. Things changed as
organized criminal gangs started making
serious money with key loggers, banking
Trojans, and ransom Trojans. As money
entered the picture, the need for fresh
exploits created an underground
marketplace. Things changed even more
as governments entered the picture. As »
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the infamous Stuxnet malware was
discovered in July 2010, security
companies were amazed to notice this
unique piece of malware was using a
total of four different zero-day
exploits—which remains a record in its
own field. Stuxnet was eventually linked
to an operation launched by the
governments of the United States and
Israel to target various objects in the
Middle East and to especially slow down
the nuclear program of the Islamic
Republic of Iran.

Other governments learned of
Stuxnet and saw the three main
takeaways of it: attacks like these are
effective, they are cheap, and they are
deniable. All of these qualities are highly
sought after in espionage and military
attacks. In effect, this started a cyber
arms race that today is a reality in most
of the technically advanced nations.
These nations were not just interested in
running cyber defense programs to
protect themselves against cyber attacks.
They wanted to gain access to offensive
capability and to be capable of launching
offensive attacks themselves.

To have a credible offensive cyber
program, a country will need a steady
supply of new exploits. Exploits do not
last forever. They get found out and
patched. New versions of the vulnerable
software might require new exploits, and
these exploits have to be weaponized and
reliable. To have a credible offensive
cyber program, a country needs a steady
supply of fresh exploits.

As finding the vulnerabilities and
creating the weaponized exploits is hard,
most governments would need to
outsource this job to experts. Where can
they find such expertise from? Security
companies and antivirus experts are not
providing attack code: they specialize in
defense, not attacks. Intelligence
agencies and militaries have always
turned to defense contractors when they
need technology they cannot produce by
themselves. This applies to exploits as
well.

Simply by browsing the websites of
the largest defense contractors in the
world, you can easily find out that most
of them advertise offensive capability to
their customers. Northrop Grumman
even runs radio ads claiming that they
“provide governmental customers with
both offensive and defensive solutions.”

However, even the defense
contractors might have a hard time
building the specialized expertise to
locate unknown vulnerabilities and to
create attacks against them. Many of
them seem to end up buying their
exploits from one of the several boutique

companies specializing in finding zero-
day vulnerabilities. Such companies
have popped up in various countries.
These companies go out of their way to
find bugs that can be exploited and
turned into security holes. Once found,
the exploits are weaponized. In this way,
they can be abused effectively and
reliably. These attackers also try to make
sure that the company behind the
targeted product will never learn about
the vulnerability—because if they did,
they would fix the bug. Consequently,
the customers and the public at large
would not be vulnerable any more. This
would make the exploit code worthless
to the vendor.

Companies specializing in selling
exploits operate around the world. Some
of the known
companies reside in
the United States, the
United Kingdom,
Germany, Italy, and
France. Others operate
from Asia. Many of
them like to portray
themselves as being
part of the computer

security industry.
However, we must not
mistake them for

security companies, as these companies
do not want to improve computer
security. Quite the opposite, these
companies go to great lengths to make
sure the vulnerabilities they find do not
get closed, making all of us more
vulnerable.

In some cases, exploits can be used
for good. For example, sanctioned
penetration tests done with tools like
Metasploit can improve the security of
an organization. But that is not what we
are discussing here. We are talking about
creating zero-day vulnerabilities just to
be used for secret offensive attacks.

The total size of the exploit export
industry is hard to estimate. However,
looking at public recruitment ads of the
known actors as well as various defense
contractors, it is easy to see there is much
more recruitment happening right now
for offensive positions than for defensive
roles. As an example, some U.S.-based
defense contractors have more than a
hundred open positions for people with
Top Secret/SCI clearance to create
exploits. Some of these positions
specifically mention the need to create
offensive exploits targeting iPhone, iPad,
and Android devices.

When  the Internet became
commonplace in the mid-1990s, the
decision makers ignored it. They did not
see it as important or in any way relevant
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to them. As a direct result, global
freedom flourished in the unrestricted
online world. Suddenly people all over
the world had in their reach something
truly and really global. And suddenly,
people were not just consuming content;
they were creating content for others to
see.

But eventually politicians and leaders
realized just how important the Internet
is. And they realized how useful the
Internet was for other purposes—
especially for the purposes of doing
surveillance on citizens.

The two arguably most important
inventions of our generation, the Internet
and mobile phones, changed the world.
However, they both turned out to be
perfect tools for the surveillance state.

And in a surveillance state, everybody is
assumed guilty.
Internet surveillance really became

front-page material when Edward
Snowden started leaking information on
PRISM, XKeyscore, and other NSA
programs in the summer of 2013.

Advancements in computing power
and data storage have made wholesale
surveillance possible. But they have also
made leaking possible. That is how
Edward Snowden could steal three
laptops, which contained so much
information that, if printed out, it would
be a long row of trucks full of paper.

Leaking has become so easy that it
will keep organizations worrying about
getting caught over any wrongdoing. We
might hope that this would force
organizations to avoid unethical
practices.

While governments are watching
over us, they know we are watching over
them. We have seen massive shifts in
cyber attacks over the last two decades:
from simple viruses written by teenagers
to multimillion-dollar cyber attacks
launched by nation-states.

All this is happening right now,
during our generation. We were the first
generation that got online. We should do
what we can to secure the net and keep it
free so that it will be there for future
generations to enjoy
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Primo EF7: Country’s
First-Ever Made Full View
Display Phone

Local manufacturer Walton has
released country’s first-ever made 18:9
new generation full view display
smartphone which they claimed to be
best budget phone in its range. The
Primo EF7 features a 4.95-inch wider
screen with 960X480 resolution that
bears 2.5D curved glass.

Sources at Walton said, the 3G-enabled dual SIM supported
smartphone comes in four attractive colours of Black, Blue,
Gold and Metallic Gold and is available at all Walton Plaza,
brand and retail outlets across the country at a price of 4,499
BDT.

Asifur Rahman Khan, Chief of Walton Cellular Phone
Marketing Division, said the smartphone has been
manufactured at its own plant of Walton Digi-Tech Industries
Ltd. in Chandra of Gazipur.

Terming it as the most affordable full view display
smartphone of the country, he said equipped with a 1.2 GHz
Quad Core Processor, 1 GB of DDR3 RAM with 8 GB ROM
(expandable up to 32 GB), the Primo EF7 features Mali-400 as
GPU.

It has a BSI 5MP rear camera with LED flash while bears
another 2MP front camera for selfies. Users can choose a set
of attractive camera features including Digital Zoom, Self-
timer, Face Beauty, Face Detection, Touch Shot, HDR,
Panorama etc.

The phone runs on Android Nougat 7.0 and features a 2100
mAbh li-ion battery for sufficient power back-up.

Customers who buy the smartphone will enjoy 30 days
instant replacement guaranty with 101 days after sales service
on priority basis which will be provided within 48 hours along
with one-year warranty

New Stunning HUAWEI
Nova 3e Hits Market With
FullView Display

Huawei Consumer Business Group has
launched a new superstar smartphone
HUAWEI nova 3e in bangladesh which
fuses high-end design and performance
advances with exceptional value. This
uniquely featured smartphone is specifically
designed for dynamic, young professionals
who closely follow the latest design trends.

The HUAWEI nova 3e features Huawei
FullView Display 2.0 with a 5.84-inch FHD
screen with 19:9 screen-to-body ratio for an
immersive viewing experience. HUAWEI FullView Display
2.0 is supported by retina HD with 432 pixels per inch as well
as a contrast ratio of 1500:1 that results in richer and more
vibrant colors.

Featuring a 16 MP front camera with light fusion portrait
technology and a 16MP & 2MP dual-lens rear camera,
HUAWEI nova 3e is designed for the new generation of
photography enthusiasts.

From the end of April, the handset along with the offers,
will be available at Huawei brand shops and listed mobile
outlets located in all the 64 districts of the country

Visa Celebrates 30 Years

in Bangladesh
Visa, the global leader in digital payments technology, 10 May

2018. completed 30 years of operations in Bangladesh since
commencing operations in 1988. Continuing its pioneering efforts
to build awareness for digital payments, Visa today unveiled
Bangladesh’s first contactless card in the market and announced
plans to launch an interoperable scan to pay QR payments in the
market. Visa’s new products together would introduce the best of
technology and mass-market solution that would help drive digital
adoption across the country in years to come.

‘Over the past
30 years, we
have been able
to forge strong
partnerships with
Bangladesh’s
financial
institutions,
partners and
merchants in
empowering and
facilitating
digital payment solutions,’ said TR Ramachandran, Group
Country Manager, India & South Asia, Visa. ‘It gives us
immense pride to see Visa now firmly established as the
leading digital solution for commerce in the country.’

As findings from Visa Consumer Payment Attitudes Study
2017 showed, 65% respondents in Bangladesh were more
likely to embrace new forms of payments while 74% find ease
of transition driving the digital adoption.

The Visa contactless card soon to be commercially launched
by its partner banks is Visa’s contactless payment solution
based on EMV chip technology. Cardholders can just wave
their payment cards against the contactless reader and the
payment completed instantly since there is no need to sign or
enter PIN.

Separately, Visa also announced plans to launch the first
ever EMV-based interoperable QR payment solution for
Bangladesh.

‘From EMV pin-based cards to state-of-the-art contactless
technology-based cards and soon QR based solutions, Visa has
continued to be at the forefront of driving innovation in the
market. While our contactless cards would allow consumers to
experience state of art technology at work, with the
introduction of our QR based solution, we would also be able
to extend the benefits of digital payments to masses across the
country. We are excited about the potential for digital payments
in the country for years to come,’ said TR Ramachandran,
Group Country Manager, India & South Asia, Visa.

As a large cash based economy, Bangladesh has been
making rapid strides in transitioning towards a digital
economy. As a recent study estimated, Dhaka, with a
population of 15,817,000 and GDP of US$47.8B, could alone
gain US$1.5B annual net benefits by transitioning into a digital
economy.

Ever since commencing operations in the country, Visa has
continued to expand its footprint along with its clients and
merchant partners. Visa is currently associated with 47 banks
comprising public sector banks, domestic private banks,
foreign banks and over 30,000 merchants helping it offer debit,
credit, commercial and prepaid services to Bangladeshis across
the country
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CheckBoxWithArray.java

import java.awt.*;

import java.awt.event.*;

import java.util.*;

import javax.swing.*;

import javax.swing.border.*;

import javax.swing.event.*;

public class CheckBoxWithArray

extends JFrame {

protected JList m_list;

protected JLabel m_total;

public CheckBoxWithArray() {
super(“ArrayCheckBox");

setSize(300, 300);

InstallData[] options = {

new InstallData(“Program executable”, 118),
new InstallData(“Help files”, 52),

new InstallData(“Tools and converters”, 83),
new InstallData(“Source code”, 133)

by

m_list = new JList(options);
CheckListCellRenderer renderer = new CheckListCellRenderer();
m_list.setCellRenderer(renderer);
m_list.setSelectionMode(ListSelectionModel. SINGLE_SELECTION);
CheckListener Ist = new CheckListener(this);
m_list.addMouseListener(lst);
m_list.addKeyListener(Ist);

JScrollPane ps = new JScrollPane();
ps.getViewport().add(m_list);

m_total = new JLabel(“Space required: 0K");
JPanel p = new JPanel();

p.setLayout(new BorderLayout());

p.add(ps, BorderLayout.CENTER);
p.add(m_total, BorderLayout.SOUTH);
p.setBorder(new CompoundBorder(

new TitledBorder(new EtchedBorder(), “Installation Components:”),
new EmptyBorder(3, 5, 3, 5))

)i
getContentPane().add(p);

pack();
recalcTotal();

¥

public void recalcTotal() {

ListModel model = m_list.getModel();

int total = 0;

for (int k=0; k<model.getSize(); k++) {

InstallData data = (InstallData)model.getElementAt(k);
if (data.isSelected())

total += data.getSize();

LTy oy e

m_total.setText(“Space required: “+total+"K");

¥

public static void main(String argv[]) {
CheckBoxWithArray frame = new CheckBoxWithArray();
frame.setDefaultCloseOperation(JFrame.EXIT_ON_CLOSE);
frame.setVisible(true);

by

class CheckListCellRenderer extends JCheckBox
implements ListCellRenderer {

protected static Border m_noFocusBorder =
new EmptyBorder(1, 1, 1, 1);

public CheckListCellRenderer() {
setOpaque(true);
setBorder(m_noFocusBorder);

public Component getListCellRendererComponent(JList list,
Object value, int index, boolean isSelected, boolean cellHasFocus) {
if (value != null)

setText(value.toString());

setBackground(isSelected ? list.getSelectionBackground() :
list.getBackground());

setForeground(isSelected ? list.getSelectionForeground() :
list.getForeground());

InstallData data = (InstallData)value;
setSelected(data.isSelected());

setFont(list.getFont());

setBorder((cellHasFocus) ?
UIManager.getBorder(“List.focusCellHighlightBorder”)

: m_noFocusBorder);

return this;

b

class CheckListener implements MouselListener, KeyListener {
protected CheckBoxWithArray m_parent;

protected JList m_list;

public CheckListener(CheckBoxWithArray parent) {
m_parent = parent;

m_list = parent.m_list;

public void mouseClicked(MouseEvent e) {
if (e.getX() < 20)
doCheck();

public void mousePressed(MouseEvent e) {}
public void mouseReleased(MouseEvent e) {}
public void mouseEntered(MouseEvent e) {}
public void mouseExited(MouseEvent e) {}
public void keyPressed(KeyEvent e) {

if (e.getkeyChar() =="'")

doCheck();

¥

public void keyTyped(KeyEvent e) {}
public void keyReleased(KeyEvent e) {}
protected void doCheck() {

int index = m_list.getSelectedIndex();
if (index < 0)

return;

InstallData data = (InstallData)m_list.getModel().
getElementAt(index);
data.invertSelected();

m_list.repaint();
m_parent.recalcTotal();

b

class InstallData {

protected String m_name;

protected int m_size;

protected boolean m_selected;

public InstallData(String name, int size) {
m_name = name;

m_size = size;

m_selected = false;

¥

public String getName() {

return m_name;

¥

o public int getSize() {
return m_size;
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public void setSelected(boolean selected) {
m_selected = selected;

¥

public void invertSelected() {
m_selected = !'m_selected;
~ e
public boolean isSelected() {
return m_selected;

¥
public String toString() {
return m_name+" (“+m_size+" K)";

! e
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$handle = fopen(‘wfile.txt’, ‘w’);
$content = “Hello this is a test string\n”;
fwrite($handle, $content);

$content2 = “Hello this another string”;
fwrite($handle, $content2);
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fclose() T

$handle = fopen() 9O @ FIIAL
CTeT] RCATT, (T2 FIZA09 ABIT $handle-
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[IRS = | (-

$handle = fopen(‘wfile.txt’, ‘w’);

fclose($handle);
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<?php

$handle = fopen(‘wfile.txt’, ‘r’);
echo fgets($handle);

?>
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<?php
if(file_exists(‘/./xampp/php/php.ini*)){

echo ‘yes there is file named php.ini’;
Yelse{
echo *no such file there’;

?>
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<?php
$robot = file_get_contents(‘http://www.web-
coachbd.com/robots.txt")

echo $robot;
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<?php

echo readfile(*http://www.webcoachbd.com/
robots.txt’);
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<?php

$handle = fopen(‘wfile.txt’,r’);

while(!feof($handle)){

echo fgets($handle).'<br/>’;
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<?ph

$lines = file(*wfile.txt’);
//see how is array now
echo ‘<pre>’;
print_r($lines);

// array manipulation
foreach($lines as $line){
echo $line.’<br/>";
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Hello this is a test string

This is a another string
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;h«g:gle = opendir(‘/./xampp/php’);
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<?php

$handle = opendir(‘/./xampp/php’);

gl:sedir(st;handle);
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<?php

echo ‘<pre>’;
print_r(scandir(‘uploads’));
?>
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