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CJLive
Offer LIVE Webcasting and Conferencing

Starting From

Our Service

The program we live webcast...

‘OEE You@D )

-
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Web Conferencing $olution WE‘
N /

Only 15,000 BDT

The Comjagat Technologies provides Live Webcasting services to Government
Organizations, Business Organizations, NGO's, Educational Institutions, other types of
organizations and individuals. We provide Live Webcasting services, which attract more
viewers from any part of the world to attend a live event online. It has 7 years' Experience
in this area and covered 500+ local and international events.

« Live Webcast 4
« High Quality Video DVD
« Online archive
Multimedia Support
Switching Panel

L8RS

A

Seminar, Workshop
Wedding ceremony

Press conference CJ

AGM or
Any event

House- 29, Road- 6, Dhanmondi,
Dhaka- 1205, E-mail: live@comjagat.com
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Open-source Software : An Analysis
From Security Perspective

Rezaur Rahman
COBIT, ITIL, MCSE, MCSA, CHE, CCNA, Incident Handler, BDG e-GOV CIRT

Introduction:

Since the beginning from the computer software,
programmer has been sharing their codes in order to
develop software. In recent times, the usage of open-
source software has grown exponentially and in recent
times more and more organizations are embracing open-
source and using modules which are found in public
domain. The shift in the corporate environment can be
seen and even commercial organizations are also using
open-source systems or developing products or tools
which can be benefited by everyone. Moreover, not only
corporations but also government entities are also shifting
towards open-source software because dependency on a
propitiatory system or file format can be a limiting factor.

In this article we will mostly focus on the security
aspects of using open-source software so that we can better
understand in which areas we need to focus on prior to
deploying any open-source system.

Advantages:

Bug fixing : Many changes are done on the code are
not only directly done by the developer but rather by the
community. In most cases critical bugs are detected and
resolved quite quickly. Moreover, anyone can submit their
solution in the codebase with notes so the maintainer can
easily understand and solve such problems with ease.

Additionally, as more and more critical organization are
using open-source as part of their computing environment,
more attention is being given on stability and security of these
community driven software thus more cases are discovered
and resolved much faster.

Update and patch distribution:

The changes performed in the codebase are done quite
frequently either by community or by the developer. As more
and more renowned organizations start to use open-source
systems, such updates become crucial. Thus, the developers
are now acknowledging the requirement for faster patching
and delivering them faster.

The rollout of patches are also quiet fast because the
updated code is immediately pushed into the public server.
If needed, the code can be downloaded and complied into
production environment. But in most cases, such advanced
procedures are not required but they can wait for the gradual
update system. Usually, the updates are easily rolled out
to using the packager managers found in the operating
system and if that is not available some program can update
themselves.

Until recently, update and patch distribution were not
in focus but after the Solarwinds security incident where a
attacker were able to push malicious codes into the update

package, which were eventually download by various
sensitive organizations. Open-source software also provides
its users the opportunity to track change. The update can be
also be tracked back to the bug or feature request and observe
the exact changes in the codes and view logs.

Transparency:

One of the advantages of open-source software is, the
code can be reviewed by anyone. In most of the cases, they
are found in various public repositories from where you
can download the code to your own workstation and follow
intricate guide to compile the code into executable. This
creates many opportunities as anybody can take a look into
the code and check whether it is secure enough.

This process of auditing of code could be overwhelming
for many but it can be considered important for critical
organizations.

Cost:

The price of the software can obviously affect the
security of any software because in many cases it is seen
that updates from on version to another require some sort
of purchase. This forces the consumer to use the outdated
version. Updates for those systems might not be available or
difficult to obtain thus creating an obstruction towards secure
environment.

Because open-source software is free from such financial
burden, consumer can get the latest version as soon as they
are released thus creating a more secure environment.

Drawbacks:

Open-source systems does have some weaknesses which
we need to address when using them.

Malicious attacker can inspect code too:
While it is true that being open-source more people

will be able to view a potential problem and consequently

resolve the matter, the opposite is also true where a malicious
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programmer might search for exploits in the code and use it
against the software. This exploit will be valid until it is being
discovered, giving the attacker an advantage.

Lack of auditing:

As most of the open-source software is usually stems
from a personal hobby, they are not built using security and
auditing in mind. The software can contain main bugs and
problems which can be used by a malicious user.

However, this trend is changing where many open-
source code auditing tools are available in the market which
can analyze the code and point out possible problems with

the code which can be then resolved by the developer.

Lack of support:

Support for the software is mostly driven by the
community and in many cases, it is seen that they are not
properly trained. Although the community undoubtedly
tries their best to provide support but in reality, it cannot
be compared with professional support which propitiatory
vendors provide. This can lead towards various other
complications like lack of interest towards upgrades

Feedback : pialfg@gmail.com
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Offer LIVE Webcasting and Conferencing

Starting From

Only 15,000 BDT

The Comjagat Technologies provides Live Webcasting services to Government
Organizations, Business Organizations, NGO’s, Educational Institutions, other types of
organizations and individuals. We provide Live Webcasting services, which attract more
viewers from any part of the world to attend a live event online. It has 7 years' Experience
in this area and covered 500+ local and international events.

Our Service

The program we live webcast...
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Weiz_Conferencing $Iution

« Live Webcast
High Quality Video DVD
Online archive

€ € <

Multimedia Support
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Switching Panel

Seminar, Workshop
Wedding ceremony

Press conference cl

AGM or
Any event

House- 29, Road- 6, Dhanmondi,
Dhaka- 1205, E-mail: live@comjagat.com
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good memories start here
www.ucc-bd.com

CAUTION

Unauthorized & Fake
—7 Products! —

Genuine Transcend product offers best performance and gquaranteed service.

—
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- 5 5 Transcend’
& transcend 4 -
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UCC is the only authorized source of Transcend Genuine product in Bangladesh market.

Remember

® Before purchase please see the Distributor Sticker
on the packet of the product.
e Call the number on the sticker for instant verification.

e Visit Transcend product verification page to verify,
https://www.transcend-info.com/support/verification

Say Yes

to genuine Transcend products for more product value but less cost of ownership.
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java It (TS FC® (T |
import java.awt.*;
import java.awt.event.*;
import javax.swing.*;
%

<applet code="picturebutton” width=600 height =180>
</applet>

*/

public class picturebutton extends JApplet implements ActionListener
{

JTextField showText;

public void init()

Container C = getContentPane();
C.setLayout(new FlowLayout());

Imagelcon sayNo = new Imagelcon(“no.gif”); //1
JButton jb = new JButton(sayNo);
jb.setActionCommand(“No”);
jb.addActionListener(this);

C.add(jb);

Imagelcon astonish = new Imagelcon(“astonish.gif”); //2
jb = new JButton(astonish);
jb.setActionCommand(“Astonish”);
jb.addActionListener(this);

C.add(jb);

TT: ST IR

Imagelcon good = new Imagelcon(“Good.gif”); //3
jb = new JButton(good);
jb.setActionCommand(“Good”);
jb.addActionListener(this);

C.add(jb);

showText = new JTextField(15);
C.add(showText);

public void actionPerformed(ActionEvent e)

showText.setText(e.getActionCommand());
}
}
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The Comjagat Technologies provides Live Webcasting services to Government
Organizations, Business Organizations, NGO’s, Educational Institutions, other types of

Our Service

The program we live webcast...

organizations and individuals. We provide Live Webcasting services, which attract more
viewers from any part of the world to attend a live event online. It has 7 years’ Experience
in this area and covered 500+ local and international events.

Live Webcast

Seminar, Workshop
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AR Y GAPCGT TS
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GAFCGET ST THIACHA ML FIG FAK G o122
(& pyodbe AFTFEH 2708 41 AFCe A | G ZT6a 7917
S pip install pyodbe I W6 NreT Wi FRFCH FaTe 27 |

C:~Python34~8cripts>pip install pyodhc
Collecting pyodhc
Downloading pyodbc—3.0.18—cp34-—none—win_amd64.whl (45kB>

100y R R ] 51kB 216KB/s
Installing collected packages: pyodbc
Successfully installed pyodbhc-3.8.18

pyodbe TG T BCA (AT AZAT IDLE (AT
(5F T (AITS A of FFare! INCAT 4 [0 6 | @y
53 STCet TMAT TS «fFRFTE F @S 2T |

import pyodbc
i
>>> |

pyodbc
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import pyodbc

con = pyodbc.connect(r'Driver={SQL Server};Server=.\

SQLEXPRESS;Database=employee; Trusted_Connection=yes;’)

cursor = con.cursor()

cursor.execute(“select * from employees”)

rows=cursor.fetchall()

for row in rows:

print (‘Emp ID:’,row.EMP_ID,’Emp Name:,

row.EMP_NAME, Emp Birthdate:’,row.EMP_BIRTH_

DATE)

cursor.close()

con.close()
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R. con=pyodbc.connect(r’Driver={SQLServer};Server=.\
SQLEXPRESS;Database=employee;Trusted
Connection=yes;’) (LBCNT IR B pyodbe-aF NHFTH
TIBICACHA L FINFHN (O Tl QAR | FICASH COf
FAF T TOIEH AO[ (0 QIR CIGIERCSTH 1N niT
FACO AR |

O, cursor = con.cursor() COBCIT IR A G0
IR ol T TR, T AT EooeNeeE WiAfFes
FAF G pyodbe FITAFHNCF IR FAS |

8. cursor.execute(“select * from employees™) (GBETIT
AR B G (S GO GfAwOs Tl R |

@.rows=cursor.fetchall() GBOCNT IR IWE FIRR
2 &Y I FFCITAREE rows ANS G0 (SRACAICT I
AR |

V. for row in rows:

print (‘Emp ID:’,row.EMP_ID,”Emp Name:’,
row.EMP NAME,”Emp Birthdate:",row.EMP
BIRTH DATE)

for (BHINT [ I rows (ORI IO THPTR
faes e a1 =GR |

q. cursor.close() GBOTNT AT FA I IF I
RCEACR |

. con.close() (BOTNT (IR I TIBICACEA AN
JIAFH T P AR |

(s GfEfFSs Far 70T GAPSYeT ST 2re Al
TIGFTR fha MreT SeE+E emf*e =03 |

>>>
>>>
Emp
Emp
Emp
=2 |

BT S0 4t

TG AT FAIT T 8 SfaRe mafere witars
FNE FACS A | AT ToT 3906 FA9 @AFOeT
EBBNT FPIET TN «fFfFTE FACe (T | TKT I
FAR AT (LATTIT SR W06 QWi 41 *CeT—

import pyodbc

con = pyodbc.connect(r'Driver={SQL Server};Server=.\
SQLEXPRESS;Database=employee; Trusted_Connection=yes;’)
cursor = con.cursor()

cursor.execute(“”insert into employees(EMP_ID,EMP_
NAME,EMP_ADD,EMP_BIRTH_DATE,EMP_EMAIL,EMP_
PHONE)

values(2004, MOHAMMAD KAMAL','Dhaka’,'01/01/1983’, kamal@yahoo.
com’,’11756542')"")

cursor.close()

con.commit()

con.close()

RESTART

ID: 2001 Emp Name: MOHAMMAD MIZAN Emp Birthdate: 1%82-01-01
ID: 2002 Emp Name: MOHAMMAD ABDULLAH Emp Birthdate: 1550-01-01
ID: 20032 Emp Name: MOHAMMAD MAHFUJ Emp Birthdate: 1985-01-01
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Our Service
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The Comjagat Technologies provides Live Webcasting services to Government
Organizations, Business Organizations, NGO’s, Educational Institutions, other types of
organizations and individuals. We provide Live Webcasting services, which attract more
viewers from any part of the world to attend a live event online. It has 7 years’ Experience
in this area and covered 500+ local and international events.

Live Webcast 4
« High Quality Video DVD
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NGIT NETWORKS

® Next Generation IT

Empowering Enterprises with Next-Generation Technologies

C € € Qe € € <8 € Can

Inspired by Digital Bangladesh & Vision 2021

Call Us: 09639 494901
sales@ngitnetworks.com

Data Center Solution

Enterprise Networking & Security Solution
Enterprise Server & Storage Solution
Enterprise Networks Upgrade & Migration
Enterprise Networks Monitoring Solution

IP Telephony & Video Conferencing Solution
IP Security & Video Surveillance Solution
Cloud & Virtualization Solution

Software Solution (BMS, PMS, Etc.)

Passive Networks Infrastructure Solution
Enterprise Networks Consultancy

Enterprise Networks Maintenance & Services

Make the world your workspace
connect with NGIT Networks

NGIT Networks Ltd.| www.ngitnetworks.com
[ Phone: 09639 494901, [0 0088 01810 191914-16

N.l. Tower (4 Floor), House-01, Road-10, Block-E
Banani Model Town, Dhaka | Bangladesh



