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Zeus

A Real Threat for Online Banking

Mohammad Jabed Morshed Chowdhury

alware like Zeus has rapidly
I\/I outpaced all other banking

security threats, and according
to a recent survey by PhoneFactor is
regarded as the greatest threat to online
banking today. Because malware has
evolved to defeat most security
measures currently in place, financial
institutions must likewise evolve their
security practices to stay ahead of these

attack would see an email claiming to
be an invoice, or an order confirmation
- perhaps claiming that your credit card
has been charged a large amount. If you
click on a link in the email you will be
taken to a booby trapped website which
will silently exploit your computer,
infecting it with the malware.

The virus lays dormant until it spots
an opportunity to steal personal details

How can people protect
their computers?

Many of those whose computers
have already been infected will be
contacted by their internet service
providers. Computer users must install
anti-virus software and update their
operating systems to the latest versions
to stop it regaining its hold. But this has
to be done within two weeks, because
there is only a limited period they can
disable the attack for as hackers will be
able to install new servers. Any good
anti-virus program should be able to
protect you from Gameover Zeus -
provided you have kept it up to date.

The key thing is to ensure that your
anti-virus is automatically updating
itself, and you are applying the latest
security patches from the likes of
Microsoft and Adobe when they
become available. The virus targets
Windows. Mac users are not at

threats. As malware has
become more pervasive and
more sophisticated, out-of-band
authentication and transaction
verification have taken on a
new level of importance for
financial institutions and
regulators. Instead of trying to
get rid the world of malware,
institutions can simply
circumvent malware by
‘stepping out’ of band to
authenticate transactions. In
recent time, Zeus has involved
as one of the most critical
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risk from this particular threat.
The NCA advised computer
users to consult the
Government-backed
getsafeonline.org website.
From that website, computer
users can download tailored

> anti-virus software which has

— A28

been provided for free by eight
companies. Experts have also
warned users to back-up all
valuable data. To protect
yourself you need to update
your operating system and
make this a regular occurrence,

threat to online banking.
Zeus is Trojan horse computer
malware that runs on computers running
under versions of the Microsoft
Windows operating system. While it is
capable of being used to carry out many
malicious and criminal tasks, it is often
used to steal banking information by
man-in-the-browser keystroke logging
and form grabbing. It is also used to
install the CryptoLocker ransomware.
Zeus is spread mainly through drive-by
downloads and phishing schemes. First
identified in July 2007 when it was used
to steal information from the United
States Department of Transportation, it
became more widespread in March
2009. In June 2009 security company
Prevx discovered that Zeus had
compromised over 74,000 FTP accounts
on websites of such companies as the
Bank of America, NASA, Monster.com,
ABC, Oracle, Play.com, Cisco.com.
How it works : For instance, you
might receive an e-mail claiming to
come from an online retailer, or a social
networking site, or a financial
institution - but it has really been forged
by the criminals to dupe you into
becoming their next victim. A typical

such as online banking information and
passwords. It then transmits this
information back to the criminal
network that uses it to drain the victim’s
accounts. It has already infected a
number of computers and those who
have it are putting valuable data,
including precious photographs, music
and personal files, at risk. In the worst
cases, victims could lose access to their
bank accounts which could be
systematically drained. In a further twist,
if the user is not a ‘viable’ victim then
the software locks the information on
the computer and holds it to ransom. At
the moment the software demands one
Bitcoin, an untraceable form of online
currency favored by criminals, which is
around £300. The U.S. Government
admitted that at least one police force
has been forced to pay this ransom to
release sensitive files. It is thought that
the gang first check if a target’s
keyboard is in Russian and only strike if
it is another language. Worldwide, it is
believed Gameover Zeus is responsible
for more than one million computer
infections, resulting in financial losses in
the hundreds of millions of dollars.
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update your security software and use it
and, think twice before clicking on links
or attachments in unsolicited emails.

Who's the mastermind
behind it?

Evgeniy Mikhailovich Bogachev is
the man suspected of being behind a
gang that has sparked a global cyber
virus pandemic. But the FBI has already
spent years looking for him who uses the
online names *‘lucky12345’ and “slavik’.
The 30-year-old is wanted for his alleged
involvement in a ‘racketeering
enterprise’ that installed malicious
software known as ‘Zeus’ on victims’
computers. The FBI believes Bogachev
knowingly acted in a role as an
administrator while others involved in
the scheme conspired to distribute spam
and phishing emails, which contained
links to compromised websites.

Conclusion : Though Bangladeshi
online banking sector has not been
affected by notorious Zeus malware, but
we should take precaution to protect
ourselves for probable future attack.
You should install a good anti-virus in
your pc and install patches for operating
systems to protect ourselves @
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Intel Next Unit of Computing
an ultra-small form factor PC

Intel continues to evolve its ultra-small form factor Intel
NUC PC kit. NUC which stands for ‘Next Unit of
Computing’ is a PC in a surprisingly small package that can
serve as Home Theater PCs, Media Servers or ‘Personal
Cloud’ storage. This new NUC might just be the ticket, if
you’re looking for an amazingly quiet, low profile computer.

“Imagine a computing device powerful enough to produce
stunning visuals with responsive performance. It is yet small
enough to drive digital signage, kiosks, or power other
applications in a tight space. We did and the result is the Intel
Next Unit of Computing,” said Zia Manzur, Country Business
Manager for Intel in Bangladesh.

Manzur
explained here
in Dhaka on
June 21, 2014
that the Intel
NUC is the
latest
development of
computer in
ultra-small form
factor PC
measuring 4-inch by 4-inch. Anything your tower PC can do,
the Intel NUC may too and in 4 inches of real estate. From
home theater to gaming to running a digital jukebox, the Intel
NUC has what you need to power your digital potential.
Browse social media, check e-mail, and video chat with a
friend, all while keeping your office space uncluttered. The
Intel NUC is also the ideal solution for business applications,
such as digital signage and kiosks.

“The sleek and small Intel NUC packs more features into
an even slimmer form factor. From home theater systems to
digital jukeboxes, from immersive gaming to home office
space-saving PCs, the Intel NUC gives you the power you
need—and requires just 4 inches of real estate, whether in your
living room or office.” said Zia Manzur m

Zia Manzur

Oracle becomes the second largest
cloud saas company in the world

» Now Oracle Corporation

O R AC Le is the industry’s second-
largest SaaS vendor with

3% to $11.3 billion total revenue up for Q4 of Fiscal 2014 while
SaaS (software-as-a-service) and PaaS (platform-as-a-service)
revenue rose 25 percent to $322 million and laa$S (infrastructure-
as-a-service) sales jumped 13 percent to $128 million.
New software licenses revenues were unchanged at $3.8 billion.
Software license updates and product support revenues were up
7% to $4.7 billion. Overall hardware systems revenues were up
2% to $1.5 billion with hardware systems products up 2% to
$870 million, and hardware systems support up 2% to $596
million.
“Oracle is now the second largest SaaS company in the world,”
said Oracle CEO Larry Ellison. “In SaaS, we’re in front of
everybody but salesforce.com. In laaS we’re larger and more
profitable than Rackspace. We plan to increase our focus on the
Cloud and become number one in both the SaaS and the PaaS
businesses.”
The Board of Directors declared a quarterly cash dividend of
$0.12 per share of outstanding common stock. For details please
click www.oracle.com/us/corporate/press/2221755 m

Panasonic branded shop opens
at Stadium Market

Country’s leading communications solutions vendor EMEM
Systems launches first ever Panasonic branded shop at
Bangabandhu National Stadium Market On 23 June last to
provide one stop telephony solutions.

__.4-

The customers will get genuine channelized Panasonic
products and solutions with warranty in this outlet. The outlet
has wide range of products including PABX, IP PBX, all kind
of telephone sets, fax machines and multifunctional printers.
The customers can also avail telephony solutions & after sell
service from Panasonic certified Engineers from this outlet.
Food minister advocate Md. Qamrul Islam inaugurated the
outlet with the presence of Kishore Daryanani, managing
director of Ganga Jamuna Electronics a Panasonic distributor
in Singapore.

EMEM Systems director Syed Samiul Hug and other high
official of the company and media personalities were also
present at the inaugural ceremony.

Qamrul Islam said, “The launching of the Panasonic branded
shop is a smart move of EMEM Systems which will help the
customer to get the quality products and solutions from the
world renowned company.” =

Abdul Fattah Chairman (Left) of Global Brand Pvt. Ltd.
with Jonney Shih (Right) Chairman of ASUS.

10 lac

Bangladeshis
joined Facebook

in the past45 dC[YS

Source Facebook Inc.,

/eb
June 16, 2014 -
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